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1lint _ cdecl main(int argc, const char **argv, const char **envp)
2{
3| int w3; // esi

4| int result; // eax

5 int v5; // [esp+8h] [ebp-74h]

6| int v6; // [esp+Ch] [ebp-7@h]

7| int v7; // [esp+18h] [ebp-6Ch]

8| __intle v8; [/ [esp+14h] [ebp-68h]
9| char v9; // [esp+l6h] [ebp-66h]
10| char vi@; // [esp+18h] [ebp-64h]

11
© 12| sub_403CF8(&unk_40E140); /7 A
© 13| scanf(as, &v10); /7 S
@14 vs = e
® 15| v6 = @;
@ 16| v7 = @;
® 17| v8 = @;
@18 vo = e

© 19| sub_401080((int)& 10, strlen(&10), (int)&v5);// INFFEE
® 20| v3 =0;
® 21| while ( *((_BYTE *)&5 + v3) == byte 40E@EA[v2] )// HLEiREL
221 {
® 23 if ( ++v3 > strlen((const char *)&v5) )
® 24 goto LABEL_6;
250}
© 26| sub_4@3CF8(aError);
27|LABEL_6:
28] if ( | - 1 == strlen(byte 40EQE4) )
® 29 result = sub_4@3CF8(aAreYouHappyYes);
30| else
® 31 result = sub_4@3CF8(aAreYouHappyNo);
® 32| return result;
® 33}
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int _ cdecl sub _401080(int al, int a2, int a3)
{
int v3;
int v4;
int v5;
int v6;
int v7;
int v8;
int v9;
int v10;
int v11;
_BYTE *v12;
int v13;
int v15;

sub_401000();

v5 EYA BE

v6 al;

4 a2 a2 BE
a2 3;

LOBYTE (V5) (_BYTE *)(al + v3);
v3 BF
v8 \Z3 1;
(_BYTE *)(v8 a3 - 1) byte_ 40E0AQ[ (v5 2) Ox3F];

(_BYTE *)(v8 a3 - 1) = byte 40EQA@[16 * (*(_BYTE *)(al + v3 - 3) & 3)
(((signed int)*(unsigned __int8 *)(al + v3 - 2)
(_BYTE *)(v8 + a3 byte 40EQAQ[4 * (*(_BYTE *)(al + v3 - 2) & OxF)
(((signed int)*(unsigned __int8 *)(al + v3 - 1)

v5 (_BYTE *)(al1 v3 1) Ox3F;
\Z3 v8 ilg
(_BYTE *)(v4 a3 byte 40EQAQ[V5];
s
while ( v3 < v7 );
v5 v15;
s
if ( v5 1)
{
LOBYTE(V7) (_BYTE *)(v3 + al);
v9 v4 1;
(_BYTE *)(v9 a3 1) byte 40E0AQ[ (v7 2) Ox3F];
v10 v9 iLg
(_BYTE *)(vi1e a3 1) byte 40E0QAQ[16 (*(_BYTE *)(v3 al)
(_BYTE *)(vie a3) 61;
LABEL_8:
v13 v10 iLg
(_BYTE *)(v13 a3) 61;
\VZ3 v13 iLg
goto LABEL_9;
)i
if ( v5 2)
{
v1ll \Z3 1.2
(_BYTE *)(vi1 1) byte 40EQAQ[ ((signed int)*(unsigned __ int8 *)(v3




LOBYTE(Vv6)

v10 v1il
(_BYTE *)(vie a3 1) byte 40E0AQ[16 (*(_BYTE *)(v3 al) 3) ((ve 4) oxF)];
(_BYTE *)(vie a3) byte_40E0AQ[4 (*v12 OxF)1;

goto LABEL_S;

1
J

LABEL_9:
(_BYTE *)(v4 + a3) 9;
return sub_401030(a3);
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1|signed int sub_4@1000()

2

3| signed int result; // eax
4| char vi; // <1

5

6| result = 6;

7| do

8 {

9 vl = byte 40E@AA[result];

1@ byte AREBAA[result] = byte 4ABEOAA[result];
11 byte AQEBAR[result++] = vi;

12| 1}

13| while ( result < 15 );

14| return result;

15[}
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1fint _ cdecl sub_48103@(const char *al)
21

3| __inted vi; f/ rax

4| char v2; // al

5

6] vl = @ib4;

7| if ( strlen(al) =08 )

8 {

9 do
10 {
11 vZ = al[HIDWORD(v1)];
12 if (w2 <97 || vz > 122)
13 {
14 if (w2 <65 || v2 > 90)
15 goto LABEL_9;
16 LOBYTE(v1) = v2 + 32;
17 }
18 else
19 {
20 LOBYTE(v1) = v2 - 32;
21 }
22 21[HIDWORD(v1)] = vi;
23|LABEL_9:
24 LODWORD(v1) = ©;
25 ++HIDWORD (V1) ;
26 }
27 while ( HIDWORD(v1) < strlen(zl) );
28] 1}
29| return vl;

30[}
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10

(len(a)):
[a[i]] = a[i]
(6,15):
[a[i]]
[a[i]] [a[i+offset]]
[a[i+offset]] b
for i in ( (secret)):
flag [secret[i]]
flag = base64.b64decode(flag)
print(flag)

flag{bAse64_h2s_a Surprise}

.swapcase()
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