buuctf-buyflag

m0 62094846 o T 2021-11-13 15:00:30 & Afi o 289 ﬁ e

NERL: MBS

FBUH B ASONIF SR BISCEE, 84 CC 4.0 BY-SA BB, He ki it E B SCH A AIAC S B
A hitpsy/blog.csdnnet/m)_62094846/article/details/121302833

AL

=& O R® ac335b7a-46ba-4200-b279-3219e5fd331.node4 buuoj.cn:81 22 0 y B 9 @ 5 =

B BASE. DMIEsss @ FiFkE D =Rl @ Rram XCTF 120t Web... [l H-uigi#EREAM... \3 BUUCTF MISCERS ... Denigs taoss

SYCLOVER

HI HACKERS
HERE IS THE SECRET WEBSITE
OF THE SYCLOVER

LEARN MORE

CSDN @m0_62

B, & 7R, #EHtAER
i EABAMENU, SR EE

= @] QO R® ac335b7a-46ba-4200-b279-32{9e5fd331.noded buuoj.cn:81/pay.php B8 W 8 & @ 5 =
B EAEE. DXesss @ FirkE O =Rl @ S&5aE XCTF bt Web... [l H-uisi#tERE5M..  \3 BUUCTF MISCERSS ... [emnas brHs

SYCLOVER

FLAG

FLAG NEED YOUR 100000000 MONEY

ATTENTION

If you want to buy the FLAG:
You must be a student from CUIT!!!
You must be answer the correct password!!!

Only Cuit's students can buy the FLAG 15
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</section>

{/article>

<!-= Footer —
{footer id="footer”>

<ul class="copyright”>
Cli>&kcopy; Syclover</li»<li>Design: Cl4y</1i>
</ul>
</footer>

</div>

<l— Seripts —>
{script src="assets/js/jquery.min. js"></script>
{script src="assets/js/jquery. scrollex. min. js"></script>
<seript src="assets/js/jquery. scrolly. min. js"></seript>
{script src="assets/js/skel.min. js"></script>
{script src="assets/js/util. js"><{/script>
CI==[if Ite IE 8/><script src="assets/js/ie/respond. min. js”></script><![endif]—>
{script src¢="assets/js/main. js”></script>

¢/body>
<J—

““post money and password
if (isset($ POST[ password’])) {
$password = §_POST[ password’];
if (is_numeric ($password)) {
echo “password can’t be number</br>”;
Jelseif ($password 404) {
echo “Password Right!</br>”;

—
</html>
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POST /pay.php HTTE/L.L 3
Host: 40f8f83c-7d8e-424c-a5e9-9427d0d0as2a. noded.buuoy.cn: 81
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:94.0) Gecko/20100101 Firefox/04.0

[

3
3 4
4 Accept: text/html, application/xhtml+iml, application/xnl;c=0.9, image/avif, image/ webp, */*;c=0.8 41
5 Accept-Language: zh-CW, zh;=0.8, zh-TW; =0.7, zh-HK; q=0.5, en-US5; c=0.3, en; ¢=0.2 42
& Accept-Encoding: gzip, deflate 43
7 Content-Type: application/x-www-form-urlencodsd 44
2 Content-Length: 13 45
o Origin: http://40£8f83c-TdBe-424c-a529-9427d0d0ae2a. nod=d . buuoj.cn:81 46
10 Conmection: close 47

11 Referer: http://40£8£83c-7d8e—424c-a5=9-9427d0d0as2a. nod=4.buuoy.cn: 81/ pay. php
12 Cookie: UM _distinctid=17c1343da0ll131-028c790£556a018-4c3=2778-144000-17c1343daD2121; user=0
13 Upgrade-Insecure-Requests: 1 a

15 password=404a

0 matches @ @
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</div>
</li>
</ul>
</mav>
</header>

<!-- Main -->
<article id="main">
<header>
<hZ>
Flag
</h2>
<p>
Flag ne=d your 100000000 monsy
</p>
</header>
<section class="wrapper style5">
<div class="inner'">

<hl>
attention

</h3>

<p>
If you want to huy the FLAG: </br>
You must be a student from CUIT!!!</br>
You must be answer the correct password!!!

</ p>

<hr />

<p>

| Only Cuit's students can buy the FLAGI(/br)

</p>

<hr />

</div>
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Request Response -
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<heads 9
1 POST /pay.php HTTE/L.1 “ ;:f'” -
2 Host: 40fBf83c-7dBe-424c-a5e9-9427d0d0as2a. noded. bunoy.cn: 81 N . 6]
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; cv:94.0) Gecko/20100101 Firefox/84.0 /;}’39 o
Accept: text/html,application/whtml+xml, application/sml;=0.0, image/avif, inage/webp, */*; 0.8 “hex =
= Accept-Language: zh-Cl, zh;c=0.8, zh=TW; q=0.7, zh~KK;q=0.5, en-U5; =03, en; =0.2 4= P>
- Flag need your 100000000 money
& Accept-Encoding: gzip, deflate y
7 Content-Type: application/x-www-form-urlencoded P
) </headsr>
% Content-Length: 13 ) — -
Origin: http://40£8£83c-TdB=-424c-a5e9-9427d0d0as2a. noded . buuo] . cn:bl <ssction class=Twrapper styled’>
) <div class="inner">
Connection: close
Referer: http://40£8£83c-7dBe-424c-a9e9-0427d0d0as2a. noded. buuoj.cn: 81/ pay. php s
Cookie: UM_distinctid=17c1343da01131-D26c7906556a018-4c3=2778-144000-17c1343da02121; >
= attention
Upgrade-Insecure-Requests: 1
</h3>
password=404a @
If you want to buy the FLAG:</br>
You must be a student from CUIT!!!</br>
You mmst be answer the corrsct password!!!
</p>
<hr />
>
Jou are Culter</br>
Password Right!</br>
Pay for the flag!!lhacker!!!</br>
</p>
<hr />
</div>
</section>
</article>
<!-- Footer ——>
<footer id="footer"s
2 <l class="copyright">
@{@}‘ ‘{*H‘)‘ ‘ Sea 0 matches @{{3} ‘G”‘H | Se. ‘ 0 matches
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3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&64; o 4.0) Gecko/2010010L Firefox/94.0 attention [=]
4 Accept: text/html,application/xhtml+iml, application/xnl;c=0.9, image/avif, image/ webp,*/*;c=0.8 </hi> ~
5 Accept-Language: zh-CW, zh;=0.8, zh-TW; q=0.7, zh-HK; q=0.5, en-US5; ¢=0.3, en; ¢=0.2 e Py
€ Accept-Encoding: gzip, deflate If you want to buy the FLAG:</br>
Content-Type: application/x-www-form-urlencoded You must be a student from CULT!!!</br>
Content-Tength: 30 You must be answer the correct password!!!
S Origin: http://40£6£83c-TdBe-424c-a529-9427d0d0as2a. node4d . buuoj.cn: 8L
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<footer id="footer'>
<ul class="copyright's
<li>
&copy; Syclover
</li>
<li>
Design: cldy
</li>
</ul>
</footer>
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