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B, BRER:

- - - s ¢ rmeeene oy = -

-5
Image is 32bit executable RES/OVL:0/49% 1970
[Cumpiler -GCC: GNU 4.x.2 (83 exe/dl ) - htlps:ﬂgcc.gm.l_:@_ _:ACEJ A
o) IEEER -ZEHETE - REER A0SR %
[Not packed , try OllyDbg v2 - www.ollydbg.de or IDA v5 www.ie!l'a_lﬂ @'

i

Tt N32fi:

0000000E C
00000014 C
00 Q0

00000011

libgej-13.d11 )
_JV_RegisterClasses /

Please input:

‘s’ . rdata:
‘s’ Lrdata:
.rdata:

0...
0...
==

s’ Lrdata: Qe C Tou are correct!
‘s'| Lrdata:Qe 00000015 C Mingw runtime failure:\n
Ei .rdataz0- 00000031 C Virtualouery failed for %d bytes at address %p

BRI, BhEE B NHFIR:

AL L e TR T 3 LA suve .

.rdata: 00403022 align 4 - -
.rdata:00403024 ; char Format[]
.rdata:00403024 Format db "Plea
.rdata:00403032 ; char asS[]
Lt | +o-AAARIMIT o8 dlh "¥c' B - DATHA YEEE - ETT=P=N L
! @xrefs to Format O X
] - =~ 134 A
M p o é_f1_11‘1-:::+‘-‘H'k mov
1
— —'—\*
BRTE i Bz ECEN
4T n
mov |ebp+var_ k|, bCh
mov [ebp+var D], @
mov [esp+58h+Format], offset Format |,' "Please input:"
call _printf
lea eax, [ebp+var 34]

WG, EFSEFHRE:

int func()

int result;

int vi;

int v2;

int v3;

int v4;
unsigned ___int8
unsigned __int8
unsigned __int8
unsigned __ int8

unsigned __ int8
int v10;
int v1i;




s
int v13;
unsigned __ int8 vi14;
char v15;
char vi1e6;
char v17;
char v18;
char v19;
char v20;
char v21;
char v22;
char v23;
char v24;
char v25;
char v26;
char v27;
char v28;
char v29;
char v30;
char v31;

int i;

v15
v16
v17
v18
v19
v20
v21
v22
v23
v24
v25
V26
v27
v28
v29
v30
v31l

printf(

scant( , &v5);
result v5;
if ( v5 65 )
{
result V6 ;
if ( v6 67 )
{
result v7;
if ( v7 84 )
{
result v8;
if ( v8 70 )
{
result v9;
if ( v9 123 )
{
result v14;
if ( vi4d 125

{
vl v10;




v2 v1l;
v3 v12;
\Z v13;
for (i 0; i
{
if ( *((_BYTE *)&vl + i) > 64 ((_BYTE *)&vl + i) 90 )
((_BYTE *)&vil i) (*((char *)&vi i) 51) 26 65;
if ( *((_BYTE *)&vil i) 96 ((_BYTE *)&vi i) 122 )
((_BYTE *)&vi i) (*((char *)&vi i) 79) 26 + 97;
)i
for (i 0; i 15; i)
{
result (unsigned __ int8)*(&v15 i);
if ( *((_BYTE *)&vil i) (_BYTE)result )
return result;

}
result printf(

return result;

VISEIVI0FT B s HIME R L T T M SEVE N 5 MR, FrABRMZEE R %,
HiE LA,

2=[81,115,119,51,115,106,95,108,122,52,95,85,106,119,64,108,0]
flag
for i in range(9,16)
for k in range(0,127)
z=k
if k>64 and k<=90
k=(k-51)%26+65
if k>96 and k<=122
k=(k-79)%26+97
if k==a[i]
flag+=chr(z)

Connected to pydev debugger (build 211.7442.45)
Cae3dar_th4_Gre(dt

Nk flag{cae3ar_th4 Gre@t}

[GUET-CTF2019]re

QT Win EXE - .0 - ELF executable [ 64bit obj. Exe file - CPU : AMD x8(|
- FEMET - BRIER

~

1 * A
i Diagnose: AL o

L\




[Detected UPX! packer - http:/fupx.sf.net -> try unpack with “upx.exe l \‘

rarm s TR

4=
=,

HfE KIR64NL, HEFUPXME, REMRE:

Wl . rodata:-o ) input your flag:
's’" . rodata: - 00000009

C Correct!
IJ .rodata:- 00000007 C Wrong! \\‘\
s .rodata:-= 00000014 C .fesuflibe—start. ¢
B, BB BRI HSIR:
I00PBRAAT1BA2 db 2
I000BRAAT18A3 db 4
10000R4AA18A4A alnputYourFlag db
IDAAARAALATRRS aS dh '%<' p - DATA ¥REE- h ARAE22.ANtA
0{ [&=] xrefs to alnputYourFlag O x
e

il FE 2 Hehh BT

edi, offset alnput¥eurFlag; “input your flag:”

Al

RIEFSEE AR

| vs = eLL;
)| ve = eLL;

| w7 = eLL;

| sub_4erese((ur
)| sub dBFASB((
)| if ( (unsigned

d _ int64)"input your flag:");
d _ int64)"%s");
t)ysub_ 48@9AE( (char *)&v4) )

{
/@ = "Correct!"; \
sub_410358("Correct!™);

| 3

NsS18nN
it =1
NsS18nN
it =1

0

T] DAAR ] 58 1) 3 B8 B 3 sub_4009AE

BOOL8 _ fastcall sub 4@09AE(char *al)

if ( 1629056 al 166163712 )
return OLL:




if ( 6771600 al[1] 731332800 )
return OLL;

if ( 3682944 al[2] 357245568 )
return OLL;

if ( 10431000 al[3] 1074393000 )
return OLL;

if ( 3977328 al[4] 489211344 )
return OLL;

if ( 5138336 al[5] 518971936
return OLL;

if ( 7532250 al[7] 406741500
return OLL;

if ( 5551632 al[8] 294236496
return OLL;

if ( 3409728 al[9] 177305856
return OLL;

if ( 13013670 al[19] 650683500 )
return OLL;

if ( 6088797 al[11] 298351053 )
return OLL;

if ( 7884663 al[12] 386348487
return OLL;

if ( 8944053 al[13] 438258597
return OLL;

if ( 5198490 al[14] 249527520
return OLL;

if ( 4544518 al[15] 445362764 )
return OLL;

if ( 3645600 al[17] 174988800
return OLL;

if ( 10115280 al[i6] 981182160 )
return OLL;

if ( 9667504 al[18] 493042704 )
return OLL;

if ( 5364450 al[19] 257493600 )
return OLL;

if ( 134645490 al[20] 767478780 )
return OLL;

if ( 5488432 al[21] 312840624 )
return OLL;

if ( 14479500 al[22] 1404511500 )
return OLL;

if ( 6451830 al[23] 316139670
return OLL;

if ( 6252576 al[24] 619005024
return OLL;

if ( 7763364 al[25] 372641472
return OLL;

if ( 7327320 al[26] 373693320
return OLL;

if ( 8741520 al[27] 498266640
return OLL;

if ( 8871876 al[28] 452465676
return OLL;

if ( 4086720 al[29] 208422720
return OLL;

if ( 9374400 al[30] 515592000 )
return 5759124 al[31] 719890500

return OLL;




‘

X Batst REAVMAKIVA, REABR—THA LT, mHEFE&EFaB]HEH:

flag{e65421110ba03099a1c039337}

X ETHSR T —6L, ReeRmaERar=1
33 flag{e165421110ba@3099a1c039337}

[ACT F3# 4 £ 2020]usualCrypt

A5

! -,
Image is 32bit executable RES/OVL:0 /0% 2020 &

-

—
[Microsoft Visual C++ ver 5.0/6.0
VEEE - BEHET - RREE (DS e
[Not packed , try OllyDbg v2 - www.ollydbg.de or IDA v5 Ew_w.bf!-_f_i_lﬂ @

T

RIT5E, REHRIENDAH:

7| sub_sulunsy

F| sub_401080 -
_main "f/

flrmllsub 2

r 1 LR -

....
C o e o o

B, FoEFHARD:

U= vy,
v/ = 8;

vB = 8;

ve = 8;

sub_ﬂ@ld&@((int)&‘-,-"_é:, strlen(&v1@), (int)&v5);
vi = 8;

while ( *(( BYTE *)&v5 + v2) == byte 40EGE4[v3] )
I

BE BRI

int _ cdecl sub _401080(int al, int a2, int a3)
{
int v3;
int v4;
int v5;
int v6;
int v7;
int v8;
int v9;
int v10;
int v11;
_BYTE *v12;
int v13;
int v15;

sub_401000();



v5
V6
v7
v15
if ( v7
{
do
{
LOBYTE(V5)
v3 3;
v8
(_BYTE *)
(_BYTE *)

o)

(_BYTE *)

v5 (_BY
\Z3 v8
(_BYTE *)
b
while ( v3
v5 v15;
)i
if ( v5
{
LOBYTE(Vv7)
V9 \Z3
(_BYTE
v10 V9
(_BYTE
(_BYTE
LABEL_8
v13 v1o
(_BYTE
\Z v13
goto LABEL_9
)i
if ( v5
{
vll \Z
(_BYTE
v12 (_BYTE
LOBYTE(Vv6)
v1o v1ll
(_BYTE
(_BYTE

1)

1;

) (v

) (v

) (v

) (v

2)

1:

1:

1 .
)(vi1

)(vie
)(vie

(_BYTE

1;
(v8
(v8

a3
a3
(v8 + a3
TE
1;
(va

)(al

a3

v7 );

(_BYTE

9 a3

)

10
10

a3
a3)

1;
13
)

)

]

EE]
)(v3
v12;
1;
a3
a3)

goto LABEL_S;

)i
LABEL_9

(_BYTE *)(v4

a3) 0;

return sub_401030(a3);

)(al

1)

v3

1)

)
)

)(v3

1)

1)

byte 40EGA®[ (v7

61;

)

al

)

byte_40E0AQ[4

v3);

byte 40E0AQ[ (V5 2) Ox3F];
byte 40E@AR[16 * (*(_BYTE *)(al + v3 - 3)
(((signed int)*(unsigned __int8
byte 40E@A®[4 * (*(_BYTE *)(al + v3 - 2)
(((signed int)*(unsigned __int8
1) & Ox3F;

byte 40EGA@[V5];

al);

2) Ox3F];

byte 40E@A®[16 * (*(_BYTE *)(v3 + al)

byte 40EQAQ[ ((signed int)*(unsigned __ int8 *)(

1);

byte 40EQAQ[16 )(v3 al) 3) (

(*vi2

(*(_BYTE
oxF)1;

3)
) (a1

OxF)

)(al

v3

(v6

v3

al)

4)

v3

ZiL T, BRE N -basebdFHE, KMXZE— 1 baseb64RIingE. REF— Fsub_401000()R%L:

2)

1)

2)

oxF)1;

Ox3F];



signed int sub_401000()
{
signed int result;

char vi1;

result 6;

do

{
vl byte 40EQAA[result];
byte 40EQAA[result] byte 40EQAQ[result];
byte 40EQAQ[result++] vl;

)i

while ( result 15 );

return result;

X B2 ¥ baseb4 W R HIRF TR . REPHASAESH R EBRRHIAFLE .
BJ5HE— Fsub_401030()& %

return sub_401030

int _ cdecl sub_401030(const char *al)
{
__int64 vi;

char v2;

vl 0i64;
if ( strlen(al) 0 )
{
do
{
v2 al[HIDWORD(v1)];
if ( v2 < 97 v2 > 122 )
{
if ( v2 < 65 v2 > 90 )
goto LABEL_9;
LOBYTE(v1) v2 32;
}
else
{
LOBYTE(v1) v2 32;
}
al[HIDWORD(v1) ] vl;
LABEL_9
LODWORD(v1) = @;
HIDWORD(v1);
}
while ( HIDWORD(v1) strlen(al) );

}

return vi;




XA R B R I 5 &5 RS B

FAE R ) R

SR KNG H

2. &% baseb4 i # kK
3INEZERBLHHRBIEFKINEERER
4 base64 %

.swapcase()

10

for i in range(len(a))

dict[a[i]] ali]
for i in range(6,15)
b = dict[a[i]]
dict[a[i]] dict[a[i+offset]]
dict[a[i+offset]] b
for i in range(len(secret))
flag dict[secret[i]]
flag base64.b64decode(flag)
print(flag)

RJE1RE:

Surprise}’

Z R flag{bAse64_h2s a Surprise}

[MRCTF2020]Transform
%
S R —
-
64 bit executable RES/OVL:0 /0% 2020 |
I—J
[ Elu_n IT = - d

[EP : 48 83EC 28 [01/09] - sqb‘t database sgnatures not f found , onlyi|

i

RIMTF, 646L, HEAIDA:

__inted v3; ff rdx
__inted v4; [/ rdx

char v6[104]; // [rsp+26h] [rbp-76h]
int j; // _P53+85“] _PDJ-S“]

int i; // [rsp+8Ch] [rbp-4h]
sub_4082230(argc, argv, ny;

sub_4@Eed@(argc, (  inted)argv, v3, (__inte4d)"Give me vour code:\n");
sub_4@E5F@(argc, (_ inted)argv, (_ inted)ve, (_ inted)"%s");
if ( strlen(*(const char **)&argc) != 33 )



{
sub_40E648(argc, (  inted)argv, v4, ( inted)"Wrong!i\n");
system(*(const char **)&argc);
exit(argc);
¥
for ( 1 =0; 1 <= 32; ++1 )
{
byte 414048[1] = vo[dword 48F848[1i]];
vd = i;
byte_414840[1] ~= LOBYTE(dword_4@F@40[i]);
¥
for (7 =0; J<=32; ++] )
{
vd = j;
if ( aGyURsywBFbLwya[]] != byte 414048[7] )
{
sub_48E648(argc, (  intod)argv, j, (_ inted)"Wrong!in");
system(*(const char **)&argc);
exit(argc);
}
}
sub_40E640(argc, (__inted)argv, v4, (_ int64)"Right!Good Job!\n");
sub_40E640(argc, (_ inted)argv, (_ inted)ve, (_ inted)"Here is your flag: %s\n");
system(*(const char **)&argc);
return 8;
}

MRIGE—T byte_414040

h

-FDr'{j_:@;i<=32;++i) /
{

byte 414040[1i] = v6[dword JeFe46[1]];

vd = i;
byte 414848[i] “~= LOBYTE(dword 4@F048[1]);
¥
RIE R I
- UOLd . OO Oy LWL U STy uu wAI » UAITA ARCT . SUD_SUliDy. LUL Su1ioaau W
.data:000000000040F004 align 48h

.data:000000000040F040 ; signed int dword 40F240[40]
.data:000000000040F040 dword 40FR40 dd 9, @Ah, @Fh, 17h, 7, 18h, @Ch, 6, 1, 18h, 3, 11h, 2@h

.data:000000000040F040 ; DATA XREF: main+79To
.data:000000000040F040 ; main+B8To
.data:000000000040F040 dd 1Dh, @Bh, 1Eh, 1Bh, 16h, 4, @Dh, 13h, 14h, 15h, 2, 1%h
.data:000000000040F040 dd 5, 1Fh, 8, 12h, 1Ah, 1Ch, ©Eh, 8 dup(@)
.data:000000000040FOED aGyURsywBFbLwya db "gy{',7Fh, "u+<RSyW"]B{-*fB~LlyAk~e<\EocbM",8
.data:000P0000004BFOED ; DATA XREF: main+EFto
.data:000000000040F102 align 4@h

.data:000000000040F140 off ABF140 dgq offset qword 40E6A8 ; DATA ¥REF: =sub 402156+47r

Jd_1 _ _AAAAAARAAAAATA AN - L AATAAA AT A

B R Yo dword_40F040F1byte_40FOEOS B.— T3 BT AL /G MM B0 715 8 2 J5 K 4T L i 7 18 8 38 JR 1] 25 BV T 45 B A\ B 7
G
R A«



char a[]={0x09,0x0a,0x0f,0x17,0x07,0x18,0x0c,0x06,0x01,0x10,0x03,0x11,0x20,0x1d,0x0b,0x1e,0x1b,0x16,0x04,0x0d, OX|
13,0x14,0x15,0x02,0x19,0x05,0x1f,0x08,0x12,0x1a,0x1c,0x0e,0} ;

char b[]={0x67,0x79,0x7b,0x7f,0x75,0x2b,0x3c,0x52,0x53,0x79,0x57,0x5e,0x5d,0x42,0x7b,0x2d,0x2a,0x66,0x42,0x7e, 0X|

4c,0x57,0%x79,0x41,0x6b,0x7e,0X65,0%x3C,0Xx5C,0%x45,0x6T,0%x62,0x4d};

for(i=0;i<=32;i++)

{
b[i]=b[i]"a[i];
}

for(i=0;i<=32;i++)
{
c[a[i]]=b[i];

1
J

for(i=0;i<=32;i++)
{

printf( ,c[i]);

f3%]: MRCTF{Tr4nsp@sltiON_Clph3r_1s_3z}

[WUSTCTF2020]level1



SRR

D levell
output.txt

2020/3/9 22:30
2020/3/9 22:30

poLLs
A

9 KB
1 KB

WIEX S — A XA

Diagnose: \
[NOT Win EXE - .0 - ELF executable [ B4bit obj. Exe file - t’.‘PLI Amxal
HEER - BEHET - RRER R s

| -> Compiler : GCC: musm-&mmwmmmsmzomsf 9

R, HBAIDA:

8] Luspiugus="  uuuyuuyus L. LLIBL &0 4%
‘S| LOAD : 000 0000000C__C GLIEC 2.2.5
B .rodata:- 05 C flaz

‘s’ . rodata: - 00000005 C %1dyn

[s] . eh_fram— 00000006  C k3TN

BRE, BREEIRZ NI HIIR:

.rodata:00000000004007C4 modes db 'r',0 ; DATA XREF: main+l
.rodata:00000000004007C6 ; char filename[]
.rodata:00000000004007C6 filename db "flag’,®@ ; DATA XREF: main+l
rodata - ARAGAARARARAARTIR + rhan farmatl1
52 xrefs to filename O > f
] A v A

ES tp

offset filename: *f

maln+ic edi,

[ @z | mw

Tn

RIEFSEE AR



int _ cdecl main(int argc, const char

(
FILE
signed int i;
char ptr[24];

unsigned __ int64 v7;

stream;

v7 = _ readfsqword(0x28u);

stream = fopen( 5 )
fread(ptr, 1ulLL, ©x14ulLL, stream);
fclose(stream);
for (i 1; i
{
if (1i&1)
printf( 5

19; i)

(unsigned int)(ptr[i] i));

else

printf( , (unsigned int)(i ptr[i]));

1
J

return 0;

BFRE R, —FFRIT FflagsCFitt T flag>C - BRA A,

argv, const char

envp)

2 J5 ¥ BLTHI ) P R A% IR 1 24T 1 84T BB A EAT AL B /G e i

4 B BLIER — N3, outputtxt, BRI R ERIAR, KR E KB RE XA EIEE R — Tlag BRI A

R RA

[198,232,816,200,1536,300,6144,984,51200,570,92160,1200,565248,756,1474560,800,6291456,1782,65536000 ]

for i in range(19)
if ((i+1) 1)
print(chr(a[i]
else

(i+1)), end

print (chr(a[i]

20{d9-dE6-208c}

flag: ctf2020{d9-dE6-20c}
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