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= output window

W Load a new file

Load file C:\Users\chengying'Desktop\lx\relirel. exe as

Portable executable for 80386 (PE) [pe.dll]
MS-DOS executable (EXE) [dos.dll]
Binary file

Processer type
MetaFC (disassemble all opcodes) [metapc] < Set
Analysis

Enabled

Indicator enabled

Loading sezment 0x00000000 Kernel optiens 1 Kernel options 2

Loading offset 0x00000000

Processor opticns
Options

Loading optiens [JLoad resources
[“] Renane DLL entries
[ #anual load

Fill segnent gaps
Create segments
[ Create FLAT sroup [ Create imports sesment

Load as cgde segment

Cancel Help

L) P
360448 44 8192 allocating memory for b-tree...
3608448 44 8192 allocating memory for virtual array...
262144 32 8192 allocating memory for name pointers...
983040 total memory allocated
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® Please confirm >

The input file was linked with debug information

= and the symbol filename is:
'EAc\ConsoleApplication2\Release\ConsoleApplication2.pdb’
Do you want to look for this file at the specified path
and the Microsoft Symbol Server?

[1Don’ t display this message again

e
d.ikyes
File Edit Jump Search View Debugger Options Windows Help
BE e B #® & t 5 @@ oo FvF X P O O N debugger MIECIEEE N o
i \ [ | I | @ L
Library function M Regular function M Instruction | Data [l Unexplored = External symbol
[F] Functions window o& x IDA View—4 [EPseudocode4 B3 @ Hex Vien-1 A structures
Function name ~ 3 2
_main N
__security_check_cookie (x) 5
Zscanf 6
unknown_libname_1 ’
_system 8
__get_printf_count_output 9
_printf 10 mm_storeu_si128(( w1281 *)&S5, _mm_loadu sil28((const  m1281 *)&mmword 413E34));
___tmainCRTStartup 11 =0;
_fast_error_exit 12 quord_413E44;
start 13 a;
___raise_securityfailurs 14| printf(Rbyte_413E4C);
___repert_gsfailure 15| printf(8byte_413E60);
—-call_reportfault 16| printf(8&byte_413E80);
sub_40170C 17| scanf("%s", &v0);
,,}nval?d,paramgter i 18 stremp((const char *)&vs,
__invalid_paraneter_noinfo P
__invoke_vatson 20
___initstdio ) ( )
___endstdio o . i
ub_ 401819 22 printf(aFlag);
_leck_file 23| else
" lock_file2 fd pr'lntf((zo“it char *)&unk_413E90);
__mlock_file 25| system("pause”);
__unlock_filsz v | ® 26| return 8;
> 27|}
Line 1 of 305 00000498 _main:22 (401098) v
=l Output windew x
413E44: using guessed type _ int64 quword_413E44; g
Python ‘ -
4: idle Up Disk: 98CB
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File Edit Jump Search View Debugger Options Windows Help
BE e S t o @O A et~ X > O O|He debugger MIESIC N e
Library functien [l Regular function Ml Instructien | Data Unexplored = External symhol
[FlFunctions window os x 04 Viewh B [ElPseudocode—a €] Hex Vien-1 [ Structures
Function name A .rdata:80413E96 db 65h ; e ~
nesm .rdata:@e413E97 db 74h ; t
__security_check_cookie(x) -rdata:@e413£98 db @Alh
Tscant .rdata:0@8413E99 db @cch
e, N8kmene fl .rdata:0e413E9A db @ah
_system .rdata:@0413E9B db ]
__get_printf_count_output :08413E9C
_printf .rdata:@0413E9C aflag db 'flag’ | 5 DATA XREF: 1
___tmainCRTStartup .rdata:00413EA0 db 8B2h
_fast_error_exit .rdata:@e413EA1L db @BBh
start .rdata:@0413EA2 db acch
___raise_securityfailure .rdata:@0413EA3 db @ABh
—weport_gsfailure .rdata:@e413EA4 db eBch
——call_reportfault .rdata:@08413EAS db @Dah
sub_40170C .rdata:@0413EAG db DFh
—-invalid paranster .rdata:00413EA7 db oCFh
— .nvallcld,parameter,nomfo rdata:00413EAS db 0A3h
e e .rdata:00413EA9 db 0ach
e .rdata:08413EAA db @D4h
;;E 401810 .rdata:00413EAB db @D%h
_iloak g .r"data:@@4:13EAC db @CAh
ook filez -rdata:00413EAD db @D4h
~ milea Eile .rdata:00413EAE db acah
umlock filez e .rdata:08413EAF db eDah
> .rdata:00413EBO db @DFh
Line 1 of 305 0001329C 00413E9C: .rdata:aflag (Synchronized with Hex View—1) v

Output windew

‘41381-4: using guessed type _ int64 gword_413E44;

Python ‘

AU: idle Up Disk: 98GE
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File Edit Jump Search View Debugger Options Windows Help
BEH e B 8t o DO Hahp F v e X > DO N debugger - %) B
1 | I | Il | G
Library function Ml Regular function Ml Instruction | Data [l Unexplored | Extermal symbol
[F]Functions window o & x 14 Views O [EPseudocede-4 [ [0 Hex View-1 [ [A Structures £ [E  Emms O Inports [ (@ Exports
Function name ~ .rdata:@e413E86 db 61h ; a
2ain .rdata:00413E87 db 67h ; g
_security_check_cockie () -rdata: 00413088 db 060h
“ecantf .rdata:00413E89 db 8Csh
Urlenown_13 brane_1 .rdata:008413E8A db 3Ah ;
_system .rdata:90413E8B db 2]
__get_printf_count_output .rdata:80413E8C ; char aS[3]
_printf .rdata:@0413E8C aS db '%s',0 ; DATA XREF: _main+55to0
___tmainCRTStartup .rdata:@e413E8F align 10h
_fast_error_exit .rdata:00413E90 unk_413E90 db 66h ; ; DATA XREF: _main+91to
start .rdata:0e413E91 db 6Ch ; 1
___raise_securityfailure .rdata:00413E92 db 61h ; a
___report_gsfailure .rdata:@e413E93 db 67h ; g
—-call_reportfault .rdata:08413E94 db  20h
sub_40170C .rdata: 8041395 db 67h ; g
—invalid paraneter .rdata:00413E96 db 65h ; e
nvalild,parameter,nolnfo rdata-00413£97 db 7ah .t
s .rdata: 041398 db eath
i .rdata:00413E99 db oCch
b 401819 .rdata:06413E9A db  8Ah
lock f11 .rdata:00413E98 db 0
T .rdata:@8413E9C ; char aFlagl4]
" unleck file .rdata:@0413E9C aFlag db ' flagFARTH), B, Nk, eah,0
unlock fils2 Y .rdata:@0413E9C ; DATA XREF: _mai _401098%0
> .rdata:@e413EBC ; char aPause[]
Line 1 of 305 0001326C 00413E8C: . rdata:aS (Synchronized with Hex View-1)
Output windev =
A13E44: using guessed type __int64 qword_413E44; &
Python ‘
AU: idle Up Disk: 98B
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File Edit Jump Search View Debugger Options Windows Help
HEH ey e Bt o B0 At~ F e X > OO No debugger MGG S
i \ I | Il | G|
Library function ll Regular function Ml Instructien | Data Tnexplored  External symbol
[F] Functions window o8 x 104 Viev-h B [EPseudocode—s (1 (@ Hex view-1 [ [A sStructures 1 E Bame [ Inports [ @ Exports
Function name - _rdata:00413E2C alQnan db "1#QNAN',0 ; DATA XREF: _$110 OUTPUT:loc_4@F13Cto
B =ain .rdata:@e413E33 align 4
(7] ety dindk eadHold) .rdata:@0413E34 aDutctfWelcomet db * |'
[7] scant - rdata:00413E34 5 DATA XREF: _main+1@tr
(7] wiknown_libnane_1 .rdata:@e413E4C ; char aDutctf )
(7] _systen _rdata:@0413E4C aDutctf db *FIOEBIDUTCTFH)" ,0Ah,8 ; DATA XREF: _ma
[7] __get_printf_count_output .rdata:@8413ESE db e
_printf _rdata:@0413E5F db 8
L___tmainCRTSLartup .rdata:@0413E60 ; char asc_413E60 N
7] _fast_error_exit .rdata:0@413E60 asc_413E60 db "EE—ERTZREENEME ", 0nh,0
[£] start .rdata: 00413660 ; DATA XREF: _main+3Dto
L___TaiSE_SECUT?tyfaﬂUTE .rdata:@@413E8@ ; char aFlag @
|£] ___repert_gsfailure .rdata:00413E80 aFlag @ db ‘%A flagh:",0 ; DATA XREF: _main+47to
|f| ——eall_repertiault _rdata:@@413E8C ; char aS[3]
|£] sub_s0170C .rdata:@0413E8C a$ db '%s',0 ; DATA XREF: _main+55to
|£]-invalid parameter _rdata:00413E8F align 10h
§ }“”Ll(ldf“m'““erf“‘““f" 0413E90 aFlagGet db "flag getV',8Ah,®  ; DATA XREF: main+91to
7 1?;;’;;‘&??0” .rdata:@e413E9C ; char aFlag[4]
Al endetdio _rdata:@0413E9C aFlag db flagFAF M, FRRARIN, A0, 0ah,e
71 su}; 401819 .rdata:00413E9C ; DATA XREF: _main:loc_401098T0
(7l Tock file .rdata:@0413EBC ; char aPause[]
] ook filez _rdata:00413EBC aPause db ‘pause’,® ; DATA XREF: _main+ASto
7l _inlock_file .rdata:@e413EC2 align 8
[F] __unlock_ile2 © _rdata:0@e4136C8 _ load_config used dd 48h ; Size
< > .rdata:@e413ECC dd @ 5 Time stamp
Line 1 of 205 00013234 00413E34: .rdatazaDutctfWelcOmet (Synchronized with Hex View-1)

Output windew

Command "MakeStrlit" failed
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Edit Jump Search View Debugger
ShH Sy B Bt o @@ ofmhh v X > 00N debugger

Options

Windows Help
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A | I | Il I S
Library function Ml Regular function M Instruction || Data [l Unexplored | External symbol
[FFunctions window o8 x D4 Viev-s B [EPseudocods—i @ Hex View-1 [Al Structures E Emans #  Inports & Exports
~

Function name

F.]
Fd
F/
F.
Fd
F/
F.
Fd
F/
F.
L
F./
F.
L
F./
F.
L
F./
L
L
=

<

__call_reportfault
sub_40170C

invalid paraneter
nvalid_parameter_noinfo
__invoke_watson
___initstdie

___endstdio

sub_401819

__lock_file

__lock_file2

__unlock_file
__unlock_file2
_Localellpdate::_Localellpdate (locale:
___check_float_string
__hextodec
urknewn_libname_2
__input_1

__whiteout

___deserrno

__dosnaperr

Line 5 of 305

A Graph overvier o s

; Microsoft VisualC 2-14/net runtime
; Attributes: library fu i

var_1C= dword ptr -1Ch
ms_ex
arg_ 0= dword ptr 8

arg_C= dword ptr 14h

push @ch

push offset stru_413FA0
call __SEH_pr

and [ebp+var_1C], @
xor eax, eax

cmp [ebp+arg_4], eax
setnz  al

test eax, eax

jnz short loc_40111D

1 proc near

CPPEH_RECORD ptr -18h

= dword ptr @Ch
dword ptr 10h

i = iim@

EEIDA View-A 4t T EIbR L E i, METEE, HINCAIA.

File Edit Jump Search View Debugger Options Windows Help
AH e B 8t B shode - e X P 00O Fo debugger MIRCIE JHE N ol
il \ I | Il | =
Library function Ml Regular functien M Instructien | Data | Unexplered  External symbol
[F] Functions windew o8 x ID4 View-4 [EPseudocode-A & Hex view-1 & structures Erums B  Inports #  Exports
Function name A . text:004010EC ; [000@OO85 BYTES: COLLAPSED FUNCTION unknown_libname_1. PRESS CTRL-NUMPAD+ TO EXPAND] ~
7] call reportfmilt ; [0PAAAOFS BYTES: COLLAPSED FUNCTION _system. PRESS CTRL-NUMPAD+ TO EXPAND]
(7] sub_ 40170C ; [@09PPO15 BYTES: COLLAPSED FUNCTION _ get printf_count_output. PRESS CTRL-NUMPAD+ TO EXPAND]
7| __invalid_paraneter ; [@P0OOOAF BYTES: COLLAPSED FUNCTION _printf. PRESS CTRL-NUMPAD+ TO EXPAND]
Fl imwalid paranster noinfo ; [600PA154 BYTES: COLLAPSED FUNCTION __ tmainCRTStartup. PRESS CTRL-NUMPAD+ TO EXPAND]
7] S ey ; (00900023 BYTES: COLLAPSED FUNCTION _fast_error_exit. PRESS CTRL-NUMPAD+ TO EXPAND]
[7] ___initstdio .text:004014A1 db 59h ; ¥
7] ___endstdio _text:084014A2 db 59h ; Y
| sub_4018189 .text:004014A3 db 5Dh ; ]
Lf]| -_lock_file _text:004014A4 db aC3h
[F] _lock_file2 ; [@P8PPOPA BYTES: COLLAPSED FUNCTION start. PRESS CTRL-NUMPAD+ TO EXPAND]
|L] -—unlock_fils ; [0000003D BYTES: COLLAPSED FUNCTION __ raise_securityfailure. PRESS CTRL-NUMPAD+ TO EXPAND]
Lf] __mlock_file2 » ; [@POPPRFB BYTES: COLLAPSED FUNCTION _ report_gsfailure. PRESS CTRL-NUMPAD+ TO EXPAND]
|£] -LocaleUpdate: :_LocaleUpdate(locale ; [00000125 BYTES: COLLAPSED FUNCTION _ call reportfault. PRESS CTRL-NUMPAD+ TO EXPAND]
(7] ___check_float_string _text:0040170C
|£] _hextedec _text:0046170C ; SUBROUTINE
-j,; ““l.m"‘”“*}lbm‘“efz . text :0040170C
7-—??— " _text:0040170C ; Attributes: bp-based frame
t e text :0046170C
[ = .text:0840170C sub_40170C proc near ; CODE XREF: __init_pointers+124p
7] _errmo —text:0046170C
?7739,. . (e, e .text:0040170C arg @ = dword ptr 8
7] __sEH_prolog4 .text:0040170C
7| __sEH_epilogs -text:0848170C push ebp
|7 sen_s073B0 _text:0040170D mov ebp, esp
[7] __spavnve _text:0040170F mov eax, [ebptarg 0]
7] _comexeend _text: 00401712 mov Ptr, eax
|f| __spa¥nvpe % .text:00401717 pop ebp
16200: using guessed type int dword 416200; 2259 19558
Ly 7 ? S S RVa LA
A BRI S SCRS ST o
¥ IDA - rel.exe C:\Users\chengying\Desktop\lx\re1\re1.exe - X
File Edit Jump Search View Debugger Options Windows Help
BE e G L t o DO aheheh v X > OO R debusger | % g B B B
i \ I | Il | 4 S
Library function [l Regular function Ml Instruction | Data | Unexplored  External synbol
[7] Functions window O & x IDA View-h [ElPseudocode— ) Hex view-1 [ structures Erums ¥ Inports & Exports
Function name ~ . text:004010EC ; Microsoft VisualC 2-14/net runtime ~
7] printf -text:004010ED db och
_tmainCRTStartup Fext:004010EF db h . o
T i .text:004010EF db @AGh ; OFF32 SEGDEF [_rdata,413FAQ]
Start .text:004010F0 db 3Fh ; ?
___raise_securityfailure .text:004010F1 db 41h ; A
report_gsfailure .text:084010F2 db @
__call_reportfault text:804010F3 ;
sub_40170C .text:004010F3 __SEH_prologd
__invalid parameter .text:004010F8 and dword ptr [ebp-1Ch], @
nvalid parameter_neinfe .text:0084018FC xor eax, eax
nvoke_vatson . text:004010FE cmp [ebp+BCh], eax
—_initstdio .text:00401101 setnz  al
——_endstdie _text:00401104 test eax, eax
sub_401819 % | text: 00401106 jnz short near ptr asc_40111D ; "7¥"
—Lock_filez ! * | text:00401108 call _ errno
W““}“lﬁf;ﬁez ! | text:0@48110D mov dword ptr [eax], 16h
et T fleliathis (Locale- 17 | text:00401113 call  _ invalid_para ~_noi
ot (et ot o oee 1o | text:00401118 or eax, OFFFFFFFFh
Thextodse & * |. text: 00401118 jmp short loc_401158
Tkmovn Libnane. 2 || text:@840111B 5 -~ e
Snput, 1 - ** | text: 004 db HE* ; CODE XREF: .text:004011061j
T .text:0040111F db 6
___doserrno _text:00401120 db 0
__dosmaperr .text:004091121 db @
__errno LEeXTI00401122 ; - - - - - oo s ooooooooooooooo-oo
__get_errno_from_oserr _text:00401122 push  eax
__SEH_prologd v . text:00401123 push o
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