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B LERNTESIRE — AT HAT AT —A cHI T, readmet IR M+ T
BEA NEME—FEEER BT HIT ! R)E IR BE SRS A

. /bomb

MAFRAEE, RIKETHHRIPE

RAKRBIE T R RIrE, FERMMH A S FHRRIERER, BAET, ATURIT!
RIEHBEEMA T RNL TS !

RRIET !

ATHRBATH T —H EAB I T !

ombS$ sudo chmod -R 777 ~/Desktop/bomblab/bomblab/bomb

sk fbombS . /bomb
Hclcomc to my flcnd Sh little bomb You have 6 phases with
which to blow yourself up. Have a nice day!

WBOOM! ! 1
The bomb has blown up.

BAVSAE AT PAT SO RIS B — 4> s 3

hwke901@ubuntu:~/L op/bomblab/bombla ombS$ objdump -d bomb =bomb.s

hwke901@ubuntu:~/Desktop/bomblab/bomblab/bombS 1s
bomb bomb.c bomb.s

SRJE FATAT CARARAE HI R E B IX LA R s
EEEGRZMMEE, BAWLES
A KT LA

vim bomb.s



MR T, BB RHEvim...

-y =y = - -

hwk0901@u

buntu:~/Desktop/bomblab/bomblab/bomb$ vim bomb.s
Command 'vim' not found, but can be installed with:

sudo apt install vim

sudo apt install wvim-gtk3

sudo apt install vim-tiny

sudo apt install neovim

sudo apt install vim-athena
apt install vim-gtk
apt install vim-nox

sktop/bomblab/bomblab/bomb$ sige:anbqiorsiEald/aam1400
Logne

hwk0901@ubuntu:~/Desktop/bomblab/bomblab/bomb$ vim -on bomb.s bomb.c
il files to edit
i hwk0901@ubuntu:~/Des p/bomblab/bomblab/bomb$ vim -On bomb.s bomb.c
2 files to edit

B-MEREEHETRHAD, BNREEKIFIFHEA!
EANERE A

10400eed® <phase_1>:
48 83 ec 08
be 00 24 40 OC : :
e8 4a 04 00 06 3 <strings_not_equal=

%eax ,%eax
10ef7 <phase_1+0x17>
3a <explode_bomb>

3,%rsp

BATAT LR B mov T —/ME # $esifR 5 HLE T string not equal
X 5 R string A —Fstboomb, 45 RATA LA gdbifi



hwke901@ubuntu:~/Desktop/bomblab/bomblab/bombS sudo apt-get install gdb
[sudo] password for hwkeooi:

Reading package lists... Done

Building dependency tree

RGBS
gdb bomb

U O Gun O waegean ",

hwk0901@ubuntu:~/Desktop/bomblab/bomblab/bomb% gdb bomb
GNU gdb (Ubuntu 8.1-8ubuntu3.1) 8.1.0.20180409-git

AT DAER SR A 1 R
A 1#Ephase 140 n kT A !

Reading symbols from bomb...done.
(gdb) b phase 1

Breakpoint 1 at 8x408eed

{(gdb) r

(gdb) r R~ 47 RS H
BE & SN\ — AR/ E
disass fl &I %%

(gdb) r

Starting program: /home/hwk89@1/Desktop/bomblab/bomblab/bomb/bomb
Welcome to my fiendish little bomb. You have 6 phases with

which to blow yourself up. Have a nice day!

da

Breakpoint 1, 0x0000000000400ee® in phase_1 ()
(gdb) disass
Dump of assembler code for function phase_1:
=> Ox0000000000400eed <+0>: sub SOx8,%rsp
Ox0000000000400eed <+4>: mowv S0x402400,%esi
Ox0000000000400eed <+9>: callg ©0x401338 <strings_not_equal=>
Ox0000000000400eee <+14>: test %eax,%eax
Ox0000000000400ef0 <+16>: je Ox400ef7 <phase_1+23>
Ox0000000000400ef2 <+18>: callg ©0x40143a <explode_bomb=
Ox0000000000400ef7 <+23>: add SOx8,%rsp
Ox0000000000400efb <+27>: retq
End of assembler dump.

httr

] LA F examine iy & (18] 5 & x)2R B F P A7 bk B (E
R4 FATEF0x402400

(gdb) x/s 0x402400

Ox462400: "Border relations with Canada have never been better."

Bk L)



Hy\quiti® H gdbif iRk

. /bomb

'bomblab/bomblab/bombs
6 phases with

Hclcome to my flendlﬂh little bomb You have

fiwhich to blow yourself up. Have a nice day!
Border relations with Canada have never been better.

) Phase 1 defused.

How about the next one?

dd
WBooOM! 1!
i The bomb has blown up.
DA EY ALY
WAEHE

Border relations with Canada have never been better.



400efc <phase_2>:

55 push

: push

48 83 2 8 1))

48 B9 mov %

eB 52 05 00 OC€ callqg ; ¢ <read_six_numbers>

83 3c 24 01 cmpl ,(%rsp)

4 26 je 30 <phase_2+0x34>

eB 25 05 08 OC€ callq 3a <explode_bomb=

eb 19 jmp 10730 <phase_2+0x34>

Bb 43 mov Ix4(%rbx) ,%eax

91 add %eax,%eax

3 03 cmp %eax, (%rbx)

je 400f25 <phase_2+0x29
callqg J143a <explode_bomb
ELL IX irbx
cmp %rbp,%rbx
jne 400F17 <phase_2+0x1b
jmp 400f3c <phase_2+0>
lea Ix4(%rsp),%rbx
lea Ix18(%rsp),%rbp
jmp 1017 <phase_2+0x1
add $0Xx28,%rsp
pop %rbx
pop %rbp B
retq htt log.csdn.net/qq_41409

=
=

push Y%rbx £RAEroxfI{E

sub $0x28,%rsp H4% i+ £ 18 i1 0x28 LA {8 =7 7 B 771

callg <read_six_numbers> 1 RSN FRF (LS HEFAF 5 5 HibkSArsi MR MAE _E— itk THrsp)

83T callgifd H e $read_six_numbers, M %02 5t AT DLADIE & N BRATH BN R IRE6 AN 2. TR Bt v] CLRBHEISEM, Rl
FRER TR ERIERER AR T —MNEEAN RN BA, ETHRATKRM LKA, HuABMmE. FE 7] DA bR
read_six_numbers R EFHANSH, F—-NSEMERMH Ninput, BE-NSEREBAFE - Mo ROEHIE, BIRE
read_six_numbersf 5 %! **void read_six_numbers(const char input, TYPE p)

XERARTRAREE THEREEHEANFUR, RtHgdbiER T T

(gdb) disass /m read six numbers

Dump of assembler code for function read six numbers:
0x000000000040145¢Cc <+0=>: sub SOx18,%rsp
Ox0000000000401460 <+4=>: mov %rsi,%rdx
Ox0000000000401463 <+7>: lea Ox4(%rsi),%rcx
Ox0000000000401467 <+11>: lea Ox14(%rsi),%rax
Ox000000000040146b <+15>: mov %rax,ox8(%rsp)
0x0000000000401470 <+20>: lea Ox10(%rsi),%rax
O0x0000000000401474 <+24>: mov %rax,(%rsp)
Ox0000000000401478 <+28>: lea Oxc(%rsi),%r9
Ox000000000040147C <+32>: lea Ox8(%rsi),%r8
Ox0000000000401480 <+36>: mov $0x4025c3,%esi
Ox0000000000401485 <+41>: mov $0x0,%eax
Ox0P0000000040148a <+46>: callg ©x400bfe® < 1isoc99 sscanf@plt=
Ox0PO000000040148T <+51=: cmp $0x5,%eax
Ox0P00000000401492 <+54>: ig 0x401499 <read six _numbers+61=>
Ox0000000000401494 <+56>: callg ©x40143a <explode_bomb=
Ox0000000000401499 <+61=>: add S0x18,%rsp
Ox000000000040149d <+65>: retq

End of assembler dump. og.csdn.r 4140943

I1HH L RERBTLL LY
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o MOV#84HIThEe RAEZESIE, BIUWMOV AX,[1000H], 1EF 2K 1000H1E Mimisihht, FhEIRBINFHIT, B ZNFRITTF
KB IE ZAX;

o LEATRAHIThEe R EUmB AL, BHIIILEA AX,[1000H], 1EF &% 5 E/ES[1000H]H w5t 1000HIE ZAX.. BER, WH
B¥[1ZEHE, ZFFMOV AX,1000H.

JR R i Hiread_six_numbers & i&id ik Fisscanf ARATH I RGO N T . XBIF T, 1R3E R Bisscanfi JRAY, TATRAF
HHE F W R HisscanfZ 7, B R ENSHR W& EERK.

F—ANSHEERBRMBAinputi) bk, & H i FEEFFR%rdid, BAE ZNSHMN ZRsscanf BRI ZR/RFF,
Mmov $0x4025¢3,%esiH HIiE XM & AL F 145 B FEAE FEHHEOx4025¢3 4k, FXstABE, KR "% %d %d %d %d %d", X
TRATAT AW, FERHphase 24 FIEA LR K B ZintE, Elinta[6].

Register Usage function calls

$rax temporary register; with variable arguments | No
passes information about the number of vector
registers used; 1°' return register

$rbx callee-saved register Yes

Srcx used to pass 4" integer argument to functions No

$rdx used to pass 3* argument to functions; 2" return | No
register

$rsp stack pointer Yes

$rbp callee-saved register; optionally used as frame | Yes
pointer

$rsi used to pass 2"¢ argument to functions No

Srdi used to pass 15" argument to functions No

Sr8 used to pass 5" argument to functions No

319 used to pass 6" argument to functions No

$rl0 temporary register, used for passing a function’s | No
static chain pointer

$rll temporary register No

$rl2-rl4 callee-saved registers Yes

$rl5 callee-saved register; optionally used as GOT | Yes
hoon smoamboss

BEAR G A R R R E N6 %d, HARMsscanfREUEFE6 NS, iz 5 EHaGAuR L, B4 5%

~8a[0], &a[1], &a[2], &a[3], &a[4], &a[5].

WAL, WANTROMIER XA FFRMEE, 5HR%rdx. %rex. %r8. %ro*

REFHAESRRER, Bitlea 0x10(%rsi),%rax, mov %rax,(%rsp)fillea 0x14(%rsi),%rax, **mov %rax,0x8(%rsp)**4 5
#&a[4f&a[5]EtR, Xi5ERk T sscanfir B S8 & 1EES .

WMEAEEREE LHARKE

&a[0]

0x0000000000401460 <+4>: %rsi,%rdx

&a[1]

0x0000000000401463 <+7>: lea Ox4(%rsi),%rex




&a[2]

0x000000000040147Cc <+32>: lea Ox8(%rsi),%r8

Ox0000000000401478 : = Oxc(%rsi),%ro

&a4]

Ox0000000000401470 : = Ox10(%rsi),%rax
Ox0000000000401474 : %rax, (%rsp)

&a[5]

Ox0000000000401467 <+11=>: = Ox14(%rsi),%rax

Ox000000000040146b <+15>: %rax,ox8(%rsp)

==

=+
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o
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3

al5]

al4]
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al2]

al1]

| al0]
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FRGZH T IREEANENE, 2R MRSE
WREAFHERE, RTEHLPHZ NRBERAR



ik &A1 Bl Bl phase_2pk #

mov %rsp,%rsi A% 0 i B bk 36 25 FR 51 27 77 8% rsp N 7457 & i Mk

cmpl $0x1,(%rsp) BE — M B F M1 !

je 40030 <phase_2+0x34> Wi R AHEBEF]400f30, itRATBETXEE THA KA

0x0000000000400F30 <+52>: le Ox4(%rsp),%rbx

0x0000000000400F35 <+57>: e 0x18(%rsp),%rbp

t, XEEHTERE—FERENROFEANFHE, F295ER&a[1f&a[6]. EHETRaH, HHalRFG6 M nEM, Bk
JE—ATCERARMZZaBS? FR, XERKZabliihl, XERECHE RN, REREUX/SHbE K E A2 OKK, T
PRUE RVFX PR A JRE, X AT DUR 7 EAEFR3F ks i B 7 o

jmp 0x400f17 <phase_2+27>, jmpZ|#i1:0x0000000000400f17 &b 4% L1047

a0 AT 40 W 22 #u i 0x00000000004002¢ 4k 175 4Njmp 2 #i i 0x0000000000400f1 74 ) F8 4, FRATTAT LA 21X B B 1% & MG 5
f), IATEIER P T] LR 48 #i i 0x0000000000400117 ~ H#di:0x0000000000400f29 4t K 48 4 SR 3R 1

BB —IRHEANTEIME, B 88 %rbxds A &a[1], B4 mov -0x4(%rbx), Y%eeax* w2 I a[0] I (& 77 & 77 88 %eax, add
%eax,%eaxt & 17 2 YocaxFIE T L2, cmp %eaX,(%orbx)sk & ¥ B1E Yoeax B Sa[1]th B, HEt£al0)Fk LA2JE HI{E Sa[1]tk
B MBAME, WARIER, MHEN %rbxtsm F— MR, EXEME&a[3]. T RE T RMEFLLZAIFFIE
12481632

ENDING

HI.-a.lI-:‘.@é@l[E_iubuntu: S ./bomb
Welcome to my fiendish little bomb. You have &
which to blow yourself up. Have a nice day!

phases with

Border relations with Canada have never been better.
Phase 1 defused. How about the next one?

12 48 16 32

That's number 2. Keep going!

tql, FIAREMEH
L=



AN NBESEXA LI S RE, HSwSZ i LiREARE T, BEEAR. ..
RIB WG r 3R Blphase SHIRECRE T 7 &g

1248 16 32
That's number 2. Keep going!
55

Breakpoint 1, 0x0000000000400f43 in phase 3 ()

(gdb) disass

Dump of assembler code for function phase_3:

=> Ox0000000000400143 <+0=>: sub $OXx18,%rsp
0x0000000000400T47 <+4>: lea Oxc(%rsp),%rcx
0x0000000000400f4Cc <+9>: lea Ox8(%rsp),%rdx
Ox0000000000400F51 <+14> mowv $0x4025cf ,%esi
Ox0000000000400F56 <+19=> mowv $0x0,%eax
Ox0000000000400F5b <+24> callg 0x400bfe < 1isoc99 sscanf@plt>
Ox0000000000400T60 <+29=> cmp $0x1,%eax
0x0000000000400F63 <+32> jg 0x400f6a <phase 3+39>
Ox0000000000400F65 <+34= callg 0x40143a <explode_bomb=
Ox00000000004060T6a <+39> cmpl SOXT,0xB(%rsp)
Ox0000000000400T6T <+44> ja Ox400fad <phase_3+106=>
Ox0000000000400TT71 mowv Ox8(%rsp),%eax
0x0000000000400f75 jmpgq  *0x402470(,%rax,8)
Ox0000000000400T7C mowv SOxcf,%eax
0x0000000000400F81 jmp ex408fbe <phase 3+123>
Ox0000000000400T83 mowv $0x2c3,%eax
0x0000000000400F88 jmp ex408fbe <phase 3+123>
Ox0000000000400T8a mowv $0x100,%eax
0x0000000000400F8F jmp ex408fbe <phase 3+123>
Ox0000000000400T91 mowv $Ox185,%eax
0x000000000040096 jmp b <phase 3+123>
Ox0000000000400T98 mowv SOxce,%eax
0x000000000040019d jmp ex408fbe <phase 3+123>
Ox0p00000000406TOT mowv $0x2aa,%eax
0x0000000000400fa4 jmp ex408fbe <phase 3+123>
Ox0000000000400Ta6 mowv $0x147,%eax
Ox0000000000400Tab 1 B jmp 01400f§% se_3+123
0x0000000000400Fad <+106>: callq ©Ox401433 9FEIDIH

AT r¥iphase_2MI4 %, RAEZDNTFHEHE%esi PIRBHAMFRIH, NsRRIIGRE"%d %d", BIABATHIHA HIREH A
intAREH . BATA YR — N BHar< Inum1, 58 =4~ JInum2,
REEH WisscanfliRBIME, WRDMTET, WdAKEH, SNk, XBEHEERFESR, FHAEET!



cmpl $0x7,0x8(%rsp), HWrnum1RERT7, wRAT, WE%E | #10x0000000000400fadst, Ak MEs. 7 N4k%E.

Ox0000000000400f6a <+39>: cmpl $OX7,0xB(%rsp)
Ox0000000000400F6T <+44>: ja Ox400fad <phase 3+106>

Ox0000000000400T71 <+46>: mov Ox8(%rsp) ,%eax -
OX0000000000400F75 <+50>: jmpq  *0x4082470(,%rax,8)

BAABEK! L1 BRITEE !

F—%454, mov 0x8(%rsp),%eax, ¥num1HKIMETEEF1FS%eaxd, B %KL jmpq *0x402470(,%rax,8), X414
B=ER?

AREATETHICmIE S AR B B E M, MEA1EBidset disassembly-flavor intel5R & Fintelf R 13X % 154 Mjmp QWORD PTR
[rax*8+0x402470], X FHMAH L T — B Hihkrax*8+0x4024704L A, FFIR% B X AME H8 7 9 A 77 M ik b 4k B2 44T

K, FHE T, RREBEFXA LR T g

(gdb) x/8xg Ox402470
0x402470: 0x0000000000400T7C 0x0000000000400Tb9
Ox402480: Ox00000000004001T83 Ox0000000000400T8a

Ox0000000000400791 0x0000000000400798
Ox0000000000400T9T 0x0000000000400T a6

By BT A Wnum1 T8, B AT ANk R o B AAE A 8 AN bk . xR B LSRR R Bn b, gRARE8NFETIA
7, BIARREX64T &, FrLhsihl 5847

ER

Hnum1EFOrY, Bk %0x0000000000400f7chb#AT . WIRNUM2AZEF0xcf, W fil &k VE# .

Bnum1&F10F, BkEE 20x0000000000400f94bHAT . IR NUM2A%ETF-0x137, T & HE
Bnum1&TF 20, BhEE0x0000000000400834b AT . T Fnum2 A% F0x2c3, Mifil & YEH .
Znum1%5-F 30, Bk¥ $]0x0000000000400f8akt$4T. IR NUM2AR%EF0x100, Tl fid & XE# o
Znum1%5F48F, Bk¥F]0x0000000000400f91 kb AT« fRnumM2AR %% F0x185, Mlfili & XE# o
Znum1%-F58F, Bk¥%]0x0000000000400f984L$44T . IR numM2AR % F0xce, Nl FESE

Bnum1&EF60t, BiEF0x0000000000400f9fb #14T « N EBNUM2 A% F-0x2aa, Nifik e,



i—'lnum'l'—i“%?wvf Bl %% £]0x0000000000400fab At 44T«  AIRNUM2AEET0x147, Tl fi i X 38

C omb Jbom Jom . /bomb
Helcome “to my f'l_t'nd'l_Sh ]_'Ltt]_t' bomb. ‘v‘ou hav»: o phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.
Phase 1 defused. How about the next one?

12 48 16 32

That's number 2. Keep going!

1 311

Halfway there!

BERZWMT
0, 207) « (1, 311> . (2, 707) . (3, 256) . (4, 389) . (5, 206) . (6, 682) . (7, 327)



XANSEIIE R 22 FMEGAb I IR R

10100c =<phase_4>:
- 3 ec 1 :

xC(%rsp),%rcx

B8 (%rsp),%rdx

x4025cf ,%esi
ax
<__1iso0c99_sscanf@plt=
ax

5 <phase_4+0x29>
xB(%rsp)

=phase_4+0x2e>
<explode_bomb=
dx

8 (%rsp),%edi
fce <funcds
%eax,¥%eax
1058 <phase_4+0x4
,0xc(%rsp)
10165d <phase_4+0x51>
101 fhftpsyened edanhmnbi_ 414004

BATE R —RMARRM 4

(gdb) x/s 0x4025cf
Ox4025cf: "%d %d"

NPT, AT L ISR B Rnum 1, num2
FERE A —ERITT S 2

~; -.(%rspi
10103a <phase_4+0x2e>
10143a <explode_bomb=

XE R RUMIAI4KRNRR, SRTERE TR IRBBE, TUBET
Bt ABRATT AT LA TE num 2 /N T T 1419

“(rsp

X0, OX
10105d <phase_4+0x5]1

XEBATAT CAREnm2 BN A0 EIE, FTLAA S, H-ASH—ERO
ZJEBAIFTE > Hrfuncd



(%rsp),%edi
ff ff ff fce <func4-

RBEBHRRET EASHHE

% edx &

% esi &

% edi FRE—NSH

mov %edx,%eax, ¥ SHclFHTE 178 %eaxH .

sub %esi,%eax, F%eaxH HIERE%esi, GRFETHEL%eaxd, Hlc- bHEMFMEETFFHE%eaxt. (14)
HNTEM, BATHEY%eaxE LA—NREHLRINtx, Blintx=c-b;

0x0000000000400Td6
0x0000000000400Fd8

0x0000000000400Fdb
0x0000000000400fdd

RHBESERBAX= (>>31+x)>>1, REXWUECHET, EFERK

lea (%rax,%rsi,1),%ecx, XA & B R %ecx = Y%rax + %rsi * 1, Ho%raxit ZBRATNIFIREB KX, Y%rsiESHb. Fit%ecx=
(x>>31+x)>>1+Db;

BATE T2 %ecxE X —NEHAEE, £ZNtmp, Hlinttmp=(>>31+x)>>1+b; KxistERRinttmp = ((c-b)>>31+(c-
b)) >> 1 + b;

Ox0000000000400Fe2 <+20>: cmp %edi,¥ecx

0x0000000000400fed4 <+22>: jle Ox400ff2 <funcd+36=>

X B2 X MmpAinum 1 IR R, R/ F % T ik $10x400ff2
b

Ox0000000000400FF2 <+36>: mov SOx0,%ea
Ox0000000000400FF7 <+41>: cmp %edi X

Ox0000000000400FF9 <+43>: jge 0x401007 <func4+57=

X EKEEE B mpAnum1 R K T4 T3 %£0x401007, FERILENS N TETMRTET, BWRETHok! MamEL
KIS OLREE R T
BATAT LAk S RSB B0 T CiE 5 ARG

// Zedi Zesi Zedx
static int func4(int a, int b, int c

int tmp = c-b) + c -b) > 31 >> 1) + b

if (tmp <= a
if (tmp == a
return (0
else
return func4(a, tmp + 1, c) * 2 + 1

else
return func4(a, b, tmp - 1) * 2



RIERMNEG —MURBEFRAEEREWHLE T

#include <stdio.h>

#include <stdlib.h>

// %ed1i %esi Zedx
static int func4(int a, int b, int ¢

int tmp = c -b)+ ((c -b)>31)) >1) +b
if (tmp <= a
if (tmp == a
return (O
else

return func4(a, tmp + 1, c) * 2 + 1

else
return func4(a, b, tmp - 1) * 2

int main(int argc, const char *argv
int i, result

for (1 =0; 1 < 14; ++1
result = func4(i, 0, 14
if (result ==
printf("%d\n", i

return ©

BERF@mH0137, FHEARBRNERG4E, 243K (0,00 . (1,00 . 30 . (7,00 .

hwke901@ubuntu: ab )

Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.

Phase 1 defused. How about the next one?

1248 16 32

That's number 2. Keep going!

1 311

Halfway there!

00 . ittps:/iblog.csdn.net/gq_4140

K h

S%eFEFphase SHICHRIES

File Edit View Search Terminal Help
5d: 48 83 c4 1E

1: c3




mov %fs:0x28,%rax

mov %rax,0x18(%rsp)

Xor %eax ,%eax

callg 40131b <string_length>
cmp SOx6,%eax

je 4010d2 <phase_5+0x70>
callg 40143a <explode_bomb>
jmp 16d2 <phase_5+0x70>
movzbl (%rbx,%rax,1),%ecx

mov %cl, (%rsp)

mov (%rsp),%rdx

and SOxf,%edx

movzbl 0x4824be(%rdx),%edx
mov

add

cmp

jne

movb

mov e

lea <10 (%rsp),%rdi

callg 401338 <strings_not_equa

test  %eax,%eax

je 4010d9 =phase_5+0x77=>

callg 40143a <explode_bomb>

nopl O (%rax,%rax,1)

jmp 4010d9 <phase_5+0x7

mov 50x0,%eax

jmp 40108b <phase_5+0x2

mov «18(%rsp),%rax

XOr hitpsiMiag Esdntédag 4140¢
471.22-28

EEXA4LHBEBER, ERMNZAE, —FEEpush, submovE: S#EIF RS AR G — BB callqiB a3k T

fl b T IR [EE YoeaxFI6 BE 43X BLIR Bl 2 /7 8B 1K E, WRAZ6Hboom, I TXEMKRT, FEMBME, WARAINE Tjeid
AJBERI T 4Ty, 4010d2

70X B B F 7 8 %eax{E N0, FBkHEF0x000000000040108b%s & 1 & o

movzbl (%rbx,%rax,1),%ecx
mov %cl, (%rsp)

mov %rsp),%rdx

and T, %edx

movzbl Ox4024bo(%rdx) ,%edx
mov ;
add

RIBBRITRIEX BHEAMEHE, BALARXARTAAHIE?

mov %cl,(%rsp)

mov (%rsp),%rdx

and $0xf,%edx

XEAARBRERE T, WARNFRABERKIA. HlnFFFA, ascifdE A0x41, BUK4HLE1E2]0x01.

movzbl 0x4024b0(%rdx),%edx, SRV5iE A, I H2 NN E5 KRR A BUE 1A R FIR VT X ME. AmovzblF
X RA R HA, B E ik 20x4024b0. BAVEFAXFSEE FRAMMAMABTRT 4.

mov %dl,0x10(%rsp,%rax,1), X&) XREV HEH, MHRNEMEFTHH, HHAEMUEAEY%rsp + 0x104, B ATFMIXA
HHZEDSBNFT KA

BRI )E, movb $0x0,0x16(%rsp), R EREEF AL T N TR EHIN0, FrUlEAIT AR HINREHAZ LT FERHK

N,

& J5 XA F i $istrings_not_equalbR LW FRF, XA EEifEphase _1HH &5t T .



Fr BRIP4 8 — AR RN R A, — D RIFMEEHIE0x40245e L) 7478, TAVEMAXsEF 2" flyers".

Quit
(gdb) x/s 0x48245e

Ox40245e: "flyers"
(gdb)

CREEERRBHEERT . BHZHBNEL TR 4

(gdb) x/s 0x4624bo

Ox4024b8 <array.3449>: "maduiersnfotvbylSo you th
ink you can stop the bomb with ctrl-c, do you?"
(gdb) []

ERBATMA RIS F R Zarray Al 1) FinfE. /BRI FRLIAR flyers", BHXNGRHT T, BT RS HUK
T. EAFTE yers", FHELFIKRKNI. 15, 14, 5. 6F17. F16HHIKFRIIE, MH0x09. 0x0f, 0x0e, 0x05, 0x06
AI0X07.

Wt 2 YR A TR A K
o B NFRMRA M ELIRO09, ERF/BHFR) 'O T Y 7L yREFM.

¥
|
N

o B FFRHIRACKELIROO!, BERB/BUHFF, 2. 'O oOFaFM.
FHRMRAGKIE L FIRO0X0e, ERB[BHFR . > N Mon's ~FFakt

o BN FRHRANL I ELIROX05, ER/HFRF % 5. E' ‘U, ‘e uFFaFkh.

>

Tk

o BIENFRPRACLKELIRO06, BERB/BHFRFE 6 'F V. T VEEFME,

o BANFRIRACLKELIROO7, ERBUHFHF" 7\ ‘G ‘W, ‘g WHEFH.

Welcome to my fiendish little bemb. You have 6 pha

ses with

which to blow yourself up. Have a nice day!

Border relations with Canada have never been bette

r.

Phase 1 defused. How about the next one?

12 48 16 32

That's number 2. Keep going!

1 311

Halfway there!

0 0

So you got that one. Try this one.

97=567

Good work! On to the next...
https://blog.csdn.net/gg_4140

RERBN TERAK—EEMNEE, SERER, ERRREH, HEREFHALHE D
SIS BEHE CEIL



o Y%rax 1E A4 R HUR BIE 6 FH
o %rsp BIET A, FERRIN
o %rdi, %rsi, %rdx, %rcx, %r8, %r9 FH{ERESE, KK FE1SE, F25H. . .

o %rbx, %rbp, %r12, %r13, %14, %15 AIELRIEA ., EMmEAAEFERRN, BB EmEAEER, AHTFREZiE
#WmE, VB s

o %r10, %r11 RELIEAE, BOEEME LR, MRyt 5 2 il 2R RIE

push %rbx Erox?F 7788 E

sub %0x20 %rsp FFEE— MK ER200 = H R, Xz FRZAR

mov %rdi % rax HEEWEI I — S Hitk % 4 Y%erax

mov %fs:0x28,%rax NAEIE TR, HRERM T LS FERT, 3 2gccif— MR AR R ML H]

**mov %rax,0x18(rsp)**iX B AR 5E R Yorax B4 B T rspHI240r BB KT, (HREXNRETHREEHA
xor %eax %eax X BE TR ERMETERE, EAYHFRME...

callq 4014b <string_length> X R 7 F/F B KER RBP4 X BoF —/MREMES B T eax

cmp %0x6 %eax X BN iZMRERBRANNEHE, MEFRMEEIET
RIEMSE BXA R R E T

mov %0x0 %eax i B % 77 %% Y%eax{ti N0, HBk#F/0x000000000040108bE ... H — i — AR TMEME, HREXRZETHA
RERANIIE, GHLEES

ZIEBkET

ZEHIT R LR ERR AT T, easyT, MUBATDME, MARMET

[ TN

P
S 7N

XA phase 6t ARKT .. BREHF .. EZ2FAEITAN. WREBRIRBHESASEEER. ..
gdbi &

0x00000000004010F4 <+0>:
Ox00000000004010T6 <
0x000000000040108 <+4

Ox0000EE00A04010Ta <

0x00000000004018fb <+7>:
0x00000000004010fc <+8>: S0x50,%rsp

WOITIREE, N FER%r14. %r13. %r12. %ropM%rox AR, REFFRERRZE, XIKIFRERIAR S A A A/ e, 22
0x504 7

TR F B $read_six_numbers, XAMRHHATTARE —KIBE TH! fEphase 2H AN, RNMRHFERNZ
B, F-MRBENAANTHE, BIIFHEETFS%rdit; E-ASHE ANt o RBAN G M, XEELH
a8 %rsi**fEiE. BAIWEphase 6 E X Tintal6]; EHIE IR LSRR, XHAEEIL, FHANELHEIRE U%rsp ottt
KIAFEDT R, BRI RIREIRAED HHHa.

Ox000000000040110b <+23>:
0x000000000040110e <+26=:

0x0000000000401114 <+32>:



o [EFHFFIMIBHART, WHRTHal EHiht.
o FHFM%r12d¥IIEN A0, MESEadd r12d, 1R E, BN ZRR L —MHESHMIEA

e %ri3giEm B Har bk, KX BRFEFFRE%rbpiarSidagthht. B HFT AL, BAHHaE i FFEE A
By N %r13s %r14. Y%rsis %rbp.

0x0000000000401117 : Ox0(%ri13),%
eax

Ox000000000040111b : S0x1,%eax

0x000000000040111e : S0x5,%eax

Ox0000000000401121 : e 0x401128 <p
hase 6+52>

Ox0000000000401123 : 0x40143a <e
xplode_bomb=

X5FKIL TR IRIEMT, B ZHT%rbpf F K ¥Hac RE 56 LB, WMRAK TN AR ER, TNBEEFI0x40112848 5
(I

0x0000000000401128 <+52=>: add $0x1,%ri12d

0x000000000040112c <+56>: cmp S0x6,%ri12d

0x0000000000401130 <+60=>: je 0x401153 <p
hase 6+95>

Bh#% 231 1:0x00000000004011284L, FAFEF%r12d XM HEER N, HEHWRBET6T, WRET6T, MBIt
0x4011534k, MERXEOLBH TRINEMIF, SR T . BT DR %12d—R BET6R S RIERHIFIME.
REWRESET ...

Ox0000000000401132 <+62>: mov %ri2d,%ebx
Ox0000000000401135 <+65>: movslqg %eb>
Ox0000000000401138 <+68>: mov
4),%eax
Ox000000000040113b <+71>: cmp Y%eax,0x0(%r
bp)
Ox000000000040113e <+74>: jne 0x401145 <p

hase 6+81>
0x0000000000401140 <+76>: callg ©x48143a <e
xplode_bomb=
0x0000000000401145 <+81>: add $0x1,%ebx
0x0000000000401148 <+84>: cmp $0x5,%ebx
0x000000000040114b <41 oo 1n nefOHA
hase 6+65>

HIR%12dNF6, REEMAT. K% 12d M EIRE 1758 %ebx)E , JE T i1 — Lo FHRfE LR —MEFF, MHiEE0x0040114b4k ijmp
AT LA R, XAMBIL T HAWR? REH, REKESLNHAaxEME S5al%12dlE, WRHSNALRIERE. X &k
EHa? BBREa0Ma[%12d] R REMLE .

R fhiCebxi—, Z/EiCebxMSHERAD, WR/NTEETUBEE T, XBALRMEFFFSHW? REMIBEREET, K4
REEF T AN TR BMAIEME DA —F, ZRRZOT, FHNebxEMEE LRKHARIndex, ALK 012345 KA
HEW, B TR, RIMNBHLER: HHaN6NTREARKT, HFHENBHAHEE.



Ox0000000000401153 <+95>: lea
Ox0000000000401158 <+100>: mov
Ox000000000040115b <+103=> mov
Ox0000000000401160 <+108=> mov
Ox0000000000401162 <+110> sub
Ox0000000000401164 <+112> mov %edx,
Ox0000000000401166 <+114>: add SOx4,%rax
-Type <return> to continue, or q <return> to quit--
Ox000000000040116a <+118>: cmp %rsi,%rax
Ox000000000040116d <+121>: jne 0x401160 <phas

Ox18(%rsp),%rsi

XL R B, FAEAR YoraxiE M S B a s bk, 0w FAR%rsifEMal6], MBHaliRE — TR MRS, CAHONTERR KA, 225
RTREHHal TR, SGREAEHHa,

Ox0000000000401174 <+128>: jmp

Ox401197 <phase_6+163=>

0x0000000000401176 <+130>: mov Ox8(%rdx),%rdx
0x000000000040117a <+134=: add $0x1,%eax
0x000000000040117d <+137>: cmp %hecx ,heax

0x000000000040117f <+139>: jne
0x0000000000401181 <+141>: jmp

Ox401176 <phase 6+130>
Ox401188 <phase 6+148>

Ox0000000000401183 <+143>: mowv $0x6032d0,%edx
Ox0000000000401188 <+148>: mov %rdx,ox20(%rsp,%rsi,2)
Ox000000000040118d <+153>: add $0x4,%rsi
Ox0000000000401191 <+157=>: cmp $0x18,%rsi

0x0000000000401195 <+161>: je
0x0000000000401197 <+163>: mov

Ox4011lab <phase 6+183>
(%rsp,%rsi,1),%ecx

0x00000000004011%a <+166>: cmp $0x1,%ecx
0x000000000040119d <+169>: jle 0x401183 <phase_6+143>
0x000000000040119F <+171>: mov $0x1,%eax
0x00000000004011a4 <+176>: mov $0x6032d0 , %edx

0x00000000004011a9 <+181>: jmp
0x00000000004011ab <+183>: MoV

Ox401176 <phase 6+130>
Ox20(%rsp),%rox

HARXBEGHEER, SNEEAUFES%esi it HES, WIREN0; BEEFUFES Seahit Hds, HHEYMEN1.

BROAREHRIX BB WA, — N2 %rsp + 0xQ0AFEIE KN F X, FKA8, XAHER K Hiphase 6 HIFHR
R, MERHHa— .

H— M Hihk80x6032d0, LR, KRIVIXA LR T HHE B data A bk, FIxar &SI

End bf assembler dump.
(gdb) x/12xg ©x6032d6

0x6032d0 <nodel>:

0x6032e0 <nodez>:

Ox6032T0 <node3>:
0x603300 <noded>:
x603310 <node5>:
0x603320 <nodeb>:
(gdb)

Ox000000010000014C
0x00000002000000a8
0x000000030000039C
Ox00000004000002b3
Ox00000005000001dd
Ox00000006000001bb

BME, XmERRAER, REF

H B AT DASE flinodeX IR B RANEE MK, &G — D EUR B IR AIFSRE R E, HAda R KBNS T A0

Ox00000000004011df <+235>: mov
0x00000000004011e3 <+239>: mov

Ox000000000060320
0x0000000000603210
Ox0000000000603300
Ox0000000000603310
Ox0000000000603320
Ox0000000000000000

%eax, (%rbx)
Ox4011ee <phase_6+250=>

O0x00000000004011e5 <+241>: cmp
0x00000000004011e7 <+243>: jge

A LAE 23X BLAE EE B4 M Ak struct node fR BT 41>, BRI G AT DAR) 25 34 it struct node i 258 — AN B R R int 2 i B4

struct node {



int value;
struct node *next;
%

LM, RGP RInextlt, ottt #R2 SR ik in b mE (E 8 e ?

FERERETXRXC4FE, 8RN ESNFT, Mintd §440F%, FEibstruct noded iinextli AT WM FHHFE, <7Evalue
FnextZ [HE 74N F i iIpadding, AdF4aME FEMEE, XBEATEMpaddingsr 521, 2. 3. 4. 5816, XEH(HFEA
RAFEMBEEME, BRREGEEAN, FULBRATA MR Estruct node ) 58 B R AN T

struct node {

int value;

int seq;

struct node *next;

IE

BT, WibiseqfE MR IHBAEHAMEN, &JEREED MBI R R value;



5T, HULBATA DR HERE AT SRS T

<] 020000014 | 0x00000001 /’

| 0x00000028 |0x00000002 /0

| 0x0000039¢ |0x00000003 /’

| 000000203 [0x00000004 /0

| 0x000001dd [0x00000005 /0

-

| 0x000001bb [0x00000006 .

. J
C
r

[EIB)RAG, M—>**0x00401188 *, AT LIFFMLI%rsp + Ox20 9241 9 i A 2 4 2 14024, H 04 70 382 ystruct node, Bl
& Fstruct node fF 4. BRI AT A 52 B %A 5 S T —/struct node *nodes[6]: 44 .

XB ARG RIES S nodes AN TR IRE, MR R Hak e R 45 #E F A R KinodeX. nfRa[%esiliKIE N T4 T 11U
nodes[%esi|E#E node1. BN AN KnodeX, HHXKIE Sa[%esi|HIEMHE .



Ox00000000004011ab H Ox20(%rsp),%rbx
Ox00000000004011b0 H Ox28(%rsp),%rax
0x00000000004011b5 H Ox50(%rsp),%rsi
Ox00000000004011ba H %rbx,%rex
Ox00000000004011bd H (%rax),%rdx
0x00000000004011cO H %rdx,dx8(%rcx)

8x00000000004011C4 : $0x8 ,%rax
8x00000000004011C8 : %rsi,%rax
8x00000000004011ch . e 0x4011d2 <phase 6+222>
9x00000000004011cd : %rdx, %rex
8x00000000004011d0 i jmp . 0x4e11bd <phase 612
0x00000000004011d2 : /{8 Otk AR T4

BRI i ¥ i nodes, A& H KInextd .

0x00000000004011da <+230>:  mov $0x5,%ebp
0x00000000004011df <+235> mov %rbx) ,%rax
0x00000000004011e3 <+239> mov %rax),%eax
0x00000000004011e5 <+241> cmp _
0x00000000004011e7 <+243> jge ox4011ee <phase_6+250>

Ox00000000004011e9 <+245> callg 06x48143a <explode_bomb=
Ox00000000004011ee <+250>: mov Ox8(%rbx) ,%rbx

Type <return> to continue, or q <return> to quit---
Ox00000000004011F2 <+254>: sub $0x1,%ebp
Ox00000000004011F5 <+257=>: jne Ox4011df <phase_6+235=>

RIEHXBAERARE, EHFRNERRLANAFRS, BHMSRE: Mnodes[0PF4HiEF#%K, nodeX.iff{EZMKE]
NP HESRT, BIAN T XA

0=x0000014c [0x00000001 /l

0=000000a8 [0x00000002 o ULL

)
L ]

#riinodes

-

.a.\ 0=000003%¢c BKDDDDDDDS /l

0=000002b3 DxDDDDDé{ql

L

e

0x000001dd |0x00000005 \/-.

0x000001bb |0x00000006 \. ‘




P L I T
0x0000014¢ |0x00000001 //0
L~
/N T
|
/ 0x000000a8 |0x00000002 L » - NUL
FEikgriEa aydRa #rifrodes \
4 3 —po / / \
3 4 LN / T 0x0000039¢ |Oy00000003 //0
~ —
2 5] 7 )r/
|
1 B
b ~ — \
A%
& 1 X 0x000002b3 |0z00000094 //0
L~
: : VAR X
_—
— \
—
™ 0x000001dd |0=00000005 "’,,a
L~
\ — \
|
- \
0x000001bb |0x00000006 \b
CNM B Mgkttt
N A3 B B L NI %A2: 43216 5. Bingo! ! !
TN ERE T BT RERERERF:
#include <stdio.h>
#include <stdlib.h>
static void read_six_numbers(const char *input, int *a)
{
// Zrdi Zrsi  %rdx xrcx  %r8  %r9 (%rsp) *(%rsp)

int result = sscanf(input, "%d %d %d %d %d %d", &a[@], &a[1], &a[2], &a[3], &a[4], &a[5]);
if (result <= 5) {
explode_bomb();
}
}

struct node {

int value;

int seq;

struct node *next;

s

struct node node6 = {
0x000001bb, 6, NULL

b

struct node node5 = {




0x000001dd, 5, &node6
};

struct node node4 = {
0x000002b3, 4, &node5

};

struct node node3 = {
0x0000039c, 3, &node4d

s

struct node node2 = {
0x000000a8, 2, &node3

s

struct node nodel = {
0x0000014c, 1, &node2

Ji§

void phase_6(const char *input)
{

int a[6];

struct node *nodes[6];

read_six_numbers(input, a);

// %ri3

int *pa = a;
// %ri2d
int i = o;

for (55 ) {
if (*pa > 6) {
explode_bomb();
¥

++1;

if (i == 6) break;

int j = i;

do {

if (*pa == a[j]) {
explode_bomb();

}

J++;

} while (j <= 5);

++pa;

}

int *begin = &a[@];
int *end = &a[6];
do {
*begin = 7 - *begin;
++begin;
} while (begin != end);



if (ali] <= 1) {
nodes[i] = &nodel;
} else {
int j = 1;
struct node *pnode = &nodel;
do {
pnode = pnode->next;
++j;
} while (j != a[i]);
nodes[i]| = pnode;
by
++1;
} while (i != 6);

struct node *head = nodes[0]; // %rbx

struct node **begin_node = &nodes[1]; // %rax
struct node **end_node = &nodes[6]; // %rsi
struct node *tmp; // %rdx

for (55 ) {

// %rdx

tmp = *begin_node;

head->next = tmp;

++begin_node;

if (begin_node == end_node) break;
head = tmp;

by
tmp->next = NULL;

i=75;
head = nodes[9];
do {
tmp = head->next;
if (head->value < tmp->value) {
explode_bomb();
)i
head = tmp;
__i;
} while (i !'= 0);

printf("sucess\n");

}

#if o

int main(int argc, const char *argv[])
{

phase_6(argv[1]);

return 0;

b
#tendif



RMLHLERERT, ERORE R AN AR

hwk@SGimubuntu | . /bomb
Welcome to my fiendish llttle bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Border relations with Canada have never been better.

Phase 1 defused. How about the next one?

1248 16 32

That's number 2. Keep going!

1 311

Halfway there!

70

So you got that one. Try this one.
9?2=567

Good work! oOn to the next...

4321635
Congratulations! You've defused the bomb!

hwk©9201@ubuntu:~/ top/bomblab/ 1z I : .
0 1.net/gg_41409

ERICE

e Border relations with Canada have never been better.
e 12481632
e (0, 207) « 1, 311> . (2, 707) . (3, 256) . (4, 389) . (5, 206> . (6, 682) . (7, 327)
e (0,00, (1,00 . 30 . (70
o F—NFRHRAHEDLIRO09, ARBEHFR) ‘9 T Y. T yHFEFME,
ZFFRRRAN KB L AUR0X0f, BRBHFRF O O EEM.

NERFRRAGL R L AR O0x0e, BERBHFAF . > N Mooy ~FFaxkb.
o FIUANFRFHRALL KB L R0X05, EHRGH
o FANFHIRAMIKELIROX06, ERBHFRFE . 6. ‘F. V. . VEEFML.
o FEAMNFERHIURALHKELIROX07, EHRGH

e 432165

5%

5%‘%

F/H % 5. BN UL el uFAEFRMH.

ST G W g WREEE

ENDING
i) & f# g (By hjq)

Question:

mov %fs:0x28,%rax N AIELETH, HEENFLAEFRT, #i~2gce i) — MRS R &)

**mov %rax,0x18(rsp)** X B HAREE & I YoraxHIELS B T rspii2446 BEmB I T, HEXANRETHREEHA

xor %eax %eax X BETHEMEMIER, BEAGRRMEE...

Answer:

XBOERE B RME Y FS: %0x28 F6E T — MEFRMFF LR R E, PUTHRNRFNE, FHEEHR FS: %0x28 451
ERIXOREAME . HFEMSE, WEREZE, FARSREERMREZBRBRIELRRN0: HR, HRXOREIES NN, NBkH—
ANMFFRE B R AR IR B, AR EAHERAFERTRA T, SBFERERR LR CERET 2.

5
O 1 X AN Boomlab SEHE A S .. KK AT LUK, .
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