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N : 460657813884289609896372056585544172485318117026246263899744329237492701820627219556007788200590119136173895
9890013821515360068538233263828923631436043145186863887860029892488008148612485950753262770996453386949770974591
68530898776007293695728101976069423971696524237755227187061418202849911479124793990722597
e : 354611102441307572056572181827925899198345350228753730931089393275463916544456626894245415096107834465778409
5323731871253185546147225993017915289162128393681210660355410088082615345005860236527677122716257852042809646880
04680328300124849680477105302519377370092578107827116821391826210972320377614967547827619

enc : 3823099131622939965182356759069230106004462041219173776463238468054625622845151823884296522139471184833783
2459443844446889468362154188214840736744657885858943810177675871991111466653158257191139605699916347308294995664
530280816850482740530602254559123759121106338359220242637775919026933563326069449424391192
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root@kali:~/RsaCtfTool# python RsaCtfTool.py --createpub -n 4606578138842896098963720565855441724853181170262462
6389974432923749270182062721955600778820059011913617389598900138215153600685382332638289236314360431451868638878
6002989248800814861248595075326277099645338694977097459168530898776007293695728101976069423971696524237755227187
061418202849911479124793990722597 -e 354611102441307572056572181827925899198345350228753730931089393275463916544
4566268942454150961078344657784095323731871253185546147225993017915289162128393681210660355410088082615345005860
2365276771227162578520428096468800468032830012484968047710530251937737009257810782711682139182621097232037761496
7547827619 > pub_key.pem

root@kali:~/RsaCtfTool# python RsaCtfTool.py --publickey pub_key.pem --private > pub.key

root@kali:~/RsaCtfTool# python RsaCtfTool.py --key pub.key --dumpkey

[*] n: 460657813884289609896372056585544172485318117026246263899744329237492701820627219556007788200590119136173
8959890013821515360068538233263828923631436043145186863887860029892488008148612485950753262770996453386949770974
59168530898776007293695728101976069423971696524237755227187061418202849911479124793990722597

[*] e: 354611102441307572056572181827925899198345350228753730931089393275463916544456626894245415096107834465778
4095323731871253185546147225993017915289162128393681210660355410088082615345005860236527677122716257852042809646
88004680328300124849680477105302519377370092578107827116821391826210972320377614967547827619

[*] d: 8264667972294275017293339772371783322168822149471976834221082393409363691895

[*] p: 159918469709932133220726269015607499326863257664034048640233418107353192490663709160906409262190793688455
10444031400322229147771682961132420481897362843199

[*] g: 288057917712602594868569027290204386866703544412962471482078628360646578497353436182070981639017872873685
69768472521344635567334299356760080507454640207003
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from libnum import n2s,s2n
import base64
def gcd(a, b):
if (a b):
a, b b
while b 0:
temp a
El b
b temp

y d

return a

def egcd(a, b):
if a 0:
return (b, 0, 1)
else:
g, ¥, x = egcd(b % a, a)
return (g, X (b a) Y, Y)

def modinv(a, m):
g, X, y = egcd(a, m)
if g 1:
raise Exception(
else:

return x m

if name
p=1599184697099321332207262690156074993268632576640340486402334181073531924906637091609064092621907936884551044]
4031400322229147771682961132420481897362843199
q=2880579177126025948685690272902043868667035444129624714820786283606465784973534361820709816390178728736856976
8472521344635567334299356760080507454640207003
e 35461110244130757205657218182792589919834535022875373093108939327546391654445662689424541509610783446577840
9532373187125318554614722599301791528916212839368121066035541008808261534500586023652767712271625785204280964688
004680328300124849680477105302519377370092578107827116821391826210972320377614967547827619

modinv(e, (p - 1) * (q - 1))

C 38230991316229399651823567590692301060044620412191737764632384680546256228451518238842965221394711848337832
4594438444468894683621541882148407367446578858589438101776758719911114666531582571911396056999163473082949956645
30280816850482740530602254559123759121106338359220242637775919026933563326069449424391192

n=psq

m (c,d,n)

print (n2s(m))
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str_ciphertext
str_temp
key
str_plaintext
Kk 1
while k 6:
for j, elem in CEDE
if k (elem):

str_temp str_ciphertext[j] str_ciphertext[j 6] str_ciphertext[j 12] str_ciphertext[j

k 1
break
print(str_temp)
for i in (0, 4):
str_plaintext str_temp[i] str_temp[i + 4] str_temp[i + 8] str_temp[i + 12] str_temp[i + 16] st
temp[i 20]
print(str_plaintext)
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{RESRE | 2 47 120,50 51.59,28,35,120 51,49 59,38,35,120 51,48 59,38,35,1 20 51 56,59,
e 38,35,120.51 98,53, 38 35,1 20 50 54, 59,38,35,120,50.51 59.38,35,120 51,
£ | | |57.59.38.35,120,51 55.:59.38,35.120/51 96 59,36, 35,1 20,50,54 59.38.35.1
20,5051.59,38,35, 120 51 4953.35,35,120 51 48.59,36 35,120 51 51 59.3 | =
(1 =pms |2 &= £.35.120.51 98.53,35,35.120 50,54 59,38,35.120 50,51 59,38.35.120.51 5
a 1.55.38,35,120,51 55.59.38,35,1 20 51,98 59,38, 35,1 20, 50,54 53.38,35,1 2
Fiafd B 0.5051.59.38,35,120,51.53.59,35,35,1 20,51 53.59.38,35, 1 20,51 99 59,33
s 35.1200,50.54.53,38,35,1 20 50 51,59,38,35,1 20,51 54.59.39,35,120 51 54
wap || |5338.35.120/51 98 59.38.35.120 50,54 53.35.35.1 20,5051 59.38,35.120
[ =gs [2 = '51.57.59,38,35,120,51.57.59.38,35,1 20.51.98 59,3835, 120,50,54 59,38,
FH i 35,120.50,51 59,38,35,120,51,49.59,38,35,120,51 ,49.59,38,35,120.51 54,
o 1 i 59.38,35,120.51,98 59,385,351 20,50 54,59,38,35,1 20,50 51 53,38, 35,1 20,
FatuE 1 @1 F1.43,59.38,35,120,51,48.59,38,35,1 20,51 50,59,38,35,120,51,98.59,38.3
5,120.50 54,5338, 35,120,50,51.59,38,35,120.51 57.59,38,35,120,51 53.5
: 9,39,35,120,51,35.59,38,35,1 20.50.54,59,35,35.120,50,51,59.28,35,1 20.5
Fhit B R A 1.43/59.38,35,120.51,49.59,38,35,120 51 54,59,38,35,1 205138 53,38, 35
- 120,50,54.59.38,35,1 20,50 51.59,38,35,120,51.49.59.38,35,120.51 48 59
ERURRIA 38,35,120,51,50,59,39,35.1 20,5195 59,38, 35,1 20.50.54,59,38,35,120,50
; '51.59,38,35,120,51.57.58.38,95,1 20,51 57.53,38 35,120 51 98,59.38.35,
250 | =
St [None < smEE
EHEH TS EE BN,
|7 Converter Eﬂl-_




FiA FAE1EL

M Sl dHiEFE Bl satr 1B FE

i FAETE:

AR 38,35,120,50,54,59.38,35,120,50,51,59,38,35,120 51 43,59,38.35 12051, ~
Test to Hex Hew to Test 48.59,38,35,120 51 50.59.35,35.1 20,51 95 59,38 35,120 50 54,59 38,35 1
— e 20,50,51,59.38,35,120.,51,49,59,38,35,120.51 48 59,38,35 1 20,51 56.59.3

8.35,120.51.93.59.35,35,1 20,50 54.59.38 35,1 20,50 51 59,38, 35,120 51 &
TesttoDec |7 7.59.38,35,120,51,55,59,35,35,120.51 98 59,38,35,1 20.,50,54.53,35,35,12
Decto Octal | Octal to Dec 050051 59,39,35,120.51.49.59.38 35,120 51 .45.59.38,35 120,51 51,59.38
i T T mT 351205196 59,38, 35,1201 50 54,59 35 35,1201 50 51 59,38.35,120 51 51 | _
CERE D UGk '59.38,35,120.51 55.59.38,35,120.51.95,59.35,35,120.50.54.59,38,35.120 | =
HextoUCSZ | UCS2 to Hex '50.51.59,39,35,120,51,53.59,35,35,120,51 53.59.38,35,120,51,95.59.38,
: - 35.120,50,54,59,35,35,120 50,51 59,38,35,120 51,54 59,38,35,120 51 54,
TesttoBinay | Binamio Text £9,36,35,120 51 98,59,38,35,1 20,50 54 53,38,35,120,50.51 59,36,35,1 20,
Escape Unescape 51,57 ,59.38,35,120.51 57.59,38,35,120 51,98 59,38,35,1 20 50 54 59,353
Encode HTML | Decods HTHL 5,120,50,51.59.38,35,120.51.49 59.38,35,120.51.49,59.38.35,120.51 54 5
9.38,35, 120051 98 59,35,35,120 50 54 59,38, 35,1 20 50 51 59,38,35,120 5
Testto BaseGd | BaseGd to Text 1.49.59.38,35,120.51.48.59.38,35, 1 20.51.50,59,38,35,120.51,98.59,38,35
e e 120050,54.59.35,35,120 50 51 59,38,35,1 20,51 57 59.38,35,120 51 53 54
:33,35,120,51 95 59,35,35,120,50,54,59,38,35,1 20 60,51 59,38,35,1 20 51
959,38 35,120,51.49.59.35,35,1 20,5154 59,38 35 1 20,51 99 59,33 35,
— 120,50,54,59,38,35,120,50,51,59,38,35,120,51 49,53,38,35,1 20 51,45.59,
HHAln 38,35,120.51 50,59.33,35,120,51,95,59.38,35,120.50,54,53,38,35,1 20,50,
O TR | 51.59,39,35,120,51.57.59,38,35,120 51 57.59.38,35,120 51 35,59.38,35 1
205054 59.33,35,120.50.51,59.38,35, 120,51 53,59,38,35.1 20051 48.59.3
ROTx 13 -« -
SHIFT= 1 + s R g
T = BHHZB N2 T ] 30 A2 A D A 2B A2 3 T A0S
M ! :’LT‘_T' B8 Hw3b k2B A2 3 A 39 R 37 At 3 B 26 23 Rt 31 B30 R
i) 1 Delm. KA DA E A O3 A AT A D A A 3 5 R AR
{250RRH [ 2 B3 EHe26, 8 23 8RR EE 36 A ln 0h 26 A 2 3 539 A 030 Sk
e 6 D T T 6 R bR 25 S D T 3T 30 A
120 | 32:H3h A 26 R 23 R 3T R HR 30 B Oh R R 26 23 A ST R R
B AR 26 2 A T S 032 A 3 SR A 2T 43T
[1 =mms [z o2 TR B AT R 5 R A0 A b A B A2 3 B R
N 30530 AR A3 A AT A D A OB R T A 35 AR
FiafuH [1 T T e e R
5 6 A T AT I T bR 25 S TR 3T e A
wap | 39883 A 2B R 2 AT AR 30 A3 A Sh A 26 A 2 3 Tk
M =mms [ o= i:ﬁ:éﬁ?ﬁb,&#:425,&#H23,&#335,&#:435,&#;-:3h,&#:425,&#323,&#:435,&#338
FialuE [1 i@F 1
FHIL S AR
=FlE sty dp—
2FER | -
it |N0ne l! R B gy
{5 Converter e e

BHn2E 23 A 3 A 308 HR 32 A Oh A 2B A 2 30 R 3 R R 30 53
B8t 3b R 26 S 3 R 39 R 37 R 3b e B 23 R 3T 30 R
w33 A A 20 A e 2 2 R e 33 3T R 3 2R e 2 3 30 LR 30
H 30 B 26 R i 2 3 0 B A 36 e b 2B B 2 3 3T e 20 e 3h
Al 2B bR 2 3T AT A 30 A 3 R e 26 5 23 e 3T A0 R
32:043b R R 26 B 3 3 e 35 e 3b e B R 2 3 R e 3T 3T R
Hu B w3 A 20 Al 2 303 R e 3052 A 30 A 26 R e 2 3 53T
ST S A 1 e 41O A S L e I O e ) S I e B R
JEIEH o2 R TE e STORCS TIE R  saie= Jee TIE  T e a FE J EE 2 PT
AT £1O0 A I ST B 2 O e I S LT e P
Al 2B R e 2 3 AT A 33 R R 26 R 23 e 3T A R
JE1E 2 ST A ]S s s FHC Y (R I Wl 3 (L e ) I S
Hu 7 A 3h A 20 A2 38030 R e 35 5 3h A 26 B2 3 B 6 030
Athaab;

™,

Fid BERE]

SEARIEIR
Text o Hex Hew to Text
Dec to Hex Hex to Dec
Text bo Dec Decto Text
Dec to Octal Octal to Dec
Tert o UTF? UTF7 to Text
Hew to UCS2 UCS2 to Hex
Teut to Binam Binamy to Test
Escape Unescape
Encode HTML | ETIEEEHEHTMI:
Textto Basefd4 | BaseBd to Text
Hex to Basebd | Basebd toHex
HARIEIR
B AR |
ROTx 13 +
SHIFT= 1 +
EliSad i R ==
EliFabiis) 1 Delim.
B el
1281 |
1 o=wmE |2 uE
Finfud [1
Swap |

4

L

=

PR

EHT02:A41 088497 441 035437 EH55 R 66 499 504116541 025495 54
T1EAH1 024899 5850 5 548 5849 4000 L /49, L B0 ARTT AR 988100
LHIT LHAR LHES;




1! FEAR £ WE

mmE [ @F [

i SRR
EHHILEHA

&3 I i
S [Nore v AHET

Unicode ZRA3&fERS

UnicodefEH TML A&, UnicodefEJSH1ETL, UnicodefECSSHET,

S#102;84108, 8897 84103, &#37, 8455, 8#65,8#99,8#116; 84102, 8495, 8#116,8#102; 8#99, 8450, 84#48,8#49; &#55,8#49, 8455, 8# 113,83 119, 88101, 8437, 8#55,8468;

Unicodef& 37~

flag% 7Bctf_tic201717qwe%7D

%7BH%7D R urlmid, fEH KRR

1?2101 2L

LI 112,21,




bugku T Bf#% — TG T, P LEE¥#: https://tool.bugku.com/brainfuck/

flag{bugku jiami}

Text to Ook! || Text to short Ock! | | Ook! to Text<—|

Text to Brainfuck ‘ ‘ Brainfuck to Text |

+H+++ [0+ <] A < -<]>- -+ HH+<

>+ <>+ < HHHHE --—<] >.<++ < >+ <

=<]>- —---L . <HHE] <]>+. <++++ --<]>

SHH4< >+ L [->-- -<]>-

ot < +H+++ <]

[F 38 2 bugku T H,
Fhtbt Rt [t ARt FE] D+ A [r— =] -
=+ -+,
[ A F ] A e [ =] Bt [
To+++ | <+++
[=0== =<Io= ===+t Crr[ Dard (04 G [ =D
————— - (e
-+ ++]y . - ————— ——— L A DA ] A e
[->=— —<I>-
B I Oy ———— ——— B R R o [ Sl Rk
++] 5y e+t 7
Text to Ook! || Text to short Ook! | | Ookl to Text |
Text to Brainfuck | | Brainfuck to Tex]@

A IR BTG

FARK _E—i8 T B gndk€Erlghmtkwwp}z

iR 1!

g nd kIIANE R HASCIRGZ103 110 100 107,
fla gl M E&HIASCIRGZ102 108 97 103

Bt b B -


https://tool.bugku.com/brainfuck/

for i in secret:

i (i)-temp

print( (i),end )
temp+=1

B3flag ks lei_ci_jiami, HHPtsbug, MEFT .

<ZWAXJGDLUBVIQHKYPNTCRMOSFE <
<KPBELNACZDTRXMJQOYHGVSFUWI <
<BDMAIZVRNSJUWFHTEQGYXPLOCK <
<RPLNDVHGF CUKTEBSXQYIZMJWAO <
<IHFRLABEUOTSGJVDKCPMNZQWXY <
<AMKGHIWPNYCJBFZDRUSLOQXVET <
<GWTHSPYBXIZULVKMRAFDCEONJQ <
<NOZUTWDCVRJLXKISEFAPMYGHBQ <
<QWATDSRFHENYVUBMCOIKZGJXPL <
10: <WABMCXPLTDSRJQZGOIKFHENYVU <
11: <XPLTDAOIKFZGHENYSRUBMCQWVJ <
12: <TDSWAYXPLVUBOIKZGJRFHENMCQ <
13: <BMCSRFHLTDENQWAOXPYVUIKZGJ <
14: <XPHKZGJTDSENYVUBMLAOIRFCQW <
#%44. 2,5,1,3,6,4,9,7,8,14,10,13,11,12

% : HCBTSXWCRQGLES

flaght =X flag{¥ik fift 2 i P9 25}

DO >R

L

E T REHwp, RERME.

A FBAE1TI54E K BH T —Fin 25 38 B s 3hdb B 4% (Jefferson disk ) , BRAUZS SBidbEs# n#5 8% (Jefferson wheelcipher ) .

XA E A 36 5 R RN EER, BE—REHT L. B8R 7%R0EFLS% E2HFELF R264N 3 CE B %R : #THEBRERN

W7 A& B AR INER. S—FEE BT (MEE367) MEBMELRBIN TR, RTRENMERLNERFER,

X B F IR HIE R —47 b, XEHEES EHES L2567 H R TR LW ELS; FEEPER—THELY T RIS E M. SEHAME
XBRELLFHEL, RAFEEERN T . HHREEBERERE, REEHECRENRENREE, ¥ L& %R, P70
X BEFELE—1T E, REHEEHM25T ERAR, HPURE—TERENELEZEEENGEE, mHEMITERKE R,

HAERBEATIMTERARRBINGF, BTRERNEZAT, HARERNERT, BLRKHE, B3

KPBELNACZDTRXMJQOYHGVSFUWI
IHFRLABEUOTSGJIVDKCPMNZQWXY
ZWAXJIGDLUBVIQHKYPNTCRMOSFE
BDMAIZVRNSJUWFHTEQGYXPLOCK
AMKGHIWPNYCJBFZDRUSLOQXVET
RPLNDVHGFCUKTEBSXQYIZMIWAO
QWATDSRFHENYVUBMCOIKZGIXPL

GWTHSPYBXIZULVKMRAFDCEONJQ
NOZUTWDCVRILXKISEFAPMYGHBQ
XPHKZGITDSENYVUBMLAOIRFCQW
WABMCXPLTDSRIQZGOIKFHENYVU
BMCSRFHLTDENQWAOXPYVUIKZGJ
XPLTDAOIKFZGHENYSRUBMCQWVJ
TDSWAYXPLVUBOIKZGIRFHENMCQ




BE, BNBENE CRRGITFRE,

BYXE—NFERFH, B—1FM2HN: HGVSFUWIKPBELNACZDTRXMJQOY
BEXHE AFRHC, FE TR CPMNZQWXYIHFRLABEUOTSGJVDK
DAL HE. .

HGVSFUWIKPBELNACZDTRXMJIQOY
CPMNZQWXYIHFRLABEUOTSGIVDK
BVIQHKYPNTCRMOSFEZWAXJGDLU
TEQGYXPLOCKBDMAIZVRNSJUWFH
SLOQXVETAMKGHIWPNYCJBFZDRU
XQYIZMIWAORPLNDVHGFCUKTEBS
WATDSRFHENYVUBMCOIKZGIXPLQ

CEONJQGWTHSPYBXIZULVKMRAFD
RILXKISEFAPMYGHBQNOZUTWDCV
QWXPHKZGITDSENYVUBMLAOIRFC
GOIKFHENYVUWABMCXPLTDSRIQZ
LTDENQWAOXPYVUIKZGIBMCSRFH
ENYSRUBMCQWVIXPLTDAOIKFZGH
SWAYXPLVUBOIKZGIRFHENMCQTD

MEE—T, BIEEEAFIHRAag T . BN E R lag{xsxsbugkuadmin}
Zipth n &%

T#zp, MwinHexdTIF, #HLEIHE -APK, KHOOKMR00 (FHRFME, BERFRME)

Offset o1 2 3 4 5 b 7 8 9 10 11 12 13 14 15

0opopoooo S50 4B 03 04 14 00 09 DO 0B 0D 50 A3 AS 4A 21 38 PE........ PE¥TIB
gooopol1e 76 65 19 00 00 00 17 OO OO OO O3 00 00 0D 66 BC veE...ovwerns.. fl
00000032 61 67 2E 74 78 74 4B CB 49 4C AF 76 4C C9 35 F4 ag.txtKEIL vLESS
00000048 D3 75 32 72 D7 CD OE DS OD BE F2 OC A8 05 00 S0 Ou2rxI.0.1a. ..P

o00000e4 4B 01 02 1F 00 14 UD 00 08 00 50 A3 A5 4A 21 K.......... PE¥TI
gooooos0o 38 76 65 19 00 00 00 17 OO0 OO0 OO0 08 00 24 00 00 Bve...vew.a.. S..
00o000%6¢ 00 OO OO OO OO 20 OO OO OO OO OO OO OO0 BB BC Bl ...v. wuveans fla

00000112 67 2E 74 78 74 OA 00 20 00 00 00 0O 00 O1 00 18 g.txt.. ........
00000128 00 OF FS 04 DS 9A4 CS D2 01 46 1F CB 8A 9A CS5 D2 ..&.01A0.F.EN1AD
pOoo0O0144 01 46 1F CB BA 9A (OS5 D2 01 50 4B 0S5 06 00 00 00 .F.ENIAD.PE.....
00000160 0O 01 OO O1 OO0 SA OO OO 0O 3F 00 OO OO OO OO ..... Zo

HIRIRA % (ISCCCTF)

636A56355279427363446C4A49454A7154534230526D6843
56445A31614342354E326C4B4946467A5769426961453067

1. BEANFRE, ZRHREAF, WHETHBS AR+ k5 501285

2. BWENTEEALRASCIN R 58, 8 %]cjV5RyBscDIIEJGTSBORMhCVDZ1aCB5N2IKIFF2WiBiaEOg
3. 2HABRFFEFE, BRET T basebd N, RHEABF rsye 1p9T BjM tFhBT6uh y7il QsZ bhM

4. FRMwp, BEAAKRTE! | ! FRESGYGEEET, UHLRHERFIITONGYUAN, BEEEZHMOKT .

TR AR



strs_len):
chs.append( ( (strs[i:i+2],16)))
i=1+2
print("".join(chs))
print(base64.b64decode("".join(chs)))

XA 2md5S

666c61677b616537333538376261353662616566357d

163 ZHBEMOK T, Biibit: https://www.sojson.com/hexadecimal.html
PSSR
U3 K iR

@iH<,{bdR2H:i6*Tm, Wiizpx2!
F T KfEwp, Rbase914ifid, EWEHE & Mbase91ELME My, KiEfqIkE T https://mww.dcode. frlbase-91-encoding, A
B A Hitgl
="
B miKE

ANIEANEAEEAESCHAA ERFEAIERGER RS FEMEBOL A E BAE B SR S ANE P& A IEA IEAEER A IEAIEA ECHM
VB R 32 RSO A0 1 P S5 AN AROW AT SO A AT A A IEEEVR KBRS
O 18 W 4w i hitps //aliyunvi.com/cvencode

python(N1CTF)

from N1ES import N1ES
import base64

N1ES(key)

nles.encrypt(flag)
print base64.b64encode(cipher)

def round_add(a, b):
f lambda x, y: x + y 2

res
for i in (len(a)):
res (f(ord(alil), (b[i])))

return res

def permutate(table, block):


https://www.sojson.com/hexadecimal.html
https://www.dcode.fr/base-91-encoding
https://aliyunvi.com/cvencode

return (lambda x: block[x], table))

def string to bits(data):
data [ (c) for c in data]
1 (CELE)) 8
result [0] 1
pos 0
for ch in data:
for i in (0,8):
result[ (pos<<3)+i] (ch>>1)
pos 1

return result

s box = [54, 132, 138, 83, 16, 73, 187, 84, 146, 30, 95, 21, 148, 63, 65, 189, 188, 151, 72, 161, 116, 63, 161,
01, 37, 24, 126, 107, 87, 30, 117, 185, 98, 90, ©, 42, 140, 70, 86, ©, 42, 150, 54, 22, 144, 153, 36, 90, 149, 5
4, 156, 8, 59, 40, 110, 56,1, 84, 103, 22, 65, 17, 190, 41, 99, 151, 119, 124, 68, 17, 166, 125, 95, 65, 105, 13
3, 49, 19, 138, 29, 110, 7, 81, 134, 70, 87, 180, 78, 175, 108, 26, 121, 74, 29, 68, 162, 142, 177, 143, 86, 129
, 101, 117, 41, 57, 34, 177, 103, 61, 135, 191, 74, 69, 147, 90, 49, 135, 124, 106, 19, 89, 38, 21, 41, 17, 155,

83, 38, 159, 179, 19, 157, 68, 185, 151, 166, 171, 122, 179, 114, 52, 183, 89, 107, 113, 65, 161, 141, 18, 121,

95, 4, 95, 101, 81, 156, 17, 190, 38, 84, 9, 171, 180, 59, 45, 15, 34, 89, 75, 164, 190, 140, 6, 41, 188, 77, 1
65, 105, 5, 107, 31, 183, 107, 141, 66, 63, 10, 9, 125, 50, 2, 153, 156, 162, 186, 76, 158, 153, 117, 9, 77, 156
, 11, 145, 12, 169, 52, 57, 161, 7, 158, 110, 191, 43, 82, 186, 49, 102, 166, 31, 41, 5, 189, 27]

def generate(o):
k = permutate(s_box,0)
b =[]
for i in (o, (k), 7):
b.append(k[i:i+7] [1])
c =[]
for i in (32):
pos 0
X 0
for j in b[i]:
X (j<<pos)
pos 1
c.append((0x10001**x) (ex7f))

return c

class NIES:
def __init_ (self, key):
if ( (key) pL
raise Exception(
self.key key
self.gen_subkey()

gen_subkey(self):

o = string to bits(self.key)

k =[]
for i in (8):

o = generate(o)

k.extend(o)

o = string to bits([ (c) for c in 0[©:24]])
self.Kn [1]
for i in (32):

self.Kn.append(
return




if ( (plaintext) 16 (plaintext,
raise Exception(
res
for i in ( (plaintext) 16):
block plaintext[i 16: (1 1) 16]
L block[:8]
R block[8:]
for round_cnt in (32):
R R, (round_add(L, self.Kn[round cnt]))

return res

B E RLBRIBRBARME TR, SHEZEHA., HEEE:
ERIBITHERpython2, T UAERY T BELIET.

import base64
def round_add(a,b):
f lambda x,y: x + y
res
for i in ( (a)):
res (f(ord(a[i]),ord(b[i])))

return res

permutate(table,block):
return ( (lambda x: block[x], table))

string_to_bits(data):
data [ (c) for c in data]
1 (data)*8
result [0] 1
pos 0
for ch in data:
for i in (0,8):
result[ (pos<<3)+i] (ch>>1)
pos 1
return result

s _box = [54, 132, 138, 83, 16, 73, 187, 84, 146, 30, 95, 21, 148, 63, 65, 189, 188, 151, 72, 161, 116, 63, 161,
01, 37, 24, 126, 107, 87, 30, 117, 185, 98, 90, 0, 42, 140, 70, 86, O, 42, 150, 54, 22, 144, 153, 36, 90, 149, 5
4, 156, 8, 59, 40, 110, 56,1, 84, 103, 22, 65, 17, 190, 41, 99, 151, 119, 124, 68, 17, 166, 125, 95, 65, 105, 13
3, 49, 19, 138, 29, 110, 7, 81, 134, 70, 87, 180, 78, 175, 108, 26, 121, 74, 29, 68, 162, 142, 177, 143, 86, 129
, 101, 117, 41, 57, 34, 177, 103, 61, 135, 191, 74, 69, 147, 90, 49, 135, 124, 106, 19, 89, 38, 21, 41, 17, 155,

83, 38, 159, 179, 19, 157, 68, 105, 151, 166, 171, 122, 179, 114, 52, 183, 89, 107, 113, 65, 161, 141, 18, 121,

95, 4, 95, 101, 81, 156, 17, 190, 38, 84, 9, 171, 180, 59, 45, 15, 34, 89, 75, 164, 190, 140, 6, 41, 188, 77, 1
65, 105, 5, 107, 31, 183, 107, 141, 66, 63, 10, 9, 125, 50, 2, 153, 156, 162, 186, 76, 158, 153, 117, 9, 77, 156
, 11, 145, 12, 169, 52, 57, 161, 7, 158, 110, 191, 43, 82, 186, 49, 102, 166, 31, 41, 5, 189, 27]

def generate(o):
k = permutate(s_box,0)
b =[]
for i in (0, (k),7):
b.append(k[i:i+7]+[1])
€=
for i in (32):



https://c.runoob.com/compile/6

(j<<pos)
1
c.append((0x10001**x) (ex7f))

return c

class NI1ES:
def init (self,key):
if ( (key) 24
raise Exception(
self.key key
self.gen_subkey()

gen_subkey(self):
o] string_to_bits(self.key)
k =[]
for i in (8):
o = generate(o)
k.extend(o)
(o] string_to_bits([ (c) for c in 0[©:24]])
self.Kn []
for i in (32):
self.Kn.append(

return

def decrypt(self,plaintext):

res

for i in ( (plaintext)/16):
block = plaintext[i*16:(i + 1)*16]
L = block[:8]
R = block[8:]
for round_cnt in (32):

L,R = R, (round_add(L, self.Kn[31-round cnt]))

L,R = R,L
res L +R

return res

N1ES(key)
base64.b64decode(
nles.decrypt(flag)

B KIEEE: hitps://www.cnblogs.com/Oyst3r-2046/p/12123653.html

T2k ) %%

—akl O\ ksl oSEE], REEDHITEIG ?

KIF: LR RAEMS 2R KT

d87 x65 x6¢ x63 0157 d109 0145 b100000 d116 b1101111 040 x6b b1100101 b1101100 0141 d105 x62 d101 b1101001 d46 040 d71
x69 d118 x65 x20 b1111001 0157 b1110101 d32 0141 d32 d102 0154 x61 x67 b100000 0141 d115 b100000 b1100001 d32 x67 0151
x66 d116 b101110 b100000 d32 d102 d108 d97 0147 d123 x31 b1100101 b110100 d98 d102 b111000 d49 b1100001 d54 b110011
x39 064 0144 0145 d53 x61 b1100010 b1100011 060 d48 065 b1100001 x63 b110110 d101 063 b111001 d97 d51 070 d55 b1100010
d125 x20 b101110 x20 b1001000 d97 d118 0145 x20 d97 040 d103 d111 d111 x64 d32 0164 b1101001 x6d 0145 x7e

XERZRAEb R o/\BEH]. dtkdl. xT SR, SE b RAR A A TS



https://www.cnblogs.com/0yst3r-2046/p/12123653.html

(si[1:], 8)))

(si[1:], 2)))

BRI —B163tHI15, REHFR, https://www.bejson.com/convert/ox2str/

57 65 6¢ 63 6f 6d 65 20 74 6f 20 6b 65 6C 61 69 62 65 69 2e 20 47 69 76 65 20 79 6f 75 20 61 20 66 6C 61 67 20 6
1 73 20 61 20 67 69 66 74 2e 20 20 66 6¢c 61 67 7b 31 65 34 62 66 38 31 61 36 33 39 34 64 65 35 61 62 63 30 30 35
61 63 36 65 33 39 61 33 38 37 62 7d 20 2e 20 48 61 76 65 20 61 20 67 6f 6f 64 20 74 69 6d 65 7e

B 3flag{1e4bf81a6394de5abc005ac6e39a387b}

affine

y = 17x-8 flag{szzyfimhyzd}
EEER: flag{*}
KIF: BLEILRE RFEME ZERAERTE

affineR ISR, BEIARREGHINE, y=17x-8AMFERE, 1isnEmiRz
*https://blog.csdn.net/zz_Caleb/article/details/84184283

T2 H8 26 T S B J FONR PP AT AR

T R AR A



https://www.bejson.com/convert/ox2str/
https://blog.csdn.net/zz_Caleb/article/details/84184283

[newlist.find(j)]

)

18 Flflag{affineshift}

Crack it

Wefpizosct:, RBE, flaghkA: flag(*}
SRR BE-LJE L RE KRR 2 R RS



T#E T RKEshadow X, HEkali EHEE—T,

:~/MHE /ctf# more shadow
root:$6$HRMJoyGA$26FIgg6CUBbGUOTqFBOQ0IAEZLRZXGEN3H. 3BK8149wGlYbkFbxVFtG0ZqVIq3qQ
6kboetDbn2aVzdhuVosUS. : 17770:0:99999:7: : :

i /ctf# john shadow
/root/.john
efault 1nput encoding: UTF-
Loaded 1 password hash (sha512crypt, crypt(3) $6% [SHA512 256/256
Cost 1 (iteration count) is 5088 for all loaded hashes
Proceeding with 5lng ] rulcb' single
Press 'q' or Ctr t, almost any other key for status
Warning: Only es buffered for the current salt, minimum
rformance.
Warning: Only di es buffered for the current minimum
rformance.
Warning: Only : buffered for the current minimum
rformance.
Warning: Only candidates buffered for the current minimum
rformance.
Warning: Only 2 candidates buffered for the current salt, minimum
rformance
Almost done: Processing the remaining buffered candidate passwords,
Warning: Only 5 candidates buffered for the current salt, minimum 8
rformance.
ing with wordlist:/usr/share/john/password.lst, rules:Wordlist

okitty ( )
1g 0:00:00:02 DONE 2/3 (2020-02-26 22:11) 0.3460g/s 1774p/s 1774c/s 1774C/s ilove

.santiago

> the "--show" option to display all of the cracked passwords
ion completed http

: g /ctf# john -- hnw shadow
root: hrllnkltt"'l???ﬂ ©:99999:7:

1 password hash cracked, © left
8 3flag:hellokitty
KEFHNES

R R BN H
flagh& =\ flag{== /N 5}


https://blog.csdn.net/qq_34556414/article/details/81275429

v !

-

%ttt 78 Blflag{nopqrst}


https://baike.baidu.com/item/%25E6%25A0%2587%25E5%2587%2586%25E9%2593%25B6%25E6%25B2%25B3%25E5%25AD%2597%25E6%25AF%258D/2691355?fr=aladdin
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