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Xorxes the Hash

Crypto : 200

Xorxes is a hash collision challenge. The goal is to find a second preimage for the input string "Klaatubar
http://bostonkeyparty.net/challenges/xorxes-ad7b52380d3ec704b28954c80119789a.py
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#!/usr/bin/python
from xores_the_hash import *
import hashlib, struct, sys

def my_rrot(b, times):

for i in range(@, times):
b = RROT(b, 56, 224)
return b

dic = {}

def my_hash(m):

IV = ord('M') ~ ord('i') ~ ord('t') ~ ord('h") ~ ord('r') ~ ord('a')
IV = my_rrot(IV, len(m))

c =1V

for i in range(@, len(m)):

sha = SHA224(m[i])

tmp = my_rrot(sha, len(m) - i - 1)

if dic.get(tmp) != None:

print dic[tmp],

print (i, m[i], len(m) - i - 1)
else:

dic[tmp] = (i, m[i], len(m) - i - 1)
c=c”™ tmp

out = c + ( len(m) % 24 )
return hex(out)[2:-1]

#'Klabtubbradanikto'
print my_hash(sys.argv[1])

def get_wraparound(m):
cnt = 0
dic = {}
sha = SHA224(m)
while cnt < 100:
cnt += 1
tmp = my_rrot(sha, cnt)
if dic.get(tmp) != None:
print dic[tmp],
print cnt
else:
dic[tmp] = cnt

#get_wraparound(sys.argv[1])
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