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int _ cdecl

{

DWORD vO;
DWORD v1;
CHAR String;
int v4;

CHAR Stringil;
BYTE pbData;

memset (&pbData, 0, 0x104u);
memset (&Stringl, 0@, 0x104u);
\Z Q;
printf( )
scanf( , &pbData);
if ( strlen((const char *)&pbData) 6 )
{
printf( )
ExitProcess(0);
)i
v4 atoi((const char *)&pbData);
if ( v4 < 100000 )
ExitProcess(0);
strcat((char *)&pbData, );
%) strlen((const char *)&pbData);
sub_40100A(&pbData, v@, &Stringl);
if ( ! _strcmpi(&Stringl,
{
printf( );
printf(
memset (&String, @, 0x104u);
scanf( , &String);
if ( strlen(&String) 6 )
{
printf(
ExitProcess(9);
s
strcat(&String, (const char *)&pbData);
memset (&Stringl, @, 0x104u);
vl strlen(&String);
sub_401019((BYTE *)&String, v1, &Stringl);

if (! _strcmpi( , &Stringl) )

{
if ( !sub_40100F (&String) )

{
printf( );
ExitProcess(9);

)i
printf( );

}

return 9;
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nt _ cdecl sub_481238{BYTE =pbData, DWORD dwDatalen, LPSTR 1pString1)

-

int result; /7 eax

DWORD i; // [esp+4Ch] [ebp-28h]

CHAR String2; /7 [esp+56h] [ebp-24h]
char vb[28]; /f [esp+54h] [ebp-28h]
DWORD pdwDatalen; // [esp+68h] [ebp-Ch]
HCRYPTHASH phHash; // [esp+6Ch] [ebp-8h]
HCRYPTPROV phProv; /7 [esp+78h] [ebp-4h]

if ( fCryptAcquireContextA(&phProv, 8, @, 1u, 0xFOOOOOOO) )// 4|iE%LH
return A;

if ( CryptCreateHash(phProv, B8x8884u, 8, O, &phHash) }// EEhETFFA S

{

if { CryptHashData{phHash, pbData, dwDatalen, 8) )}

CryptGetHashParam{phHash, 2u, (BYTE =)ué, &pdwbatalen, 8);// 3EioHGE o H BEREHE
*1pStringl = 0;
for { i = B; i < pduDatalen; ++i )}
{
wsprintfA{&String2, "%82X", (unsigned _ int8)us6[i]);
1strcatA{lpStringi, &String2);
H
CryptDestroyHash{phHash};
CryptReleaseContext{phProv, 8);
result = 1;
H
else
{
CryptDestroyHash{phHash};
CryptReleaseContext{phPfrov, B); I f%ﬁﬁ%?{ﬁ
result = 8;
H
H

else

CryptReleaseContext{phProv, @); £ BEESA
result = 8;

H

return result;
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BOOL CryptCreateHash(
HCRYPTPROV hProv,

ALG_ID Algid,

HCRYPTKEY hKey,

DWORD dwFlags,

HCRYPTHASH *phHash
)3
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https://docs.microsoft.com/en-us/windows/win32/seccrypto/alg-id

CALG_SHAT1 0x00008004 Same as CALG_SHA. This algorithm is
supported by the Microsoft Base
Cryptographic Provider.
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import hashlib

(100000,999999) :
(1) partflag

flaghex hashlib.shal(flag.encode(

flaghex = flaghex.hexdigest()

if flaghex:
print(flag)

break
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{1 int _ cdecl sub_48104B{BYTE =pbData, DWORD dwDatalen, LPSTR 1pString1)
{

2 int result; /7 eax

DWORD i; // [esp+4Ch] [ebp-24h]

CHAR String2; // [esp+50h] [ebp-20h]

char w6[16]; // [esp+5ah] [ebp-1Ch]

DWORD pdwbatalen; // [esp+é4h] [ebp-Ch]

HCRYPTHASH phHash; // [esp+68h] [ebp-8h]

HCRYPTPROU phProuv; // [esp+6Ch] [ebp-bh]

if { fCryptAcquireContextA(&phProv, @, @8, 1u, BxFOO0A008) )
return 8;
if ( cryptcreateHash(phProv, Bx8803u, @, B8, &phHash) )

if ( CryptHashData{phHash, pbData, dwbDatalLen, @) )

CryptGetHashParam{phHash, 2u, (BYTE =)vd, &pdwlatalen, 8});

=1pStringl = B8;

for ( i = @8; i < pduDatalen; ++i )

{
usprintfA(&String2, "%082%", {unsigned _ int8)us[i]);
1strcatA{lpStringi, &String2});

¥

CryptDestroyHash{phHash};

CryptReleaseContext{phProv, 8);

result = 1;

H

else

CryptDestroyHash{phHash});
CryptReleaseContext{phProv, 8);
result = 83
H
H
else
{
CryptReleaseContext{phProuv, B8);
result = @;
H

return resuli;

—=O~000~~C~UNELIN = OO0 000U LON—= O~ 00O LN LOMNI— O~0 00~ O L))

£ S LI LOLALILILILILICONINIMNIMNINMNINNMNAN . — — S

Fisub_40100AZEA %, KEENTIE & CryptCreateHash, —%, MD5!

CALG_MD5 0x00008003 MDS5 hashing algorithm. This algorithm is
supported by the Microsoft Base
Cryptographic Provider.
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ANEMDS 4 T % sub_40100F ik £ 5

if ( tsub_48188F(&String) )

char __cdecl sub_4014DO(LPCSTR lpString)

{

LPCVOID lpBuffer;

DWORD NumberOfBytesWritten;
DWORD nNumberOfBytesToWrite;
HGLOBAL hResData;

HRSRC hResInfo;

HANDLE hFile;

hFile 0;
hResData 0;
nNumberOfBytesToWrite 9;
NumberOfBytesWritten 9;
hResInfo = FindResourceA(©®, (LPCSTR)®@x65,
if ( 'hResInfo )

return 9;

nNumberOfBytesToWrite = SizeofResource(@, hResInfo);
hResData LoadResource(@, hResInfo);
if ( !'hResData )

return 9;

1pBuffer LockResource(hResData);

sub_401005(1pString, (int)lpBuffer, nNumberOfBytesToWrite);

hFile = CreateFileA( , 0x10000000u, O, O, 2u, Ox80u, 0);
if ( hFile (HANDLE)-1 )

return 9;

if ( 'WriteFile(hFile, lpBuffer, nNumberOfBytesToWrite, &NumberOfBytesWritten, 0)

return 0;
CloseHandle(hFile);

return 1;

hResInfo = FindResourceA(B, {(LPCSTR)Bx6%, "AAA™);
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HRSRC FindResourceA(
HMODULE hModule,
LPCSTR 1lpName,
LPCSTR 1pType

);
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if { *hResInfo )
return 8;
nHumberO0fBytesToWrite = SizeofResource{@, hResInfo);
hResData = LoadResource{8, hResInfo)};
if { *hResData )
return 8;
1lpBuffer = LockResource(hResData);
sub_481885(1pString, {int)1lpBuffer, nHumberOfBytesToWrite);
hFile = CreateFilea{dbapp.rtf”, 8x100000006u, O, B8, 2u, Ox80u, 0);
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LockResource i %l (libloaderapi.h)
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LPVOID LockResource(
HGLOBAL hResData

);

FZ T kK Isub_401005 1) ek ZON A HEAT T 45 4F (IpString 2 A 11 %1, IpBufferZ 51, nNumberOfBytesToWrite /& 7 i 1 K /M)

sub_481885(1pString, {(int)lpBuffer, nHumberOfBytesTolWrite);
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unsigned int _ cdecl sub 481428{LPCSTR 1lpString, int a2, int a3)
{

unsigned int result; // eax

unsigned int i; /7 [esp+4Ch] [ebp-Ch]

unsigned int v%; /F [esp+5L4h] [ebp-4h]

1

2

3

4

5

6

7/ v5s = 1strlenA{lpString);

B For { i=8; ; ++i)

9 «

0 result = i;

1 if (i 3= a3 )

2 break;

3 =( BYTE =)(i + a2) "= 1lpString[i % v5];
A 3

5
6

return recsult;

. . .
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hFile = CreateFileA{"dbapp.rtf", 6x10006666u, @, 6, 2u, 6x86u, @);
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[i]) resource[i])

Ipls input the first pa
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FindResourceA MSDN#4: https://docs.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-findresourcea

LockResource MSDNCHY: https://docs.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-lockresource
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