BUUCTF-MISC-
[GXYCTF2019]SXMgdGhpcyBiYXNIPw==~zip

A R + 2021-12-25 17:22:06 K Aii 604 e
SRR A

B s ASON TR IR S0, 1845 CC 4.0 BY-SA ARSI, e 8if iy L J5 SCH AbBER A A S 1

ASCHERZ:  https://blog.csdn.net/justruofeng/article/details/121607342
AL

X EHX
1.[GXYCTF2019]SXMgdGhpcyBiYXNIPw==
2.[RoarCTF2019]# 4:64F
3.[ACTF#i4:%£2020]swp

4. [R]85 7N o
5.zip

1.[GXYCTF2019]SXMgdGhpcyBiYXNIPw==

BH A 530 flag 51 _E flag{y 132,
fERL IR, KILEH Nbase644miy, fi#133ls this base?

Base X5l 1@ -

Type
Base 64 A

SXMgdGhpcyBiYXNIPw== Is this base?

¥ Hflag.txt, & Hlbase64 5

Q2VedGUgbnVpdCwK
SW50ZW5hYmx1IGluc29tbmllLAp=

CSDN @2

EE) A

i =


https://blog.csdn.net/justruofeng
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/justruofeng/article/details/121607342

TGEgZm9saWUgbWUgZ3V1dHR1LAo=
SmUgc3VpcyBjZSBxdWUgamUgZnVpcwp=
SmUgc3ViaXMsCt==
Q2VedGUgY2Fjb3Bob25pZSwK
UXVpIG11IHNjaWUgbGEgdOmUmnR1LAp=
QXNzb21tYW50ZSBoYXJItb25pZSwK
RWxsZSBtZSBkaXQsCo==
VHUgCcGFpZXJhcyBOZXMgZGVsaXRzLAp=
UXVvaSBxdSdpbCBhZHZpZW5uZSwK
T24gdHIh5Y2vbmUgc2VzIGNoYeWNr251cywK
U2VzIHBlaW51cywK
SmUgdm91ZSBtZXMgbnVpdHMsCm==
QSBsJ2Fzc2FzeWlwaG9ualWUsCl==
QXVAIHI1cXVpZWlzLAr=
VHVhbnQgcGFyIGR1cGlOLAQg=
Q2UgcXV1IGplIHN1bWUsCt==
SmUgdm91ZSBtZXMgbnVpdHMsCp==
QSBsJ2Fzc2FzeWlwaG9ualWUsCp==
RXQgYXV4IGIsYXNwaGVtZXMsCo==
Sidhdm91ZSBqZSBtYXVkaXMsCl==
VG91cyBjZXVAIHF1aSBzJ2FpbWVudCwK
TCd1lbm51bWksCu==
VGFwaSBkYW5zIG1lvbiBlc3ByaXQsCp==
RumUmnR1IG11cyBkZWZhaXR1lcywK
U2FucyByZXBpdCBtZSBkZWZpZSwK
SmUgcmVuaWUsCqg==
TGEgZmFOYWXx1IGhlcmVzaWUsCh==
UXVpIHJvbmd1lIG1lvbiDplJp@cmUsCo==
SmUgdmV1eCByZW5h5Y2vdHI1LAp=
UmVuYeWNr3RyZSwK
SmUgdm91ZSBtZXMgbnVpdHMsCn==
QSBsJ2Fzc2FzeWlwaG9uaWUsCqg==
QXVAIHI1cXVpZW1zLAp=
VHVhbnQgcGFyIGR1cGlOLAqg=
Q2UgcXV1IGplIHN1bWUsCo==
SmUgdm91ZSBtZXMgbnVpdHMsCm==
QSBsJ2Fzc2FzeWlwaG9uaWUsCl==
RXQgYXVAIGIsYXNwaGVtZXMsCm==
Sidhdm91ZSBqZSBtYXVkaXMsCu==
VG91cyBjZXV4AIHF1aSBzJ2FpbWVudCwK
UGx1dXJ1bnQgbGVzIHZpb2xvbnMgZGUgbWEgdml1LAp=
TGEgdmlvbGVuY2UgZGUgbWVzIGVudmllcywK
U21waG9ubmV1IHN5bXBob25pZSwK
RGVjb25jZXJOYW50IGNvbmN1cnRvLAg=
SmUgam91ZSBzYW5zIHRvdWNoZXIgbGUgRG8sCo==
TWOUIHRhbGVuUdCBzb25uZSBmYXVALAp=
SmUgbm9pZSBtb24gZW5udiWksCo==
RGFucyBsYSBtZWxvbWFuaWUsCl==
SmUgdHV1IG1lcyBwaG9iaWVzLAg=
RGFucyBsYSBkZXNoYXJtb25pZSwK
SmUgdm91ZSBtZXMgbnVpdHMsCv==
QSBsJ2Fzc2FzeWlwaG9uaWUsCn==
QXV4IHI1cXVpZW1zLAp=
VHVhbnQgcGFyIGR1cGlOLAo=
Q2UgcXV1IGplIHN1bWUsCm==
SmUgdm91ZSBtZXMgbnVpdHMsCp==
QSBsJ2Fzc2FzeWlwaG9uaWUsCm==
RXQgYXV4IGIsYXNwaGVtZXMsCu==
Sidhdm91ZSBqZSBtYXVkaXMsCm==



VG@91cyBJZXV41HF1asSBzJ2FpbWvudCwK
SmUgdm91ZSBtZXMgbnVpdHMsCn==
QSBsJ2Fzc2FzeWlwaG9uaWUgKGwnYXNzYXN5bXBob25pZSksCn==
Sidhdm91ZSBqZSBtYXVkaXMsCt==
VG91cyBjZXV4AIHF1aSBzJ2FpbWVudA==

base64& 5 i 4«

from urllib3.connectionpool import xrange

def get base64 diff value(sl, s2):
base64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstuvwxyz0123456789+/"
res = 0
for i in xrange(len(s2)):
if s1[i] != s2[i]:
return abs(base64chars.index(sl1[i]) - base64chars.index(s2[i]))
return res

def solve stego():
with open('flag.txt', 'rb') as f:
file _lines = f.readlines()
bin_str = "'
for line in file_lines:
steg line = line.replace('\n', '")
norm_line = line.replace('\n', '').decode('base64').encode('base64").replace('\n', ')
diff = get_base64_diff_value(steg line, norm_line)

print diff
pads_num = steg line.count('=")
if diff:
bin_str += bin(diff)[2:].zfill(pads_num * 2)
else:

bin_str += '0' * pads_num * 2
print goflag(bin_str)

def goflag(bin_str):
res_str = "'
for i in xrange(©@, len(bin_str), 8):
res_str += chr(int(bin_str[i:i + 8], 2))
return res_str

if __name__ == '__main__":

solve_stego()
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2.[RoarCTF2019]3 4 64F

H R 521 flag &G L flag(y 1232,
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Hip Y EEs
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C5DMN @EE
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MIEFER
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ERBEIE 1«
{3 8 -(21.3,26.3)-(120.7,21 5)-(25.9,125.6)-(125.0,120.5)
EimIE s, E1
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MIBFRH EH2
A5
ey play
CSDN @EZ2E£5F

B4 iwantplay, Bl AME — AT, Bz T A Yk, IRERE 7 HREIRE], B Awp A FiE, B4 A4, QR A:

key4:ctf
HERR N iwantplayctf, T N A Eflag, 01047 H.mpd s, fERERIL T —Eibase644iis:

UmFyIRoHAQAZkrX1CgEFBgAFAQGAgADh7ek5VQIDPLAABKEAIEVSUpGAAWAIZmxhZy50eHQWAQAD
Dx43HyOdLMGWfCESWESBZprAJQoBSV1WkINS9TP5du2kyJ2753zsNo29BnSZCgMC3h+UFVIp1QEF
JkBPPR6MrYwXmsMCMz67DN/k5ulNYw9ga53a83/B/t2G9FkG/IITuR+9gIvr/LEdd1ZRAWUEAA==



fERS AL grar s, B e flag.tdt

Type
Base 64 -

UmFylRoHAQAzkrXICQEFBgAFAQGAgADh7ek5VQIDPLA
ABKEAIEVsUpGAAWAIZmxhZy50eHQWAQAD
Dx43HyOdLMGWfCEOWEsSBZprAJQoBSVIWKINSOTPSdu2
ky)275JzsNo29BnSZCgMC3h+UFV9p1QEf
JkBPPR6MrYwXmsMCMz67DN/k5uT1NYw9ga53a83/B/t2
GOFkG/IITuR+9glvr/LEdd1ZRAWUEAA==

pythonfUi% &4 Jyrars £

import base64

w3 ERES

Rar!00003000
00000000000009U00<00000
K@ROSOO0flag.txtODO000704 & 9| =XKIf@H%
OlYVOORO3OvOO;0006000t0

000000 i000&@O0=000000003>0

99009V ['k99o €0 YIDIDINDNIDIOOWVQDOD
O

code="UmFyIRoHAQAzkrX1CgEFBgAFAQGAgADh7ek5VQIDPLAABKEAIEVSUpGAAWAIZmxhZy50eHQWAQADDx43HyOdLMGWTCEOWESBZprAJQoBSV
1WkINSOTP5du2kyJ2753zsNo29BnSZCgMC3h+UFVOp1QEfIkBPPR6MrYwXmsMCMz67DN/k5ulNYw9ga53a83/B/t2GO9FkG/IITuR+9gIvr/LEdd1

ZRAWUEAA=="
r=base64.b64decode(code)
test_file=open("flag.rar","wb")
test_file.write(r)
test_file.close()

TR LS, Hiwantplayctt y B BE T AR L, K Fiflag.txdt, fTJTF K Hiflag: roarctf{CTF-from-RuMen-to-RuYuan}

| flag.txt - iB=A
IOE(F) SREE(E) BRU(0) EE(V) EEI(H)
roarctf{CTF-from-RuMen-to-RuYuan}

flag{CTF-from-RuMen-to-RuYuan}
3.[ACTF:i 4= 2£2020]swp

BH A 13210 flag 156 I flag{y 7272
file iP5 4T 7Fwget.pcapng

LAY [ 12e s 10 s st Melsa g oo

Ne. Tine Seurce Destination
r 1 0.000000 192.168.146.130 192.168.146.2 DNS
2 0.000714 192.168.146.1 224.8.0.251 MDNS

3 0.000967

fes8@::bcfe:1dd2:e58.. ffe2::fb MDNS

Protocol Length Info

76 Standard query @x2a9c A wpad.localdomain
7@ Standard query exeeeo A wpad.local, "QM" question
9@ Standard query exeeeo® A wpad.local, "QM" question



4 9.891555 192.168.146.1 224.0.8.251 MDNS /¥ Standard query Bxdee¥ A wpad.local, "QM" question
5 0.001660 feB@::bcf6:1dd2:e58.. ffe2::fb MDNS 9@ Standard query @xee@e® A wpad.local, "QM" question
6 0.002122 fese::bcf6:1dd2:e58.. ff@2::1:3 LLMNR 84 Standard query exe5ed A wpad

7 0.002122 192.168.146.1 224.0.0.252 LLMNR 64 Standard query exe5ed A wpad

8 0.412661 fes8@::bcfe:1dd2:e58.. ff@2::1:3 LLMNR 84 Standard query exe5@d A wpad

9 0.412662 192.168.146.1 224.0.0.252 LLMNR 64 Standard query exesed A wpad

1@ 9.999426 192.168.146.13@ 192.168.146.2 DNS 76 Standard query @x2a9c A wpad.localdomain

11 1.000429 192.168.146.1 224.9.0.251 MDNS 7@ Standard query exeeeo® A wpad.local, "QM" question
12 1.000714 fese::bcfe:1dd2:e58.. ffe2::fb MDNS 9@ Standard query exeeeo A wpad.local, "QM" question

Ethernet II, Src: VMware_67:94:5a (©@:0c:29:67:94:5a), Dst: VMware_fa:fe:od (@e:5@:56:fa:fe:9d)
Internet Protocol Version 4, Src: 192.168.146.130, Dst: 192.168.146.2
User Datagram Protocol, Src Port: 64419, Dst Port: 53
v~ Domain Name System (query)

Transaction ID: @x2ad9c

Flags: exel1ee Standard query

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @
v Queries

v wpad.localdomain: type A, class IN

Name: wpad.localdomain

0000 @@ 50 56 fa fe 9d @@ @c 29 67 94 5a 038 90 45 00 PV )g-Z--E

2010 @0 3e 59 14 00 00 82 11 00 00 co a8 92 82 coO a8 e

0020 92 @2 fb a3 @0 35 @0 2a a6 11 2a 9c 01 80 @8 @1 - - -- 5% L Eal...

CEELIN- YR YT - e 77 70 61 64 @b 6c 6f 63 61 m

LN c 64 6 6d 61 69 6e OO ARl N:x] e
KRIBZi2http, S iihtp
<Ctrl-/>

Source Destination Frotocel Length Info
10 192.168.146.130 192.168.146.2 DNS 76 Standard query @x2a9c A wpad.localdomain
[ 192.168.146.1 224.0.0.251 MDNS 70 Standard query exeeee A wpad.local, "QM" question
37 fego::bcf6:1dd2:e58.. ffe2::fb MDNS 90 Standard query exeeee A wpad.local, "QM" question
35 192.168.146.1 224.0.0.251 s Zaekandand — E— =
0 fe80: :bcf6:1dd2:ess.. FFO2::fb M Wireshark - St - HTTP XiS7liz - B X
12 Te8@::bcf6:1dd2:e58.. ff@2::1:3 -
53 192.168.146.1 224.0.0.252 S8 FHA s xR i o
51 feso: :bcf6:1dd2:es8.. ff2::1:3 126 baidu.com text/html 161 bytes 1\
32 192.168.146.1 224.0.0.252 2698 news.china.com.cn text/html 11 kB content_682139.htm
% 192.168.146.130 192.168.146.2 | |2712 news.china.com.cn applicationfx—!avascript 372 bytes ads_h‘eft_1.js.
)9 192.168.146.1 294.0.0.251 2725 _news.chlne.:.com.cn .appllca.tlonjx—Javascrlpt 202 bytes adsirlghtj_.Js
14 fege: :bcf6:1dd2:e58.. ffe2::fb 2706 !mages'Ch!"a'c" image/jpeg 2180 bytes 161021-02pg
2767 images.china.cn image/qgif 333 bytes logo.gif
Src: VMware 67:94:5a (@@:0c:29:67:94:5a), [ |2/ /8 imageschinacn text/ess 5336 bytes index ad.css
bcol Version 4, Src: 192.168.146.130, Dst: 2793 '.NWW.ChIni?.CDm.CH applfcat!ony’x—J‘avascr!pt11 kB wdeo.J?
2794 images.china.cn application/x-javascript 635 bytes phone.js

Protocol, Src Port: 64419, Dst Port: 53
ystem (query)
1 ID: @x2a%9¢c
@@ Standard query
1
<]
Rs: @
RRs: @

aldomain: type A, class IN
wpad. localdomain

2798 images.china.cn
2833 news.china.com.cn
2881 images.china.cn
2887 news.china.com.cn
2900 news.china.com.cn
2906 images.china.cn
2914 images.china.cn
2940 images.china.cn

<

application/x-javascript 1190 bytes callback-1.0.js
application/x-javascript 463 bytes ads_left_2.js
application/x-javascript 97 kB jquery-1.12.4.min.js
application/x-javascript 202 bytes ads_left 4.js
application/x-javascript 202 bytes ads_left_5.js
application/x-javascript 1457 bytes index_ad.js
image/jpeg 1719 bytes 161021-03.jpg
image/gif 399 bytes b _3.gif

TEDES: |

Save

fa fe od ea ac

AaA AA AR An o aa

29 67 94 5a 08 @0 45 00

AA AR ~A ~A A% AR —A mn

K Isecretzip, 155 lag.swpFiflag >, & W.swpSCff, BassCft, flaghiizfe B, 4777 & Iflag: actf{c5558bcf-26da-

4f8b-b181-b61f3850b9e5}

| flag.swp - &=
MR |EE BR(0) EE(\V)

I

| HiEcH®Eo?

O

v

75 & T

s

FEI(H)




actf{c5558bcf-26da-4f8b-b181-b6113850b9e5})

oo 8

@) 25 22 ¢:)

B47 17, |17 1{;10@'-"']MECMTUW(UR

flag{c5558bcf-26da-418b-b181-b6 1138500965}
4.18) U J5 78 3K

BH R ERPRASH/NE -, SEUGIE/EM & i . B XREMIEERR, TR2AFEHedF TIEIEG. BIUGHEZ
RIS T AT R AR, Sk —ERAGIM . BEXEE—F, BRRTES . B G, BO7HRE TSRk
Wik, Je— UL, AT FORE R EIEG, UBHEIRIE 7. 207 B R IRAE R MG T 3R B IR AL T A B A R 5 . 7
B 53 flag i _E flagf} #2258

fREL TR, RIE.iso X, foremostSCfE4r & K R BLIUA o3k

exe 2021/11/29/F—18:.... 3L
ole 2021/11/29/E—18:.... {43k
rar 2021/11/29/F—18:.... 3L

xls 2021/11/29/FF— 18.... itk



fErarsCHE e IR St RIS K iEflag.exe, AERGERIE FEIEME, i21T7flag.exe, HINLE SO, FTHSCHE, R
flag: Flag{379:7b758:g7dfe7f19:9464f-4g9231}

| MBS it - B

MH(F) #wE(E) BN(0) EF() FEI(H)
Flag{379:7/b/58:9/dfe/119:94641.4g9231}

flag{379:7b758:g7dfe7f19:9464f.4g9231}

5.zip

FH R PHE 2 Fbase64il fflag vEE: 3K flag it L flag{) #2548
RS FTIFHHE R I68/N R4, (HRAMA AL E R gdbytes K/, T &0 LR FEerei#fl, 108



import zipfile
import string
import binascii

def CrackCrc(crc
for i in dic
for j in dic
for k in dic
for h in dic
s=1+3j+k+h
if crc == (binascii.crc32(s.encode
f.write(s

return

def CrackZip
for i in range(0,68
file = 'out'+4str(i)+'.zip'
crc = zipfile.ZipFile(file, 'r').getinfo( 'data.txt"').CRC
CrackCrc(crc

dic = string.ascii_letters + string.digits + '+/='
f = open('out.txt"','w'
CrackZip

print ("CRC327i# 5 "
f.close

filt Hbase64 2wty :

* z5BzZAAANAAAAAAAAAKO+egCATWBIAAAAVAAAAAKGNKV+a2MdSROzAWABAAAAQO1UCRUUY91BT5UkSNPojS5hFEVFBRVefHSBCFGOruGnKnygsMy j
8SBaZHxsYHY84LEZ24cXtZ01y3k1K1YJIOvpKOHWqUzb6u9z8igEr3dCCQLQAdAAAAHQAAAATiQefVT2MdSROWCAAEGAAAAZMXhZY50eHQASDRpZmZ
peCBOaGUgZmlsZSBhbmQgZ2VOIHR0ZSBmbGFnxD17AEAHAA==

(VS m Ayt

cf907300000d00000000000000efbfbd3e7a00efbfbd2300490000005400000002efbfbd34efbfbdefbfbd6b631d491d3303000100000043
4d54091514efbfbdefbfbd414fefbfbd2448efbfbde88f984511514146efbfbdefbfbd1d20427c6d2befbfbd69ca9f282c3328efbfbd4816
efbfbd1flbl181defbfbd382c4676efbfbdefbfbdefbfbd674d72efbfbd4ad4ad58274efbfbdefbfbdefbfbdlf@aefbfbdcdbeefbfbdefbfbd
3f22efbfbd4aefbfbd7420efbfbd2d001d0000001d0000000262efbfbdefbfbdefbfbd4f631d491d30080020000000666Cc61672e74787400
efbfbd346966666978207468652066696c6520616€64206765742074686520666c6167efbfbd3d7b00400700



. . ® basetd urlencode unicode hex decimal octal bina

FUE v

UTF-8 - urlBaseb4 basel6 base32 base36 base58 base58Check base62
base85 base91 base92 base100 escape uuEncode xxEncode

quotedPrintablel ' punyCode

z5BzAAANAAAAAAAAAKD+egCAIWBIAAAAVAAAAAKGNKY +a2MdSROzZAWABAAAAQOTUCRUUYI1BTSUKSNPojShFEVFBRvefHSBCTGOruGnKnygsMyj8SBaZHxs
YHY84LEZ24cXtZ01y3k1K1YJOvpKIHWqUzb6u9z8igEr3dCCQLQAdAAAAHQAAAAIDefVT2MdSROWCAAGAAAAZMxhZy50eHQASDRpZmZpeCB0aGUgZmlisZSB
hbmQgZ2V0IHRoZSBmbGFnxD17AEAHAA==

BEMFM: | ABCDEFGHUKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789+/

> i g =l SHlEER
S base64 urlencode unicode @) hex decimal octal binary
UTE-8 - urlBase64 basel16 base32 base36 base58 base58Check base62
base85 base91 base92 base100 escape uuEncode xxEncode

quotedPrintablel ' punyCode

cf907300000d00000000000000efbfbd3e7a00efbfbd2300490000005400000002efbfbd3defbfbdefbfbdeb631d491d33030001000000434d54091514efbfbdefbfb
d414fefbfbd2448efbfbde88f984511514146efbfbdefbfbd1d20427c6d2befbfbd69cad9f282c3328efbfbd4816efbfbd1f1b181defbfbd382c4676efbfbdefbfbdefbfb
d674d72efbfbd4d4ad58274efbfbdefbfbdefbfbd1f0aefbibdcdbeefbfbdefbfbd3f22efbfhd4aefbfbd7420efbfbd2d001d0000001d0000000262efbfbdefbfbdefbfb
d4f631d491d30080020000000666c61672e74787400efbfbd346966666978207468652066696c6520616e64206765742074686520666c6167efbfbd3d7b0040070
0

A winhext, 7 F|CF 90 73 ATRIIEX /& — Mk ffrar, #b1:52 617221 1A 07 00 {R77/m fif 1k

|.rar

Of fset o1 2 3 4 5 6 7 8 9 A B C D E F
00000000 @2 61 72 21 1A 07 00 CF 90 73 00 00 0D 00 00 00 Rar! 7s

gooooo10 00 OO OO OO EF BF BD 3E 7A 00 EF BF BD 23 00D 49 7z $87 1
goooooz2o0 00 OO OO S4 00 OO DO 02 EF BF ED 34 EF BF ED EF T 5R748 P
00000030 BF BD 6B 63 1D 49 1D 33 03 00 01 00 00 00 43 4D #Fke I 3 CM

00000040 54 09 15 14 EF BF BD EF BF BD 41 4F EF BF BD 24 T $RFr#ER04R?
000000S0 48 EF BF BD E8 BF 98 45 11 S1 41 46 EF BF BD EF H4R{Z # QAFi(RFr
00000060 BF BD 1D 20 42 7C 6D 2B EF BF BD 69 CA 9F 28 2C ## B|m+fR4EE (.
00000070 33 28 EF BF BD 48 16 EF BF BD 1F 1B 18 1D EF BF 3(§R% > R
00000080 BD 38 2C 46 76 EF BF BD EF BF ED EF BF BD 67 4D 7,FviR Fri#EsR &M
00000090 72 EF BF BD 4D 4A DS 82 74 EF BF BD EF BF BD EF riRsHIEt4Rr# 7
00D000DAD BF BD 1F DA EF BF BD CD BE EF BF BD EF BF BD 3F #¥ sREBEIFHESR?
00000D0BO 22 EF BF BD 4A EF BF BD 74 20 EF BF BD 2D 00 1D "$R4EfRE HR?
000000CO 00 00 00 1D 00 00 00 02 62 EF EF BD EF BF BD EF bR Fr#e?
000000D0  BF BD 4F 63 1D 49 1D 30 08 00 20 00 00 00 66 6C #0e I O £1
ODO0ODDED 61 67 2E 74 78 74 00 EF BF BD 34 69 66 66 69 78 ag.txt $7iffix
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