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STIsdVkyeDFaR1U4YzNSeWFXNW5QZ289DQ==
STIsdVkyeDFaR1U4WTNOMGNtbHVaejRLDV==
STIsdVkyeDFaR1U4WTNOMF pHbHZQZ289DQ==
STISbFptbHVaU@JIeWVhodUlEazVPUWS9IDd==

02c9PQ1=

ZFhOcGItY2dibUZ1W1h0d11XTmxISE4wWKRZSw1=

02c9PQO=
WTJ0aGNpUmpZVnReOWVhodVhTd2dZMkpiY1dGNGIsMDADZz@9DU==
02c9PQ1=
YVCcIME1HTNRjQ2h6ZEhKcGItY2dZU3dnYzNSeWFXNW5IR21wQ2c9PQ2=
ZXdvPQl=
SUNBZ31HbG1LR3V1YzIsN1pTZ3BIRDRnWWK1emFYcGxLQ2twQ2c9PQ3=
SUNBZ@1DbWdIb@I5W1hSMWNtNGANVHNLDb==
SUNBZ@1HVNNjM1VnYVdZb11TNXphWHBSS@Nrz1BDQm1Mbk5wZW1VbetTaosN
SUNBZ@1DQWd Q@I 5W1hSMWNtNGAMVEU3Q2c9PQO=
SUNBZ@1HVNNjM1VLDd==

SUNBZ@1Ic@sN
SUNBZ@1DQWdJIQ@JItYiNIb2FXNTBIR2tnUFNBA@95QnBIRHANIWVM1emFYcGxLQ2s3SUdrckt5a@sN
SUNBZ21DQWdJQ2I3Q2c9PQ2=
SUNBZ11DQWdJQ1FNnSUNBZ2FXWW9ZVNnRWWFNBOE1HSmIhVjBwQ2c9PQ1=
SUNBZ@1DYWdJIY@FnSUNBZO1DYWdISEpsZEhWeWI pYXRNVHNLDY==
SUNBZ11DQWdJQ1FNnSUNBZ2FXWWOZVNnRWWFNBK11HSmIhViBwQ2c9PQl=
SUNBZ@1DXWdIX@FnSUNBZO1DXWdISEpsZEhWeWI pXXhPd289DX==
SUNBZ@1DQWdJQOI5Q2c9PQo=
SUNBZ@1DdWdJdeI5W1hSMWNtNGANRHNLDd==

ZGO5cFpDQnlaWE5sZEdFb2MzUn1hVzVuSUdFcENnPTON

ZXdvPQ1=

SUNBZ11HMWxiWE5sZEN0oallTd3dMSE5wZW1Wd1lppaGpZU2twT3dvPQl=
SUNBZ21HWnZjaWhwYm5RZ2FTQT1JREE3SUdrZ1BDQmhMbk5wZW1Vb2tUc2dhU3NyS1FvPQ2=
SUNBZO1Ic@sN
SUNBZO1DQWdJIQOIgWVZOcFhTQT1JROZiWVM1emFYcGxLQ2tOTVMxcFhTQXRIQ2N3SnpzSwe=

ZGO5cFpDQnlaWE5sZEdJIb2MzUn1hVzVuSUdJcENnPT@N

ZXdvPQ3=

SUNBZ11HMWxiWE5sZENoallpd3dMSE5SwZW1Wd1lppaGpZaWtwT3dvPQl=
SUNBZO1HWNZjaWhwYm5RZ2FTQT1JREE3SUdrZ1BDQm1Mbk5wZW1VbetUc2dhU3NyS1FvPQe=
SUNBZO1Ic@sN
SUNBZ11DQWdJQ1JIgWWx1cFhTQT1JR1piWWk1lemFYcGxLQ2t1TVMxcFhTQXRIQ2N3SnpzSwl=
SUNBZ11DQWdJQ1F2TDNCeWFXNTBaaWdpS1dRaUxHTm1XMmxkS1RzSwl=

zZNSeWFXNW5JR1ZrWkNoemRISnBibWNnNWVN3Z2MzUn1hVzVuSUdJcEx5L2xpcURtczVVSwl=
ZXdvPQ2=
SUNBZO1ISmxjM1YwWVNoaEtUc3ZMK2FLaXVhdmorUzRnT1M5amVXdG1PZWFoT1dobCt1c3B1V1BtT2FJa@9hVnNPV3RseXpsdWlia3VKVGlpb3Jt
bGIEbnUBVGxgNDNvdjRmbWShWGt2ci9rdW83bGtIN3BuYUxrdUkzbGtIemt2WTNtbGIEbmO3amxpcUFLDW==
SUNBZO1ISmxjM1YwWWloaUtUc@sN
SUNBZO1HWNZjaWhwYm5RZ2FTTT1JREE3SUdrZ1BDTnRZWGh1T31CcEt5c3BDZz09DT==
SUNBZO1IcOsN
SUNBZO1DQWdJIQOJIgWVZOcFhTQT1JRO50VzIsZE1Dc2dZMkpiYVYWNONNPTON
SUNBZO1DQWdJQ@JIwWmloallWdHBYUGErUFNBeUtYc@sN
SUNBZO1DTWdITOFNSUNBZ1kyRmJhU3N4WFNBc1BTTXhPd289DT==
SUNBZO1DQWdJIQOFNSUNBZ1kyRmJIhVjBnTFQWZ01qcOsN
SUNBZO1DQWdIQBI5Q2c9PQo=




SUNBZO1IMESN

SUNBZO1HSNZiMndnWm14aFp5QT1JISFI5ZFdVNONNPTON
SUNBZ31ITjBjbWx1WnlCaklEMGdJaUk3Q2c9PQ3=
SUNBZO1HWNZjaWhwYm5RZ2FTQT1JIRzFoZUc@®ZOxTQXhPeUJwSUQOOU1EQTdIR2tOTFNrSwo=
SUNBZO1IcOsN
SUNBZ01DQWdJIQ@IwWmlobWIHRM5JQ11tSUdOaFcybGRIRDASSURBCENNPTON
SUNBZ01DQWdJIQOFNSUNBZ1kyOXVkR2x1ZFdVNONNPTON
SUNBZ01DQWdJIQeJIwhWmloallWdHBYUOFoUFNBdOtRbzON
SUNBZO1DcWdJcOFnSUNBZ1pteGhaeUE5SUdaaGIITmxPd289Dc==
SUNBZ21DQWdJQ2J3gqSUNzOU1DaGpZVnRWWFNBck1DY3dKeWs3Q2c9PQ2=
SUNBZO1DQWdJIQOF2TDNCeWFXNTBaaWdpS1dRaUxXHTmhXMmxkS1RzSwe=
SUNBZO1IMESN

SUNBZO1HbG1LR1pzWVdjcENnPTON
SUNBZ11DQWdJIQ1I5W1hSMWNtNGdIakFpT3dvPQl=
SUNBZO1HVNNjM1VLDX==

SUNBZ0@1DdWdJd@I5W1hSMWNtNGdZenNLDd==

YZNSeWFXNW5JRzFwYm5Vb2MzUn1hVzVuSUdFcO1ITjBjbWx1Wn1CaUtTOHY1WWVQNXIPVKNNPTON
ZXdvPQO=

SUNBZO1HbHVkQOJ6YVdkdU1EMGANRHNLDQ==
SUNBZO1HbG1LRO50YONoaExDQm1LUGESUFNBAE1Ta3ZMMkhrdUszbHVWVGOyNlhsclpgb3ZvUGxwS2ZubWOUcGdxUGt1S3ItbGIBSwO=
SUNBZO1Ic@OsN

SUNBZO1DQWdJIQeJ6YVdkdU1EMGANVHNLDQ==
SUNBZO1DQWdJIQOJ6ZEhKcGItY2dkR1ZOYONBOU1HRTADZZz09DQ==
SUNBZ01DQWdJIQ@JoSUQwZ11lqc@sN

SUNBZ@1DQWdJIQ@IpSUQWZ2RHVNRjRHNLDQ==

SUNBZO1IMEsN

SUNBZO1ISmxjM1YwWVNoaEtUc@sN

SUNBZO1ISmxjM1YwWWloaUtUc@sN
SUNBZO1HWNnZjaWhwYm5RZ2FTQT1JIREE3SUdrZ1BDQnRZWGh1T31CcEt5c3BDZz09DQ==
SUNBZO1Ic@sN

SUNBZ01DQWdJIQ@JIwWmloallWdHBYUGE4SUdOaVcybGRLWHNLDQ==
SUNBZO1DQWdJIQOFnSUNBZ1kyRmIhU3N4AWFNBAFBTQXhPd289DQ==
SUNBZO1DQWdJIQOFnSUNBZ1kyRmJIhVjBnS30wZ@1qc@sN
SUNBZ@1DQWdJIQBI5Q2c9PQo=
SUNBZ01DQWdJIQOJIgWVZOcFhTQT1JRO50VzIsZE1DMGAZMkpiYVYWNONNPTON
SUNBZO1IMEsN

SUNBZO1HSnZiMndnWm14aFp5QT1JSFI5ZFdVNONnPTON
SUNBZO1ITjBjbWx1WnlCa®lEMGdIaUk3Q2c9PQo=
SUNBZO1HWNnZjaWhwYm5RZ2FTQT1JRzFoZUc@ZOxTQXhPeUJwSUQOOU1EQTdIR2tOTFNrSwe=
SUNBZO1Ic@OsN
SUNBZ01DQWdJIQOJIwWmlobWIHRM5JQ11tSUdOaFcybGRIRDASSURBCENNPTON
SUNBZO1DQWdJIQOFnSUNBZ1kyOXVkR2x1ZFdVNONnPTON
SUNBZ01DQWdJQ@JIwWmloallWdHBYUOGFoUFNBdOtRbzON
SUNBZO1DQWdJIQOFnSUNBZ1pteGhaeUE5SUdaaGIITmxPd289DQ==
SUNBZ01DQWdJIQOJIrSUNzOU1DaGpZVnRwWWFNBck1DY3dKeWs3Q2c9PQo=
SUNBZO1DQWdJIQOF2TDNCeWFXNTBaaWdpS1dRaUxHTmhXMmxkS1RzSwe=
SUNBZO1IMEsN

SUNBZO1HbG1LR1pzWVdjcENnPTON
SUNBZO1DQWdJIQOI5W1hSMWNtNGdIakFpT3dvPQo=

SUNBZO1HVNNjM1VLDQ==

SUNBZO1DQWdJIQOI5W1hSMWNtNGdaRHNLDQ==

ZNSeWFXNW5IRZExYkNoemRISnBibWNnZUN3Z2MzUn1hVzVuSUhrcEx50X01TGk2NTZ5bTVZKzM1TDI0Q2cOPQo=
ZXdvPQo=
SUNBZ@1HbHVKQOJ zW1c1NE1EMGA1QzV6YVhwbEtDazdDZz09DQ==
SUNBZ@1HbHVKQOJ zW1c1NU1EMGd1UzV6YVhwbEtDazdDZz09DQ==




SUNBZO1IcOsN
SUNBZO1DQWdIQOF2TDIOdmRYUThQSGC4UENIZ@1DQW1QRHEg1UER4bGItUNNPd289DQ==
SUNBZ01DQWdJIQOIwWmloNE1EMD1JQ014SW1BbUppQjVIRDA5SUNIeElpadsN
SUNBZO1DQWdJIQOFNSUNBZ2NtVjBkWEp1SUNJeElqc@sN
SUNBZ0O1DQWdJQ0JsYkhObENNPTON
SUNBZO1DQWdIQOFNSUNBZ2NtVjBkWEp1SUNId@1pQTdDZz09DQ==

SUNBZO1IMEsN

Q2c9PQO=
SUNBZO1DOHZjSEpwYm5SbUtDSWxaQzB0@S1dSY2IpSXNiR1Z1ZUN4Ac1pXNTVLVHNLDQ==
Q2c9PQO=

SUNBZO1ITjBjbWx1Wn1CaExDQM1MQOIqTEdRNONNPTON
SUNBZO1HRWdQUOIOTG50MV1uTjBjaWd3TENCc1pXNTRMeklwT3dvPQo=
SUNBZO1HSWAQUOIOTG50MV1uTjBjaWhzW1lcINEX6SXNIR3hsYm5ndklpazdDZz@9DQ==
SUNBZO1HTWAQUOI1TG50MV1uTjBjaWd3TENCc1pXNTVMeklwT3dvPQo=
SUNBZO1HUWAQUOI1TG50MV1uTjBjaWhzW1lcINUX6SXNIR3hsYm5rdklpazdDZz@9DQ==
SUNBZO1IQn1lhVzUwWmlnaUpXUXRMU1ZrTFMwbFpDMHRKV1FOTFMwdEXTMHRMUZBOTFMwdEXTMHRMUZBOTFMwdEXTMHRMUZBOTFMwdEXTMHRMUZBO
TFMwdEXTMHRMU1ZrTFNWalhHNGIMROV1YzJIsN1pTZ3BMQOIpTG50cGVtVWILU3dnWXklemFYcGxLQ2tzSUdRdWMybDZaU2dwTENCNEXxuTnB1bV\Vy
SIN3Z2VTNXphWHBSS@ONrcE93bzoN
SUNBZ@1DOHZZMjkxZER30GVEdzhJam9pUER4aFBEd213Qok4UEdIOFBDSWdIanc4WXp30E1pQW1QRHhrUER4bGItUNNPA289DQ==
SUNBZO1ITjBjbWx1WnlCaF15QT1JIRzExYkNoaExDQmpLVHNLDQ==
SUNBZO1ITjBjbWx1Wn1lCaVpDQT1IRzEXxYkNoaUxDQmtLVHNLDQ==
SUNBZ@1DOHZZMjkxZER30GVEdzhJam9pUER4aF1l6dzhJaUFpUER4aVpEdzhaVzVrYkRzSwO=
Q2c9PQO=

SUNBZO1ITjBjbWx1WnlCaF1lpQT1JIRzFwYm5Vb11Td2dZaWs3THk5aExXSUsN
SUNBZO1ITjBjbWx1Wn1lCalpDQT1IRzFwYm5VblpDd2dZeWs3Q2c9OPQO=
SUNBZ@1DOHZZMjkxZER30GVEdzhJam9pUER4aFlqdzhJaUFpUER4alpEdzhaVzVrYkRzSwO=
Q2c9PQO=

SUNBZO1ITjBjbWx1WnlCaF1ltTmtIRDBnY1lhWc@tHRm1IMQOIqWKkNrNENnPTON
SUNBZO1DOHZZMjkxZER30GVEdzhJam9pUER4aF1tTmtQRHhsYm1Sc@93bzON

02c9PQO=

SUNBZO1ITjBjbWx1WnlCbWFYSnpkQOE5SUdGak93bz@N
SUNBZO1HWNnZjaWhwYm5RZ2FTQT1JREE3SUdrZ1BDQW9iR1Z1ZUNrN@1Ha3JLeWtLDQ==
SUNBZ01DQWdJQOJtYVhKemRDQXIQUOFpTUNINGNNPTON
SUNBZO1DOHZZMjkxZER30F1XTThQQO1nTFMwAEXTMWhZeTBOTFMWZO1qdzhabWx5YzNROFBHVNVaR3c3Q2c9PQ0=
02c9PQO=
SUNBZO1ITjBjbWx1WnlCelpXTnZibVFnUFNCaFpHUW9ZVOpgqWkN3Z11XTXBPd289DQ==
SUNBZO1ITmxZMj11WkNBOUIHRmtaQ2h6W1ldOdmItUXNIR@OprS1RzSwo=
SUNBZO1HWnZjaWhwYm5RZ2FTQT1JREE3SUdrZ1BDQW9iR1Z1ZUM4eUtUc2dhU3NyS1FvPQO=
SUNBZ0@1DQWdJQeJ6W1ldodmItUWdLejBnSWpBaU93bzeoN

Q2c9PQO=
SUNBZO1ITjBjbWx1WnlCbWFXNGdQUOJoWkdRb1ptbH1jM1FzSUhObFkyOXVaQ2s3Q2c9PQo=
SUNBZO1ISmxkSFZ5YmlCaFpHUWSabWx1TENCaVpDazdDZz@9DQ==

VcIME1HMWhhVZzRvZGO5cFpDadsN
ZXdvPQO=
SUNBZO1ITjBjbWx1WnlCNExDQ]jVPd289DQ==
SUNBZO1IQn1lhVzUwWmlnaTZLKzM2TDZUNV1XbDVMaWs1TG1XxNUxxTTZMK2I1WWkyNXBXdzVhM1hPaUFpS1RzSwe=
SUNBZO1HTnBiajQrzZUQeK2VUc@sN
SUNBZO1ITjBjbWx1WnlCaGJuTWdQUOJIBZFd3b2VDd2d1U253Q2c9PQO=
SUNBZO1HTnZKkWFE4UEdGAWN6CcOSNZ1FvPQO=

3. &
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def get base64 diff value(sl, s2):
base64chars = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"
res
for i in xrange(len(s2)):
if s1[i] != s2[i]:
return abs(base64chars.index(s1[i]) - base64chars.index(s2[i]))

return res

def solve_stego():
with open('ComeOn!.txt', 'rb') as f:
file lines = f.readlines()
bin_str = "'
for line in file lines:
steg line = line.replace('\n', "'")
norm_line = line.replace('\n', '').decode('base64').encode( 'base64').replace('\n’,
diff = get_base64_diff value(steg line, norm_line)
print diff
pads_num = steg line.count('=")
if diff:
bin_str += bin(diff)[2:].zfill(pads_num * 2)
else:
bin_str += '0@"' * pads_num * 2
print goflag(bin_str)

def goflag(bin_str):
res_str = "'
for i in xrange(@, len(bin_str), 8):
res_str += chr(int(bin_str[i:i + 8], 2))
return res_str
print(res_str)
if __name__ == '__main__"':

solve stego()

XA AR Windows T —E R4S, FREIRRRAHE, ZAEpython2 3R F#TH, BT HRKWindows T %7 python2,
FrUlE#:Hkali, #base6d CHMEASE F Elkalid, BEEBITHIT. FEERRZbase6d LA HIHE.

—(rootlkali)-[/home/ustinian]
L# python2 /home/ustinian/Hi/1.py
10
File "/home/ustinian/&Mm/1.py", line 12
SyntaxError: Non-ASCII character '\xe6' in file /home/ustinian/#MH/1.py on line 12, but no encoding declared; s
ee http://python.org/dev/peps/pep-0263/ for details




Ht A G 5 ) i) A 7 LT py SO B BT THI AN _E#encoding:utf-8

base64chars =
res =
for i in ( (s2)):
if s1[i] != s2[i]:
return (basebdchars.index(s1[i]) - base6d4chars.index(s2[i]))
return res

():
(
file lines = f.readlines()
bin str =
for line in file lines:
steg line = line.replace( \n’, )
norm line = line.replace( '\n', ) .decode( ) .encode (
diff = get base64 diff value(steg line, norm line)
(diff)
pads_num = steg line.count( )
if diff:
bin str += (diff)[2:]1.zfill(pads_num * 2)
else:
bin str += * pads_num *
(goflag(bin_str))

(bin_str):

for i in (0, (bin_str), 9):
res_str += ( (bin_strfi:i +
return res_str
(res_str)
if _ name__ ==

R, 183iflag

—(rootRkali)-[/home/ustinian]
L# python2 /home/ustinian/5i[/1.py
1

).replace('\n",

CSDN @D2FuZ3hpYW9xaW4
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ACTF{6aseb4 _

1

ACTF{6aseb4d _

2

ACTF{6aseb4

6
ACTF{6aseb4d_f
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0
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