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(W]current filter: http.request. method=="FPOST"
ABFTAR ¢| B 01rs / as01D) v O BHAKRIS  FEE - [password =
Wo. Tine Source Destination Protocol Length Info ~
20 2.684925 192.168.1.102 115.231.236.116 HTTP 863 POST /user.php?action=login&do=login HTTP/1.1 (application/x-www-form-urlencoded) -
‘iT‘ 26 2.740374 115.231.236.116 192.168.1.102 HTTP 74 HTTP/1.1 200 OK (text/html)
332.777385 192.168.1.102 220.181.57.241 HTTP 1094 GET /hm.gif?cc=1&ck=18&c1=24-bit&ds=1366x7688&ep=48625%2C137478&et=3&f1=18.0&]ja=1&1n=2h-CN&l0o=0&1t=143559054...
i 35 2.812445 220.181.57.241 192.168.1.102 HTTP 310 HTTP/1.1 200 OK (GIF89%a)
48 5,863091 192.168.1,102 115.231.236.116 HTTP 676 GET /user.php?action=login&email=flag HTTP/1.1 =
59 5.912733 115.231.236.116 192.168.1.162 HTTP 74 HTTP/1.1 200 OK (text/html) —
64 5.963239 192.168.1.102 115.231.236.116 HTTP 690 GET /captcha.php HTTP/1.1
| 83 6.003746 192.168.1.102 220.181.164.39 HTTP 938 GET /h.js?c12f88bsclcdeala732deaso7asecodc HTTP/1.1 =
‘ 95 6.014359 115.231.236.116 192.168.1.102 HTTP 59 HTTP/1.1 200 0K (PNG)
: 100 6.040906 220.181.164.39 192.168.1.162 HTTP 219 HTTP/1.1 304 Not Modified

[HTTP request 1/3]
Response in frame: 26
Next request in frame: 48
File pata: 65 bytes
HTML Form URL Encoded: application/x-www-form-urlencoded

<

v Form item: "email" = "flag"
Key: email
value: flag
v Form item: "password" = "ffb7567alddfdabdffdb54ea22f8facd”

Key: password
Value: ffb7567a1dafdabdffdbsdea22f8facd
v Form item: “captcha” = "BYUG"
Kev: cantcha N

61 6C 69 76 65 @d @a 43 6f 6e 74 65 6e 74 2d 54 alive- -C ontent-T o)
79 70 65 3a 20 61 70 78 6C 69 63 61 74 69 6f 6e  ype: app lication
2f 78 2d 77 77 77 2d 66 6f 72 6d 2d 75 72 6¢c 65 /x-www-f orm-urle
6e 63 6f 64 65 64 od @a 43 6f 6e 74 65 6e 74 2d  ncoded: - Content-
4c 65 6e 67 74 68 3a 20 36 35 od @a od @a 65 6d Length: 65----em
61 69 6c 3d 66 6¢ 61 67 26 ail=flag
3d 66 66 62 37 35 36 37 61 31 64 34 66 34 61 [[=ffb756 7aldafaa
62 64 66 66 64 62 35 34 65 30 32 32 66 38 66 61 bdffdbsa ee22fsfa
63 64 26 63 61 70 74 63 68 61 3d 42 59 55 47 cd&captc ha=BYUG
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flag{ffo7567a1d4f4abdffdb54e022f8facd}
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