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11| v1e = _ readfsqword(@x28u);

12| puts("[sign in]");

13| printf("[input your flag]l: ", a2);

14]  _ is0c99 scanf("%99s", &v&);

15| sub_96A(&vE8, &v9);

16| _ _gmpz_init_set str(&v7, "ad939ff59f6e70bcbfad4@6f2494993757eee98b91bc244184a377520d061c35", 16LL);
17| __gmpz_init_set str(&v6, &9, 16LL);

18| _ _gmpz_init_set_str(&v4, "103461035900816914121390101299049044413950405173712170434161686539878160984549", 10LL);
19| _ gmpz_init_set str(&v5, "65537", 10LL);

20| __egmpz_powm(&v6, &vo, &5, &vi);

21| if ( (unsigned int)__ gmpz_cmp(&ve, &v7) )

22 puts("GG!");

23| else

24 puts("TTTTTTTTTTql!™);

25| return OLL;

260}
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0xad939ff59f6e70bcbfad40612494993757eee98b91bc244184a377520d06Fc35
103461035900816914121390101299049044413950405173712170434161686539878160984549

65537
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282164587459512124844245113950593348271

d

366669102002966856876605669837014229419
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import gmpy2

import binascii

0xad939ff59f6e70bcbfad40612494993757eee98b91bc244184a377520d06fc35
103461035900816914121390101299049044413950405173712170434161686539878160984549
65537

282164587459512124844245113950593348271
366669102002966856876605669837014229419

(q-1)*(p-1)
gmpy2.invert(e,L)
gmpy2.powmod(c,d,n)

print(binascii.unhexlify( (m)[2:1))

f3%flag
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b'suctf{Pwn_@_hundred_years}'
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IDAFIH, FEmainpk %

int _ cdecl main(int argc, const ch:
{
time_t v4; // [esp+18h] [ebp
struct tm *v5; // [esp+3FCh] [ebp-

_main();

time(&va);

v5 = localtime(&v4);
puts("Can you find me?\n");
system("pause");

return 9;
¥
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vo; edx

result; eax

v2[50]; [esp+20h] [ebp-128h]

vV3; [esp+E8h] [ebp-60h]

v4; [esp+ECh] [ebp-5Ch]

v5; [esp+FOh] [ebp-58h]

v6; [esp+F4h] [ebp-54h]

v7; [esp+F8h] [ebp-50h]

v8; [esp+FCh] [ebp-4Ch]

v9; [esp+100h] [ebp-48h]

v10; [esp+104h] [ebp-44h]

vll; [esp+108h] [ebp-40h]

v12; [esp+10Ch] [ebp-3Ch]

Js [esp+114h] [ebp-34h]
__int64 vi4; [esp+118h] [ebp-306h]

v15; [esp+124h] [ebp-24h]

v16; [esp+128h] [ebp-26h]

g [esp+12Ch] [ebp-1Ch]

2147122737;
140540;




V6
v7
v8
v9
vl
vl
vl
fo

{

}

re

141956;
139457077,
262023;
2008923597
0 143749;
1 2118271985;
2 143868;
r(1i 0; i 4; i)

memset(v2, 0, sizeof(v2));
v16 0;

v15 0;

Vo (&v4 i);
LODWORD (v14) (&v3
HIDWORD(v14) = vO;

while ( SHIDWORD(v14)

{

v2[v16++] = ((SHIDWORD(v14) 31)

(SHIDWORD (v14)

31);
vli4
)i
for ( j = 56; j 8; --J )
{
if ( v2[3j] )
{
if ( v2[j] 1)
{

2LL;

putchar( )
v15;

}

else
{
putchar(
v15;
}
if ( ! (v15 5) )
putchar( )
}

result putchar(10);

turn result;

(_DWORD)v14 )

(((unsigned __ int8) (SHIDWORD(v14)
(unsigned _ int8) (SHIDWORD(v14)

31)
31))

(unsigned _ int8)vi14)
1)
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00401728 83E4 F9 and esp,

00401728 81EC 088400008 |sub esp,

88401731 E8 6ABABOOD call attachme.B884821A8

084081736 8D4u24 10 lea eax,dword ptr ss:[esp+8x10]

084081730 890424 mov dword ptr ss:[esp],eax ntdll.778E8428
88408173D ES

004081742 8D4k24 10 lea eax,dword ptr ss:[esp+@x18l

80401746 890424 mov dword ptr ss:[esp],eax TR 00401730
004081749 E8 FA1108000 call <{jmp.&msucrt.localtime>
0840817 4E 898424 FCO3008| mov dword ptr ss:[esp+8x3FC],
06481755 C70424 0048400\ mov duword ptr ss:[esp],attact
0840175¢C E8 EF110000 call <jmp.&msvcrt.puts>
084081761 C70424 12408400\ mov dword ptr ss:[esp],attact
004081768 ES8 EB1180080 call <{jmp.&msvucrt.system>
80408176D B8 0ooeBoo0 mov eax, .
00401772 co leave J.csdn.net/qq_

B BT R E\attachment.exe
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12| sub_403CF8(&unk_40E140);

13| scanf(as, &v10);

14| v5 = @;

15| v6 = @;

16| v7 = 8;

17| v8 = @;

18| vo = @;

19| sub_481080(&v10, strlen(&v10), &v5);

20| v3 = @;

21| while ( *(( BYTE *)&5 + v3) == byte 40EBEA[v2] )
22| {

23 if ( ++v3 » strlen((const char *)&v5) )
24 goto LABEL 6;

25 }

26| sub_4B3CF8(aError);

27|LABEL_6:

28| if ( v2 - 1 == strlen(byte 40EQE4) )

29 result = sub_4@3CF8(aAreYouHappyYes);
30| else

31 result = sub_4@83CF8(aAreYouHappyNo);
32| return result;

33}

B AE S Nwhile, Wilibyte 40EOE4

data:004BEOAD byte AOEBOAD db "A’ ; DATA XREF: sub_401000:1loc_401005tr
.data:0040EQAD ; sub_481000+17Tw . ..
.data:0040EBA1 db 42h ; B

.data:P040EBAZ db 43h ; C

.data:0040EBAS db 44h ; D

.data:0040ERAL db 45h ; E

.data:0040EBAS db 46h ; F

.data:P040EBAL db 47h ; G

.data:0040EBAT db 48h ; H

.data:P040EBAS db 48h ; T

.data:0040EBAD db 4ah ; ]

.data:0040E0AA byte ABEBAA db 'K’ ; DATA XREF: sub_481088+BTr
.data:0040EQAA ; sub_401000+11Tw
.data:0e40EBABR almnopgrstuvwxy db ' LMNOPQRSTUVWXYZabcdefghijklmnopqgrstuvwxyz®123456789+/",0
.data:0e40EQE1 align 4

.data:0e40EBE4L ; char byte ABEBE4[]

.data:@040EQEL byte AGEOE4 db 'z ; DATA XREF: _main+5Ctr
.data:0e40EQE4 ; _main:loc_401238%0
.data:0e40E0ES5 aMxhz3tignxlxjh db "MXHz3TIgnxLxJhFAdtZn2fFk31YCrtPC219°,0
.data:0e40E109 align 4

.data:0e40E168C aAreYouHappyNe db ‘Are you happy?No!",84h,8

.data:0ed40E16C ; DATA XREF: _main:loc_40125Fto
.data:0e40E11F align 10h

.data:0040E120 aAreYouHappyYes db "Are you happy?yes!’,0Ah,@
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__cdecl sub_401080

v3 edi
\VZ! esi

v5 edx




esi

esi

v10; esi
vll;

_BYTE *v12;
v13;

v15;

esi
ecx
esi
[esp+18h] [ebp+8h]

sub_401000();
v5 a2 3;
v6 al;
4 a2

a2

a2
3;

3;

LOBYTE(V5)
v3 3;
v8 v4
(_BYTE
(_BYTE

(_BYTE *)(al VEDH
1;
)(v8
)(v8

EE]
EE]

1) 2)

1)

byte_ 40E0AQ[ (V5
byte 40E0GAQ[16

(((signed
(_BYTE *)(v8 + a3 - 1) = byte 40E0AQ[4

(((signed
v5 (_BYTE
\Z3 v8 ilg

(_BYTE *)(v4

)(al e 1) Ox3F;

a3 - 1) byte 40E0AG[V5];

s
while ( v3
') v15;
s
if ( v5
{

v7 );

1)

LOBYTE(Vv7)

v9 \Z3
(_BYTE

v10 v9
(_BYTE
(_BYTE

LABEL_8:

v13 v10
(_BYTE *)(v13

v4 v13 iLg

goto LABEL_9;

(_BYTE *)(v3 al);

1;

) (vo
1;

)(vie

)(vie

a3 1)

byte 40EGA®[ (v7

2)

a3
a3)

1)
61;

byte 40E0AQ[16

1;

\VZ3 iLg
(_BYTE *)(vi11
v12 (_BYTE
LOBYTE(Vv6)
v1o v1ll
(_BYTE *)(vie
(_BYTE *)(vie
goto LABEL 8;

a3
)(v3
v12;
1;

1)
al

byte 40E0AQ[ ((signed
1);

a3
a3)

1)
byte 40EGAQ[4

byte 40EQAQ[16
(*vi2

(*(_BYTE

(*(_BYTE

(*(_BYTE

)*(unsigned _ int8

(*(_BYTE
oxF)1;

Ox3F];

) (a1 v3 3)
)*(unsigned __ int8
)(al + v3 - 2) OxF)
)*(unsigned __int8 *)(al

3)
) (a1

v3

Ox3F];

)(v3 + al)

)(v3 + al)

Y(v3 + al) & 3) + ((v6 >> 4)

v3

2) 4)

1) )

2) & Ox3F];

oxF)1;

oxF)1;

3)1;
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LABEL_9:
(_BYTE *)(v4 + a3) 9;
return sub_401030((const char

1
J

B S 25 Fsub_4010008% %

{
signed int result; // =ax
char v1; // cl

0]

result = 6;

do

{

vl = byte 4BEBAA[result];

byte 4REBAA[result] = byte 4ABE@A@[result];

byte AQEBAR[result++] = vi;
¥
while ( result < 15 );
return result;
¥

Hif, byte 40E0AAL

KLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789+/

byte 40E0AQ/Z

ABCDEFGHIJ

WFFEBLIEIR, R IEH E FQRSTUVWXYFIGHIUKLMNO#EAT 1 48 4t

CBEATT LUK 22 P42 42k B 9 ABC DEF GHIUKLMNOPQRS TUVWX YZabcdefghijkImnopgrstuvwxyz0123456789+/ 4R J& X 73 I
&, "WLLRIIA0E0AAR WKITHE, 40EO0AQZEMATTS, BT LSRR AEHR )
FE & —T

ABCDEFQRSTUVWXYPGHIJKLMNOZabcdefghijklmnopqrstuvwxyz0123456789+/

RGN, a2 baseid 2, (H2 51 K%L (sub_401030)

v2 = al[HIDWORD(v1)];
if (v2 <97 || v2>122)
{
if (v2 <65 |] v2>090)
goto LABEL_9;
LOBYTE(v1) = v2 + 32;

}
else
{
LOBYTE(v1) = v2 - 32;
}
21[HIDWORD(v1)] = vi;

WR RN S Fetle, L —T



string swapcase

string

string = ' zMXHz3TIgnxLxJhFAdtZn2fFk31YCrtPC219’ . swapcase () #sub_401030() ZmxhZ3tiGNXIXjHfaDTzN2FfK3LycRTpc219

2 print (string)

B3 G AR E T
2. WAEENBGIER 7 x

1. B RBRESXS: ) x
ABCDEFQRSTUVWXYPGHIJKLMNOZabcdefghijklmnopgrst

mehZBtiGNXlXijaDTZNZ FfK3 LycRTpc2L9
UVWxyz@123456789+/

Base#BI: | baseB4 |~ fEED: | gh23124RES (B~ &7 | =

@ 3

fRAERAEERE:

flag{bAse64_h2s_a Surprise}
flag{bAse64 _h2s a_Surprise}

e flag WA flag() 20y
B ST HER BRI
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y Fieoffset: 00000200 | 9 P |
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File Size : I:'Q:l
B 2w ]
| - | 9 Ro |
L AR L s §
IDAG4
® 10| sub_40223@(argc, argv, envp);
@ 11| sub_40E64@(argc, (  inted)argv, v3, (_ int6d)"Give me your code:\n");
© 12| sub_4@E5F@(argc, (  inted)argv, (_ inted)vo, ( inted)"%s");
® 13| if ( strlen(*(const char **)&argc) != 33 )

14| {

® 15 sub_40E64@(argc, (  int6d)argv, v4, (_ inted)"Wrong!in");
® 16 system(*(const char **)&argc);
® 17 exit(argc);
18| 3}
@190 for (1 =0; 1 <= 32; ++1 )
20|
® 21 byte 414840[1i] = vo[dword 40F@48[1]];
® 22 vd = i;
® 23 byte 414@4@[1] ~= LOBYTE(dword 40F048[i]);
24| 3}
@250 for (] =8; J <= 32; ++7 )
26| {
® 27 vd =
® 28 if ( yte AQFRE®[J] != byte 414048[1] )
29 {
® 20 sub_40E64@(argc, (  int6d)argv, i, (_ inted)"Wrong!i\n");
® 31 system(*(const char **)8&argc);
® 32 exit(argc);
33 }
34 3}
@ 35| sub_40@E64@(argc, (  inted)argv, v4, ( inted)"Right!Good Job!\n"};
@ 36| sub_40E64@(argc, (  inted)argv, (_ inted)ve, ( inted)"Here is your flag: %s\n");
@ 37| system(*(const char **)&argc);
@ 38| return 9;
® 39}
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Fltr & Krbyte_40E6405byte_414040547 I, veE&A A Kflag, FEMEF R AT Z R (ES%byte_414040, A)a
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[103, 121, 123, 127, 117, 43, 60, 82, 83, 121, 87, 94, 93, 66, 123, 45, 42, 102, 66, 126, 76, 8
65, 107, 126, 101, 60, 92, 69, 111, 98, 77]
[9, 1@, 15, 23, 7, 24, 12, 6, 1, 16, 3, 17, 32, 29, 11,30, 27, 22, 4, 13, 19, 20, 21, 2, 25, 5, 31, 8, 18,

(enc)
(len(enc)):
(enc[i]”chg[i])

( (tmp)):

flag[chg[i]] (ord(tmp[i]))
print(''.join(flag))

C:\Use

MRCTF{Tr4nspOs1tiON_Clph3r_1s_3z}

flag{Tr4nspOsltiON_Clph3r_1s_3z}
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