BUUCTF reverse wp 11 - 20

falc4 T 2022-01-08 18:40:43 Kk Afi 372 IR
IyRERE, WA TR ERRS: windowsidi[A] Androidi ]
WOBCRE B A SO RO &, 1815 CC 4.0 BY-SA MR, 305 MY 1) S H AN FE R AN A i 1

ASCHERE: https://blog.csdn.net/qq_33976344/article/details/121262268

KL

y | o ¥ [ :-'-'m-u-
lmpnr&ance of Assembly Language —
. NP .’-:I'.\-.- Eibragr, 12 ":“ i

awy e,
i

-
s
-y
=
-
-
-
L

g
L

58 Jr 3L E 1T

LR
Javailli [n] i 2%

javai¥i|n), Ffljava-decompileidi


https://blog.csdn.net/qq_33976344
https://blog.csdn.net/qq_33976344/category_10730517.html
https://so.csdn.net/so/search/s.do?q=windows%25E9%2580%2586%25E5%2590%2591&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Android%25E9%2580%2586%25E5%2590%2591&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_33976344/article/details/121262268
https://blog.csdn.net/qq_33976344/category_10730517.html

ArrayList;
Scanner;

public class Reverse {
public static void main(String[] args) {

Scanner s new Scanner(System.in);
System.out.println("Please input the flag );
String str s.next();
System.out.println("Your input is );
System.out.println(str);
char[] stringArr str.toCharArray();
Encrypt(stringArr);

public static void Encrypt(char[] arr) {
ArraylList<Integer> Resultlist = new ArrayList<>();
for (int i 0; i arr.length; i++) {
int result arr[i] 64 " 0x20;
Resultlist.add(Integer.valueOf(result));
}
int[] KEY {
180, 136, 137, 147, 191, 137, 147, 191, 148, 136,
133, 191, 134, 140, 129, 135, 191, 65 };
ArrayList<Integer> KEYList new ArrayList<>();
for (int j 0; j KEY.length; j++)
KEYList.add(Integer.valueOf(KEY[j]));
System.out.println( );
if (Resultlist.equals(KEYList)) {
System.out.println("Congratulations);
} else {
System.err.println("Error);

2 Resultlist.equals(KEYList) H 38 i 460
Resultlist 2%

for (int i = @; i < arr.length; i++) {
int result arr[i] 64 " Ox20;
Resultlist.add(Integer.valueOf(result));

1) 25 5 2 56 F Keylist A 0x20, (2:64(1E javat ~ FIRSEAEEL + EARM b % + 15 2

[180, 136, 137, 147, 191, 137, 147, 191, 148, 136, \
133, 191, 134, 14e, 129, 135, 191, 65]

for key in Keylist:
flag ((key ™ 0x20) 64)
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unsigned __ int64 get flag()
i

unsigned int ve;

int i;

int j;

__int64 s;

char v5;

unsigned __ int64 v6;

v6 = _ readfsqword(0x28u);
vl = time(OLL);
srand(ve);
for (i 0; i 4; i)
{
switch ( rand() 200 )
{
case 1
puts( )
memset(&s, O, Ox28ulLl);
strcat((char *)&s, f1);
strcat((char *)&s, &f2);

printf( , (const char *)&s);

break;
case 2
printf(
break;
case 3
printf(
break;
case 4
s Ox7F666F6067756369LL ;
') 0;

strcat(&f2, (const char *)&s);

break;
case 5
for (j =05 3 7; ++j )
{
if (j 2 1)
(&f2 + j) 2
else
(&F2 + j);
b
break;
default
puts(
break;

}

return _ readfsqword(@x28u) V6;

* .data:0000000000601078 f1
_data
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[@X7F, Ox66, OX6F, OX60, OX67, OX75, OX63, OX69]
s[::-1]

iin (8):

if i 2 1: s[i]

else: s[i] 1

flag (s[i])

print(flag)
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INT_PTR _ stdcall DialogFunc(HWND hDlg, UINT a2, WPARAM a3, LPARAM a4)
{
const char *v4;
const char *v5;
int v7[2];
int v8;
int
int
int
int
int
int
int
int
CHAR String[65536];
char v18[65536];

if ( a2 272 )
return 1;
if ( a2 273 )
return 9;
if ( a3 1001 )
{
memset(String, ©, OxFFFFu);
GetDlgItemTextA(hDlg, 1000, String, OXFFFF);
if ( strlen(String) 8 )
{
v7[0] 90;
v7[1] 74;
v8 83;
v9 69;
v10 ©7 5
vlil = 97;
vli2 = 78;
vli3 = 72;
vl4d = 51;
vl5 = 110;
vle = 103;
sub_4010F0(v7, 0, 10);
memset(v18, @, OxFFFFu);
v18[9] String[5];
v18[2] String[7];
v18[1] String[6];
v4 = sub _401000(v18, strlen(v18));




memset(v18, O, OxFFFFu);
vi8[1] String[3];
v18[9] String[2];
v18[2] String[4];
v5 sub_401000(v18, strlen(vl8));
if ( String[@] v7[0] 34
String[1] v10
4 * String[2] 141 3 v8
String[3] 4 2 (vi3 9)
strcmp(v4, )
strcmp(v5, ) )

MessageBoxA(hDlg,

1
J

return 0;

1
J

if ( a3 1 a3 2)
return 0;
EndDialog(hDlg, a3);

return 1;

N8 T Hstring, BT itk 46 5 Aflag

if ( String[o] v7[0] 34
String[1] v10
4 * String[2] 141 3 v8
String[3] 4 P (vi3 / 9)
strcmp(v4, )
strcmp(v5, ) )
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#include
using namespace std;

int sub_4010F0(char al[], int a2, int a3)
{

int

int i

int

int

result a3;
for (i a2; i a3; a2 i)
{
v5 i
V6 al[i];
if ( a2 result i result )

{
do

{
if ( vée al[result] )

{
if (i result )
break;
i;
al[vs5] al[result];
if (i result )
break;
while ( al[i] V6 )
{
if ( i result )
goto LABEL_13;
)i
if (i result )
break;
v5 i
al[result] al[i];

result;

}

while ( i result );

}
LABEL_13




sub_4010F0(al, a2, i - 1);
result a3;
i;
b

return result;

int main() {
char arr[] = {90, 74, 83, 69, 67, 97, 78, 72, 51, 110, 103, 0};
cout arr endl;
sub_4010F0(arr, 0, 10);
cout arr endl;

return 9;
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AT LLR 58 string 151 VU A7 72455

BYTE * cdecl sub _401000(int al, int a2)

int v2;
int v3;
size t v4;
_BYTE *v5;
_BYTE *v6;
int v7;
_BYTE *v8;
int v9;
int v10;
int v11;




v2;

v4 4 1;
v5 malloc(v4);
V6 Vv5;
v15 Vv5;
if ( 'v5 )

exit(9);
memset(v5, 9, v4);
v7 az2;
v8 V6
v16 V6
if ( a2 0 )
{

while ( 1 )

{
0;

do
{
if ( v3 v7 )
break;
v10;
v9 (v3 al) (v9 8);
v3;
b
while ( vi1e 3);
v1l v9 (8 (3 v10));
v12 0,
v17 v3;

for (i 18; i 6; i 6 )
{

if ( vie vi2 )

{

(&v1s8 v12) (vii i)
v8 v16;
}

else

{
(&v1s8 v12) 64;

byte 407830[ *(&v18 v12++)];
v8;
)i
v3 vl7;
if ( v17 a2 )
break;
v7 az2;

v15;
result V6 ;

v8 Q;

return result;
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.rdata:084087831

it LB I yBase64 I, (K 9fE A3 775, frthi4 11

import base64

(_) for _ in s]

34, arr[4], (3 * arr[2] 141) 4, (2

.join([ (_) for _ in strings])

print(base64.b64decode(b64strl))
print(base64.b64decode(b64str2))

flag

findit

(arr[7]
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id. support.v?.app.ActionBarActivity;
12w.MenuItem;

ew.View;

class MainActivity extends ActionBarActivity {

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) R.layout.activity main);
final EditText edit (EditText) findViewById(R.id.widget2);
final TextView text (TextView) findViewById(R.id.widgetl);
final char[] a { 5 5 5 5 5 5 5
final char[] b { 5 5 5 5 5 5 5

k) k) k) ) ) ) ) > ) ] ) ] )

((Button) findViewById(R.id.widget3)).setOnClickListener(new View.OnClickListener() {

public void onClick(View v) {
char[] x new char[17];
char[] vy new char[38];
for (int i 0; 1
if ((a[i] a[i] ) (a[i]
x[1i] (char) (a[i] 18);
} else if ((a[i] al[i]
x[i] = a[il;
} else {
x[i] = (char) (a[i] - 8);

)
if (String.valueOf(x).equals(edit.getText().toString())) {

for (int i2 = @; i2 38; i2++) {
if ((b[i2] b[i2] (b[i2]
y[i2] = b[i2];
} else {
y[i2] (char) (b[i2] 16);
if ((y[i2] y[i2] ) yl[i2]
y[i2] = (char) (y[i2] - 26);

}
text.setText(String.valueOf(y));

return;

}
text.setText(

1)

public boolean onOptionsItemSelected(MenuItem item) {
if (item.getItemId() R.id.action_settings) {
return true;

}

return super.onOptionsItemSelected(item);
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exp.cpp

#include
#include

using namespace std;

int main() {
char a[] { 5
char x[17];

for (int i = 0; i < 17; i++) {
if ((a[i] a[i] )

x[i] (char) (a[i]

} else if ((a[i]

x[i] = a[i];
} else {
x[1] (char) (a[i]

1
J
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flag{c164675262033b4c49bdf7f9cda28
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INT_PTR _ stdcall DialogFunc(HWND hiWnd, UINT a2, WPARAM a3, LPARAM a4)

{
CHAR String[100];

if ( a2 272 )
{
if ( a2 273 )
return 0;
if ( (_WORD)a3 1 (_WORD)a3 2 )
{
sprintf(String, Format, dword_4099F09) ;
if ( dword_4099F0 19999 )
{
sprintf(String, , 19999, 0);
SetWindowTextA(hWnd, String);
return 0;
)i
SetWindowTextA(hWnd, String);
return 0;

}
EndDialog(hWnd, (unsigned __int16)a3);

}

return 1;

11 BIDG A flagl}

T ALY 0 %

Fragment;
ActionBarActivity;
LayoutInflater;
Menu;
MenuItem;
View;
ViewGroup;
Button;
EditText;
TextView;

public class MainActivity extends ActionBarActivity {

public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) R.layout.activity main);
if (savedInstanceState null) {
getSupportFragmentManager().beginTransaction().add((int) R.id.container, (Fragment) new PlaceholderF

ragment()).commit();

b
final TextView textview (TextView) findViewById(R.id.textViewl);

final EditText editview (EditText) findViewById(R.id.editTextl);
((Button) findViewById(R.id.buttonl)).setOnClickListener(new View.OnClickListener() {
public void onClick(View v) {
int flag 1;
String xx = editview.getText().toString();
if (!'(xx.length() 32 xx.charAt(31) xx.charAt (1) (xx.charAt(0) xX.cha




flag 9;
)i
if (flag 1) {
char[] x .toCharArray();
x[2] = (char) ((x[2] [ 50);
x[4] = (char) ((x[2] [ 48);
x[30] (char) ((x[31] 1 48);
x[14] (char) ((x[27] 8]) 97);
for (int i 0; i 16; i {
char a x[31 i];
x[31 i] x[i];

x[1i] a;

x[3]
x[5]
X[
X[

)
)
9
2
)

¥
textview.setText( String.valueOf(x)

return;

}

textview.setText(

public boolean onCreateOptionsMenu(Menu menu) {
getMenuInflater().inflate(R.menu.main, menu);

return true;

public boolean onOptionsItemSelected(MenuItem item) {
if (item.getItemId() R.id.action_settings) {
return true;

}

return super.onOptionsItemSelected(item);

public static class PlaceholderFragment extends Fragment {
public View onCreateView(LayoutInflater inflater, ViewGroup container, Bundle savedInstanceState) {
return inflater.inflate(R.layout.fragment_main, container, false);

using namespace std;

int main() {
string x
x[2] = (x[2] + x[3]) - 58;
x[4] = (x[2] + x[5]) - 48;
x[30] (x[31] x[9]) 48;
x[14] = (x[27] + x[28]) - 97;
for (int i = @0; i < 16; i++) {
char a x[31 i];
x[31 - i] x[i];

x[1i] a;




[GWCTF 2019]pyre

pythoni¥ [r1]
python -m pip install uncompyle
uncompyle6 ./attachment.pyc > rev.py

(inputl)
for i in (1):
num ((inputl1[i] i) 128 128)

code num

for i in (1 1):
code[i] code[i] code[ (i 1)]

exp

for i in (1 2, -1, -1):
code[i] ( (code[i]) (code[i

for i in (1):
code[1i] (( (code[i]) i) 128)

flag

for i in (1):
flag code[i]

print(flag)
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Eile ieasyre.exe _ ) o | Py e

Entry Point : [0000E480 loo] <| EPSection: & g
) File Offset : 000015680 FirstBytes : [60.BE.15.00.4C/ @ Plug
Q‘* Linker Info : |2.24 SubSystem : |win Console PE (o
File Size :  |000053DBh <| M| Overay: |0000370B — @
.
[ Image is 32bit executable RES/OVL:0/66% 1972 =
|LIP>{ -» Markus & Laszlo ver. [ 3.95] <- from file. ( sign like UPX packer| Scan [t Rip

Lamer Info - Help Hint - Unpack info i =
|Big sec. 2 [UPX1 ], unpack “upx.exe d" from http:/jupx.github.io | ‘?J || Efn B

W5, HEdEIDA

upx -d easyre.exe

int _ cdecl main(int argc, const char argv, const char
{
_BYTE v4[12];
_DWORD v5[3];
_BYTE v6[5];
int v7;
int v8;
int v9;
char v10;

int i;

__main();

gmemcpy (v4, , Sizeof(v4));

printf(

scanf( ,

if ( ve[e] v10
return 0;

v5[0] v7;

v5[1] v8;

v5[2] v9;

for (i 0; i 11; i)

{
if ( v4[i] _data_start__[*((char *)v5

return 0;

1
J

printf(
return 9;

; char ata o
__data_start__




S, 7] Mhex & 1145 Ul string

.data:00402000 _ data_s db
db *
db "
align
__CRT_glob

bose2e0e TE

__ CRT_glob dd
__fmode

__ fmode
_p_1761
_data

__data_end
_ data_end__

(teststr))

[]
for ch in teststr:
for i in ( (data)):
if ch data[i]:
indexs.append( (i 1))
print(i 1)

.join(indexs)
flag
flag

BRI, BaEireverse X T ...

pub.keyt s pem A, HadtkaliFH openssl

:~/Desktop$% openssl rsa -pubin -text -modulus -in warmup -in pub.pem

RSA Public-Key: (256 bit)
Modulus:

@0:c@:33:2c:5c:b4:ae:47:18:2F:6¢C:1c:87:6d:42:

33:69:10:54:5a:58:f7:ee:fe:fc:@b:ca:af:5a:f3:

41:cc:dd
Exponent: 65537 (@x10001)
Modulus=C@332C5CHLAELT182F6C1C876D42336910545A58F7EEFEFCABCAAFSAF341CCDD
writing RSA key

BEGIN PUBLIC KEY
MDwwDQY JKoZIhvcNAQEBBOADKWAWKAThAMAZLFxkrkcYL2wch2 1CM2kOVFpY9+7+

/AvKrlrzQczdAgMBAAE= | @
END PUBLIC KEY—— CSDN @failc4

PRRRRIIRRRRR I

~]\[ZYXWVUTSRQPO
NMLKITHGFEDCBA@?
5—<; 9876543218/




n=86934482296048119190666062003494800588905656017203025617216654058378322103517
http://www.factordb.com/index.php?
query=86934482296048119190666062003494800588905656017203025617216654058378322103517
T Ep, q

p =285960468890451637935629440372639283459

g =304008741604601924494328155975272418463

fift % exp

import gmpy2

import rsa

65537
86934482296048119190666062003494800588905656017203025617216654058378322103517
285960468890451637935629440372639283459
304008741604601924494328155975272418463

gmpy2.invert(e, (q-1)*(p-1))

rsa.PrivateKey(n, e, (d), p, 9)

) as f:
f = f.read()
print(rsa.decrypt(f, key))

CrackRTF


http://www.factordb.com/index.php?query=86934482296048119190666062003494800588905656017203025617216654058378322103517

int _ cdecl main_@(int argc, const char argv, const char
{

DWORD v3;

DWORD v4;

char Str[260];

int v7;

char Stringl[260];

char Destination[260];

memset(Destination, @, sizeof(Destination));
memset(Stringl, @, sizeof(Stringl));
4 Q;
printf(
scanf( , Destination);
if ( strlen(Destination) 6 )
{
printf(
ExitProcess(0);
)i
v7 atoi(Destination);
if ( v7 100000 )
ExitProcess(9);
strcat(Destination, )
v3 strlen(Destination);
sub_40100A( (BYTE *)Destination, v3, Stringl);
if ( ! _strcmpi(Stringl,
{
printf( );
printf(
memset(Str, 0, sizeof(Str));
scant( , Str);
if ( strlen(Str) 6 )
{
printf(
ExitProcess(9);
)i
strcat(Str, Destination);
memset(Stringl, @, sizeof(Stringl));
v4 = strlen(Str);
sub_401019((BYTE *)Str, v4, Stringl);
if (! _strcmpi( , Stringl) )
{
if ( !(unsigned __ int8)sub_40100F(Str)
{
printf( );
ExitProcess(9);

)i
printf( );

}

return 9;




int _ cdecl sub_401230(BYTE *pbData, DWORD dwDatalLen, LPSTR lpStringl)
{

int result;

DWORD 1i;

CHAR String2[4];

BYTE v6[20];

DWORD pdwDatalen;

HCRYPTHASH phHash;

HCRYPTPROV phProv;

if ( !CryptAcquireContextA(&phProv, 0, 0, 1lu, OxF0000000)
return 0;
if ( CryptCreateHash(phProv, ©x8004u, @, 0, &phHash) )
{
if ( CryptHashData(phHash, pbData, dwDatalLen, ©) )
{
CryptGetHashParam(phHash, 2u, v6, &pdwDatalen, 0);
1pStringl 0;
for (i 0; i pdwDatalen; i)
{
wsprintfA(String2, , v6[i]);
lstrcatA(lpStringl, String2);
)i
CryptDestroyHash(phHash);
CryptReleaseContext(phProv, 0);
result 1;

}

else

{
CryptDestroyHash(phHash);
CryptReleaseContext(phProv, 0);
result 0;

}

else

{
CryptReleaseContext(phProv, 0);
result 0;

b

return result;

W22 % I 6E32D0943418C2C33385BC35A1470250DD8923A9 24047 [ 744 H
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import hashlib

.lower()

.lower()

(100000, 999999):
(1) flag
X hashlib.shal(s.encode())
if x.hexdigest() hashil:

flag = s

print(flag)

break

123321@DBApp

Uallis by

pls input the first passwd(l): 123321
continue. ..

pls input the first passwd(2):

55 . Ikhash/@ 32 {775 8, 5 I EMDS5, {E B4 42 7 AT BRI AN 5L
o i HAh 2=



char _ cdecl sub_4014DO(LPCSTR 1lpString)
{

LPCVOID lpBuffer;

DWORD NumberOfBytesWritten;

DWORD nNumberOfBytesToWrite;

HGLOBAL hResData;

HRSRC hResInfo;

HANDLE hFile;

hFile 0;
hResData 0;
nNumberOfBytesToWrite 9;
NumberOfBytesWritten 9;
hResInfo FindResourceA(@, (LPCSTR)®@x65,
if ( !'hResInfo )
return 0;
nNumberOfBytesToWrite SizeofResource(@, hResInfo);
hResData LoadResource(@, hResInfo);
if ( !'hResData )
return 0;
1pBuffer LockResource(hResData);
sub_401005(1pString, (int)lpBuffer, nNumberOfBytesToWrite);
hFile = CreateFileA( , 0x10000000u, ©, O, 2u, 0x80u, 0);
if ( hFile (HANDLE)-1 )
return 0;
if ( !WriteFile(hFile, lpBuffer, nNumberOfBytesToWrite, &NumberOfBytesWritten, @) )
return 0;
CloseHandle(hFile);

return 1;

unsigned int _ cdecl sub_401420(LPCSTR lpString, int a2, int a3)
{

unsigned int result;

unsigned int 1i;

unsigned int v5;

V5 l1strlenA(1lpString);
for (i 9; ; i)
{
result i;
if (1 a3 )
break;
(_BYTE *)(i + a2) 1pString[i % v5];
s

return result;

I"AAA"resourcert BB, 445 R KI6 A - BRABEILE B, B\ . ref P, BUONRECHE SR, T DL ZEL EIAAA T
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http://www.angusj.com/resourcehacker/

[H Resource Hacker - d817b3ad-28c1-443a-bbca-eda65276bced.exe - O X
File Edit View Action Help AAA101:2052
D@Hlﬁﬁ“ QLB P O
4 W Merg
il 0O0ZDZ260 |05 70 41 15 26 01 6D 53 5D 40 5B 6D 21 24 31 28 ta & msl@m!*1
Ew"l? 101 : 2052 0002DZ70 |13 00 19 18 00 57 1C 54 54 54 55 03 BE 55 25 22 ¥ TTTU nl%"
Tcon 0002D2B0 | 2F 20 1E 17 4F 11 00 52 IC 54 54 54 5F 52 5C 56 . O R TTT_R\V¥
Icon Grou 00020230 |26 21 70 71 45 42 05 7D 55 OE 2E 44 45 50 5F 48 &!pofE 11U .DEP_H
P 000ZDZA0 |pE 57 70 18 24 2C 1F 14 1B 53 8D 3D 26 40 43 43 n¥p 4, S1=&acc
O00ZDZE0 |05 &F 54 52 28 25 30 32 15 04 4F 12 07 41 1C 17 oTR(%0Z 0 4
0002ZD2C0 |52 50 6F 14 51 54 1C 63 21 22 2C 57 1B 14 08 1C EPo QT c!”, ¥
0002D2D0 | 3D 3D 3E 49 &F 19 6E 56 25 24 27 33 11 04 11 53 ==;To nV4+' 3 5
O00ZDZED |13 2C 33 56 45 57 57 54 46 11 75 64 76 70 BE 41 ) SVEWWZIF ujvp 4
O00ZDZFO |4B OF 0Z 54 71 05 04 4F 6F 45 5B 54 37 2F ZB ZF K Tag OQoE[T7/+/
00020300 |14 44 22 54 50 50 1C 40 50 40 57 &F 5E 50 2E 23 D'TFF @P@¥o'F. #
0002D310 |70 71 45 42 22 47 03 3D 26 43 03 02 13 75 5E 50 poEB°G =& u'P
00020320 |27 18 39 OF 40 2F 33 11 41 04 1F 76 43 57 56 &C 79 @f3 4 vOWV1
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