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Ho Time Seurce Destination Protocol Length Leftover Capture Data Info =B
2218 75.151015 .36.141 52.214.142.175 Tcp 51398 - 443 [ACK] Seq=518 Ack=153 Wi TSval=17432412 TSecr=17432412
2219 75.151259 .142.175 172.31.36.141 Tcp TSecr=17432412
TSecr=17432412

2228 75.151259
1261
2222 75.153298
2223 75.153542 52.214.142.175
2224 75.153552 142.175
142.175

.142.175 172.17.08.1 TCP

.142.175
.36.141 TLSv1
0.1 TLSv1

.1 [ t >
.142.175 TCP 68 243 > 51398 [ACK] Seq=153 Ack=

Change Cipher Spec, Finished
Change Cipher Spec, Finished =
Change Cipher Spec, Finished

2226 75.189765

22 @. 5 TCP Dup ACK H#1 -+
2228 75.189781 172.31.36.141 52.214.142.175 TCP 68 443 - 51398 [ACK] Seq=153 Ack=569 Wi TSecr=17432412
2229 75.190018 52.214.142.175 172.31.36.141 TCP 68 443 » 51398 [ACK] Seq=153 Ack=569 Wil Len=@ TSval=17432422 TSecr=17432412
2230 75.207120 93.184.220.29 172.31.36.141 TCP 68 80 + 38868 [FIN, ACK] Seq=797 Ack=448 Win=14592@ Len=0 TSval=2495252476 TSecr=17428545
2231 75.207198@ 172.31.36.141 93.184.220.29 TCP 68 38868 = 8@ [FIN, ACK] Seq=448 Ack=798 Win=28544 Len=8 TSval=17432426 TSecr=2495252476
2232 75.217043 93.184.220.29 172.31.36.141 TCP 68 8@ » 38869 [FIN, ACK] Seq=797 Ack=448 Win=145920 Len=0 TSval=968764786 TSecr=17428545
2233 75.217094 172.31.36.141 93.184.228.29 TCP 68 38869 + 8@ [FIN, ACK] Seq=448 Ack=798 Win=28544 Len=8 TSval=17432428 TSecr=968764786
2234 75.224298 93.184.220.29 172.31.36.141 TCP 68 88 - 38868 [ACK] Seq=798 Ack=441 Win=14592@ Len=0 TSval=2495252481 TSecr=17432426
2235 75.234192 93.184.220.29 172.31.36.141 TCP 68 8@ » 38869 [ACK] Seq=798 Ack=441 Win=14592@ Len=0 TSval=368764790 TSecr=17432428
= 2236 79.793118 172.31.36.141 52.214.142.175 HTTP 646 POST /api/user.php HTTP/1.1 (application/x-www-form-urlencoded)
< >
Frame 2236: 646 bytes on wire (5168 bits), 646 bytes captured (5168 bits)
Linux cooked capture vi
Internet Protocol Version 4, Src: 172.31.36.141, Dst: 52.214.142.175
Transmission Contral Protacol, Src Port: 51398, Dst Port: 443, Seq: 569, Ack: 153, Len: 578
Transport Layer Security
[2 Reassembled TLS segments (523 bytes): #2236(1), #2236(522)]
Hypertext Transfer Protocol
HTML Form URL Encoded: application/x-www-form-urlencoded
00 84 00 @1 80 06 Ba 64 94 dd 9c b7 40 00 B3 00 d @ ~
45 60 @2 76 73 83 48 0@ 48 06 30 cd ac 1f 24 8d E--vs-@ @8 $
34 d6 Be af cB cb @1 bb e5 fc 8e 5e @b 24 dl 48 4 ~-$-H
80 18 @0 db 96 9a 0@ 8@ @1 @1 88 @a 01 Ba B3 ed
91 89 ff 66 17 @3 @1 8@ 18 13 b4 a5 7c 39 55 67 f |oug
48 49 69 @b e9 le 1f 9c b6 1f c4 bc 29 19 e@ bo HIi ) CsD

a7 17 @3 @1 @2 24 A% 16 47 Ra dh 75 SF da I- fh "
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M Wireshark - JE25 TCP i (tcp.stream eq 19) - greatescape.pcap

————— BEGIN PRIVATE KEY-----
MITIQwIBADANBgkghk1G9wWEBAQEFAASCCSGwggkpAgEAACICAQC Stwy PH+2UEXE0Q
uxOKPTHSREMKXGSvAZ+Ax+GIDKEIBLUTTF17dNvAoswdmTO9nW1SY1kxZatNwlUFS
WAUGLntO05xTEmOI1MEBFriWGD+DVpCESKORGYy1f8edxxibvhdmkW78IxVa3VxHME
mk/cqSkkERTWQWE1pVeYmOUAmAd j+L cCwQ9ald /vFTtcACqS50GtELFbsHIuRVyn
srppdKetLtRk2ensSnmXUXNEjgpodfdb/wgGTE6NYg/i6d/ARqaldB@a6BD7RKrgp
YPaX17pQusemHQPd248fxsuEfEwhPNDIhIb&fDX9Blv2xTfBLhGWOh7euzSh2Cdo
KSuBAO+bIkL+pGY1z7DFtulYFTOSIyQ52zQ0zToxS+]E+2x9/3GpD2 LUDBxkASbWhY
eecq@veZWBVYNX5AVSMES s 2gxY c6CSQhioMoy8xlcSpTSAa7volQNa9Rv(4 /3KF
3gCbKtFvdd7IHvxfn8vcCrCZ37eVkgdF11y5UNeIU/YOTt8m7UDn3ukNpB841BQa
hiGay(C5jsHuTS8EB+MnpnzWCrzD+rAzCB37B5991BKAt /meSIZZUZagxTWNoFS2Lz
ImBLumZAYkEDpDEuhNs80UDEFsgAvWFVAvivaalAciF3kMs8pkmNTs2LFBowlshz
SXFONsHupgXEwwFrKO0ZXNhb+0,/WKQIDAQABACICAATEmMFaZ94efft /c9BgnrddC
Xmh5JczfXGtecF3elc/Eqra3R3H83wzaaHh+rE18DXgPfDgFdeelBCK5pudleDEYS
AbynkKI/63+Ct30P5vdG5sFIqGS57Gb1WIpzErtX+e0z 1 r5N5eN0QfxuCggSslacu
A31G3IXWD1zuRjeSFkCawvFdDAFgSHVUBZX+cGhh2sDzTR1r+ri1XTMsmdkK /E8udIg
yEbvSKgWEILSy+5Eh9gWY7AnGHETgLNxzfYyt@nhYhI2+Yh4IkRqQdeFEXQARBERP
yZx1eKAQ/dRPQx0INY1KkRp1+Cx6tAPViImByRx1hu82qsTstberLHemruOPbf 50w
ageSFdp7it3ugiIHCw]2hAZoijAcvlhnlsalhr/qFF1Y /WeDA180yvGACSh30vS6
yazkah85G0nY85rz+s98F9cvIqcRdGI rdeNbUHHN] 6+X9gFVtwDpFEV1v1ivn2Ggp
Im8hiZ@Y+8T+7gfnS9UsdPh/MkolEcZBCPryYvX+YPLYWgzxtCvrRWFStAScIEH+
XBz3N1CAUaOk+Z0kK1Z87YMSn /g5EV2] ] /meZVdtYoe(jLaCDulq8E1Hswnpgg/F
54hHU7w0e11/TQLtLCNFIFQRaUD+tPz9R6 jVpbgBiXxIC2eiGTolrPA4Ii7hsQRFC
WeKKqu+bVe9HIAmiB6eyBAcIBAQDVZ+c+329njQFFaellqyz131HOzRHmhJEoriR
nRAWTLzgMyn+RLGrD3DJQ] /dGHEtyxHI7PdI7gtI3qaF41Cc2dKR3uQW3CBKISY s
wz jBWOTijafbttXHanXEwXR3IvnPk+sH52BqTXZQVASvzPwIPInz3H6EShLEGD fuM
DS9owYRBmykX1VIGt91V15cpgIyxPixaeLMhqDD2Ebg60FyuacExQHTGUePEVa /A
TdM9+H5DE13gR2INX+NEkAFyFzW7kBAVY3TKGZdoACUrDzmmGoilfs /pFACBKkZaZ
thXoR91LNxWSBt1I2Fr3qz4gcSnItYb715Qsdublc92+9z4xA0IBAQDGQFDXVyk
Q5tsWicruSv2c9VoFpLUtBgdDx3uXOMEV1/S5hZ8YbUHAd cwKy LCYQLENSc9aedi
8zm18TdOGmEnCLOo70PMeet+IHyxBuzl1l/SxducI/I1q3yVsTqdtXYakxzijT1dNQ
M7¥njpBcsOyDk806RT 13xvxZNMbELIQH1bPOATVEjBsvABCcBcABhdpjuuNISC20t4P
fUZXFqR34AL7aPZPuP82W2NgFgk TyMY8F0235qR+5y 5xrcHSS4L1FdF+PhS5ZjiPN
sUdXRvFNFQLKZRUyqB1A7XY7EDnx6BZIW2aoM7ALYP1GhxZeVANHy 1ChdBO2CSmOA
B83FvucMEmUF5A0IBAD2 xorAOBUXASL 75y 1hRASEBSE]2 /LAeyz FhT9F +hpoBtGLly 3
h0ohCgQTeNQd8wgSMSTMxTr1d6SPeN,/816L14F84Gm/kg5FN+BCaviKsdoFnORr/
jlt7det3e+yuSCO2HUKAkCGS cuPO0gzYUwSAEabcy L5/ yxOkexzLik8xZ5zx+,/BU
1nF2wBgVXR+T7BOF /CIs+IQd4RebiV@OEmgElttI36rec+jNPEfHpyVkINgvqrbDb
3gFS@+rU7FMkaPrMIcnX701ED242vz jGMMmvFQmicd8BjsNLnhLWEYRhcPBC3pyS
Az6Z /HQOFMnEh /UZSErWSGI78peNy jieCkICoUECggEBALdyXhvTPDSnvNLIXRIWY
pXLY3plRge/Gkz6UZmrhks05tTOubxHX1/IDNntSYpbleGFos /CFs9gp3rYH/dgM
xgH/oFdolKlgD4dokK880ge TAMqEVLo+0B8xyrdNKgsydZXDmU / dxDAGRvZVeXKOhD
1TePtbD/FRgWi310Q5U2GL jkYkWfxyZ+1pDpQ6/jt/xaXoacaVTmhgkpNkTSEBRI
Y/EIV/F3IgM6]jcHouBewlhpKUspZf7jTleuZBIXAlgMF28MyxgLhzymPqGcPal9g
7tbjUEkunQ8AFI40xpmc28cD5MHOS2ms3GwYLdtnTHES5alwiajBM62QSw,/3RUGTH
rilkCggEBAOtMBi9k 04 Z/RIEBCF cuyPsiMcoDBEQBEFgH/drT3hMlwmmVt5dc Inw3Zk
DQb3gIWHP1UL/ /Ma8quSeuluaf+6wk(3NcsDywlI2cqfZUe7kVITC18FuudTAYQT CS5DN @wangjin/ 256
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228---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
228-You are user number 1 of 5 allowed.

220-Local time is now 11:51. Server port: 21.

220-This is a private system - No anonymous login
228-IPv6 connections are also welcome on this serwver.

228 You will be disconnected after 15 minutes of inactiwvity.
USER bob

331 User bob OK. Password required

PASS totol23

238 OK. Current directory is /

SYST

215 UNIX Type: L&

TYPE 1

288 TYPE is now 8-bit binary

PORT 172,17,42,1,171,159

288 PORT command successful

STOR ssc.key

158 Connecting to port 43935

226-File successfully transferred

226 0.801 seconds (measured here), 4.59 Mbytes per second
QUIT

221-Goodbye. You uploaded 4 and downloaded @ kbytes.

221 Logout.
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TETRA RSk k list Edit- TLS
TFP R 108 g M L5 Decrypt *

TFTR TLS debug file

Transport Laver Security

Thread | IP address Port Protocol Key File Password

Thrift C:/Users/Administrator/Desktop/ssc.key
Tibia

Reazzemble TLS records zpa
TIME Feazzemble TLS Application
TIPC [IMezsagze #uthentication Cod

TiVoConne Fre—Shared Key

TLS (Fre)Mazter—Secret log filen
TMS |
Token-Ring
TRCP
TPKT
TPLINK-5M
TPM2.0
TPMNCP
TRAMNSUM
TSDMNS
TSP

< - 3 e - h o, W E'B | Feers |ddwint strater |dppfata |feaming | Frresfard |ssf fevs
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POST /api/fuser.php HTTP/1.1 ~
Host: ssc.teaser.insomnihack.ch

User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux xB6_64; rv:58.8) Gecko/20180181 Firefox/58.8

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=8.5

Accept-Encoding: gzip, deflate, br

Content-Type: application/x-www-form-urlencoded

Referer: https://ssc.teaser.insomnihack.ch/login

Content-L
PHPSESSID=3uS5dgmfwgdc7apldi@nmfjgtim3
NS{OkThatWaskay2Easy}

action=login&name=rogue&password=rogueHTTP/1.1 280 OK
Date: Fri, 20 Jan 2817 11:52:83 GMT

Server: Apache

Expires: Thu, 19 Nov 1981 88:52:88 GMT

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Content-Length: 36

Keep-Alive: timeout=5, max=188

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

{"status™:"SUCCESS", "name": "rogue”}

GET / HTTP/1.1

Host: ssc.teaser.insomnihack.ch

User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux xB6_64; rv:58.8) Gecko/20180181 Firefox/58.8
Accept: text/html,application/xhtml+xml,application/xml;q=08.9,%/%*;q=08.8
Accept-Language: en-US,en;q=8.5

Accept-Encoding: gzip, deflate, br

Referer: https://ssc.teaser.insomnihack.ch/login

Cookie: PHPSESSID=3uS5dgmfudc7apldi@nmfigtim3

FLAG: INS{OkThatWasWay2Easy}

Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTP/1.1 288 0K

Date: Fri, 20 Jan 2817 11:52:83 GMT

Server: Apache

Expires: Thu, 19 Nov 1981 88:52:80 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 692

Keep-Alive: timeout=5, max-99 CSDN @wangjin7358

Cannartinn: Kean_Aliuve

T

flag{OkThatWasWay2Easy
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